CepBuc SafeMobile API (smapi)

Cepuc SMAPI saiBnsieTcst web-cepsepom, peanuaytowmnm REST-nogo6bHoe API.

1. Mpumepbl oGpaLLeHns K cepBucy

Mpumep Ne1. dopmuposaHme NOAHOro poyTa api.

KoHkaTeHaums:

- https://host:port

- [api

- v1

- [poyT_api

Hanpumep “https://sso2.local:8085/api/v1/devices’

Mpumep Ne2. 3anpoc kopga npurnawenus (cUrl)

POST /api/v1/accesscode/createfordn HTTP/1.1

Host: 127.0.0.1:8085

X-Domain-Api-Token:
bf4ab5d697462d36eb6d658dc815ff3f27d6465211b89250d9663c5f852f406f
Content-Type: application/json

{

"distinguished_name": "CN=EBgokumosa Mapusa MakcumosHa,OU=0rgUnit-5-
03,0U=0rgUnit-4-03,0U=0rgUnit-3-03,0U=0rgUnit-2-
03,0U=0rgUnitStart,DC=safemobile,DC=pro",

"valid_till": "2023-06-30T13:15:18.0632"

}

curl --location 'http://127.0.0.1:8085/api/v1/accesscode/createfordn’ \
--header 'X-Domain-Api-Token:
bf4ab5d697462d36eb6d658dc815ff3f27d6465211b89250d9663c5f852f406f" \
--header 'Content-Type: application/json' \

--data {




"distinguished_name": "CN=EBgoknmoa Mapust MakcumosHa,OU=0rgUnit-5-
03,0U=0rgUnit-4-03,0U=0rgUnit-3-03,0U=0rgUnit-2-
03,0U=0rgUnitStart,DC=safemobile,DC=pro",

"valid_till": "2023-06-30T13:15:18.063Z"

y

OTtBeT

{
"code": 123456789
}

Mpumep Ne3. MNonyyeHune ID coTpygHuka B cucteme SafeMobile (Python)

3710t ID siBNsgeTcs BXoAHbLIM napamMeTpoM BO BCEX OCTallbHbIX 3anpocax.

POST /api/v1l/employee HTTP/1.1

Host: 127.0.0.1:8085

X-Domain-Api-Token:
bf4ab5d697462d36eb6d658dc815ff3f27d6465211b89250d9663c5f852f406f
Content-Type: application/json

{

}

"distinguished _name": "CN=KyaHevoB Tumyp Knpunnnoeud,OU=0rgUnit-5-03,0U=0rgUnit-
4-03,0U=0rgUnit-3-03,0U=0rgUnit-2-03,0U=0rgUnitStart, DC=safemobile,DC=pro"




import requests
import json

url = "http://127.0.0.1:8085/api/v1/employee"
payload = json.dumps({
"distinguished_name": "CN=KysHeuoB Tumyp Kupunnosun4,0U=0rgUnit-5-03,0U=0rgUnit-
4-03,0U=0rgUnit-3-03,0U=0rgUnit-2-03,0U=0rgUnitStart, DC=safemobile,DC=pro"
)
headers = {
'X-Domain-Api-Token":
'bf4ab5d697462d36eb6d658dc815ff3f27d6465211b89250d9663c5f852f406f',
'‘Content-Type": 'application/json'
}

response = requests.request("POST", url, headers=headers, data=payload)
print(response.text)

OTBeT

{
"sm_employee_id": 12345

}




2. MNapameTpusauums

Hactpownkn SafeMobile API HaxoasaTca B kKoHuUrypaumMoHHOM hane cepBepa src/config/smapi.yml Buaa:

smapi:
log: d # yposHu noruposanua DEBUG (D, T), INFO (1), WARNING (W), ERROR (E),
FATAL (F, CRITICAL, C) - perucTtp niobon

server:
port: 8089
numthreads: 19 # KonnMyecTBO NOTOKOB

Ecnu He 3apgaH nto6oli 3 napameTpoB, OH NPUMET 3HaYEHUE MO YMOMYaHMIO, KaK 34eCb yKa3aHo,
NO3TOMY MOXHO OMyCTUTb BeCb koHdUr. Cepep paboTaeT B MHOrOMNOTOYHOM PEXMME, KONMYECTBO NMOTOKOB YCTaHABMMBAETCS B

smapi.yml smapi/server/numthreads.



3. Cnucok KkogoB oTBeTa

OOLmne nonoxeHusa

Kog oTBeTa (Koa cOCTOsIHUA) NokasbiBaeT, kak 6bin BoinonHeH HTTP 3anpoc.

CornacHo 10-om cekumn RFEC 2616, kogbl OTBETa CrpynnMpoBaHbl B 5 Knaccos:

NHdpopmaumnoHHbie 100 - 199
YcneuwHble 200 - 299
Mepenanpasnenusa 300 - 399
KnneHtckme owmnbkm 400 - 499
CepBepHble owwmnbkn 500 - 599

aRrwN=

B nporpammHom obecneveHnn SMAPI ncnonb3oBaHbl 2, 4 n 5 knaccel gna HTTP metogos POST.

YcneuwHble
e 200 - 3anpoc ycnelwwHo obpaboTtaH. Pecypc HangeH u nepefaH B Tene oteera.
e 201 - 3anpoc ycnewHo obpaboTaH. B pesynbTaTe 6bin co3aaH pecypc.
e 202 - 3anpoc NpUHAT, HO eLLé He obpaboTaH.
e 204 - 3anpoc ycneLwHo obpaboTtaH. HeT cogepxumoro B Terne oTBeTa.

BuHoBaT KnuMeHT (Monpocun cTpaHHoe)

e 400 - HapyLleH CMHTaKCKC 3anpoca
o {DN} parameter missing
{DN} must be string
{VALID_TILL} parameter missing
{VALID_TILL} must be string
{MCC_ID} must be specified
{SM_EMPLOYEE_ID} must be specified
Missing {SM_EMPLOYEE_ID} in request body
{SM_EMPLOYEE_ID} in request body contains an empty string
{SM_EMPLOYEE_ID}="{emp_id}' is not a positive integer

O O O O O O O O


https://datatracker.ietf.org/doc/html/rfc2616#section-10

{SM_EMPLOYEE_ID} is zero
{PROF_ID} must be specified
{PASSWORD} must be specified
{PASSWORD} must be string
{PASSWORD} cannot be empty
{PASSWORD} too short
{PASSWORD} must not be digital
Invalid {C_TOKEN}

Invalid input syntax for type timestamp
Incorrect date/time

Invalid parameter value, perhaps time zone error

O 0O O OO OO O OO0 O0o

401 - owmnbka ayTeHTUMKaumm
o Invalid token
o Missing Header For Token: {TOKEN_HEADER}
o Token {TOKEN_HEADER} is empty

404 - pecypc He HangeH
o {SM_EMPLOYEE_ID}={emp_id} not found
o User not found
o AD user not found
o {MCC_ID}={mcc_id} not found
o Target OS platform not found

409 - 3anpoc KOHMNUKTYET C TEKYLLIMM COCTOSHUEM CepBepa
o For {MCC_ID}={mcc_id} previous same command has not executed yet

412 - B 3aronoBKax ycrnoBus, KOTOpble CepBEP HE MOXET BbINOMHUTb
o Header Content-Type not found
o multipart/form-data not found in Content-Type
o boundary not found in Content-Type

415 - chopmaT NpUCNaHHbIX AaHHbIX HE NOOAEPXKMBAETCS CEPBEPOM
o File {distrib.filename} isn't Android or iOS application, upload not supported



e 420 - HenpaBunbHoe Teno 3anpoca (Body)

o

O O O O OO O O 0 O

Request body contains invalid json

List is invalid request. Dictionary expected.

{DN} and {VALID_TILL} parameter value must be specified
Incorrect expiration date in {VALID_TILL} = {valid_till}

The expiration date has already expired {VALID_TILL} = {valid_till}
MCC={mcc_id} does not belong to SM_employee_id={emp_id}
Device {mcc_id} doesn't belong to the employee {emp_id}
Employee ids are inconsistent

Incorrect date in {START_DATE_ENROLL}={start_date_enroll}
Incorrect date in {END_DATE_ENROLL}={end_date_enroll}
{END_DATE_ENROLL} must be later {START_DATE_ENROLL}

e 422 - He obpabaTbiBaeMbIli 0OBHEKT

o

O
O
O

{file_name} - zero file length

{file_name} - parsing failed

Application with the attributes specified already exists
Application not found

e 440 - npodunb co scep-cepTUPMKATOM HE CChiflaeTcsl Ha HAaCTPOWMKN scep

o

{PROF_ID}=Y{profile_id} profile doesn't reference SCEP settings

e 475 - He HangeHa CyLWHOCTb

O

O O O O O O O

No active invite code found for {SM_EMPLOYEE_ID}={emp_id}'

No applications assigned to MCC={mcc _id}

Applications not found

No profile found

No application found

{PROF _ID}="{profile_id}' not found

{PROF_ID}="{profile_id}' not assigned to device {MCC_ID}={mcc_id}
No devices found for {SM_EMPLOYEE_ID}="{emp_id}'

e 481 - [Nonb3oBaTens AD He UMNOPTUPOBAH B CUCTEMY UIM OTKIOYEH

O
O
o

AD user is not imported into the system.
AD user has been disabled
AD user is not imported into the system or has been disabled



e 482 - MNonb3osaTtens AD 3abnoknpoBaH
o AD user is blocked

BuHoBat cepBep (unu owmbnacb 6a3a)

¢ 500 - HegeTanuanpoBaHHas owmnbka b nnu SMAPI-cepeepa



OnucaHue API (OpenAPI 3.0)

CxeMbl 3anpocoB 1 OTBETOB, COAepKalle NMeHa BXOAHbIX U BbIXOAHbLIX NapaMeTpoB, onpeaeneHsl B swagger.yami.

B sHanomHTax-cdounbTpax (/api/vi/employee/list, /api/v1/email/template/list n op.) MOXxeT Bo3BpaLLaTbCS TOMbKO CMUCOK AaHHbLIX UNu owmnbka. Ecnn
CMHTaKCUYECKMN BXOOHbIE AaHHbIE BEPHbI, HO C MX MOMOLLbIO HENb3S MOSYYUTb HU OOHOIO 3NIEMEHTA, KIMEHTY AOMKEH BO3BPaLLATbCA MYyCTOM CMNMUCOK.

go3spaujaemcsi He owubka, a nycmoa CIUCOK.

lMpumep. KnueHm 8 sHOMouHme /api/vl/employee/list yKa3bleaem HOMep ot id rnodpasdeseHusi, kKomopozo Hem & B[]. CuHmakcudyecku napamemp
BEPHbIL, HO NOCKOSIbKY OaHHO20 riodpasdesieHusi He cyuiecmeyem 6 B[], 0nsi He2o Hesb3s Noly4umb CrUCOK compyOHUKO8. B amom criydyae

Bce napameTpbl BpeMeHu 3agatotcsa B popmate ctpoku 3yny "yyyy.mm.ddTHH:mm:ss.sssZ"

api/v2
1. Mony4yeHne cnmncka BCcex KOMMNEKTOB MeToa no3BonsieT Nosy4YnTb CNMCOK KOMMNIEKTOB C
api/v2/kits/list y4eTOM 3aaHHbIX punbTpoB. Ecriv no punbTpy He ObIno
HangeHO HM O4HOro KOMIMMEKTa, BEPHETCSA NyCTOM CMNCOK.
2. 3anpoc cnucka WabnoHOB 3NEKTPOHHOW MOYThI MeToa no3BonsieT Nony4nTb CNNCOK AOCTYMHbIX
api/v2/email/template/list LWabnoHOB 3MEKTPOHHON NOYThI C y4ETOM PUNBLTPOB.
api/ v1

1. Bbligava koga npurnaiueHuns nons3osatento AD
api/v1/accesscode/createfordn

MeTog co3gaeT ko4 npurnalleHus gns umnoptTuposaHHoro n3 AD
coTpyaHuka no atpmbyty nonb3oBaTtens AD: distinguished name

2. Bosspart ID cotpyaHuka B SafeMobile
api/vil/employee

MeTopn npeaHasHadeH Ans nonyyeHus naeHTnudmkarTopa
UMMNOPTMPOBAHHOIO COTPYAHUKa B SM No ero yHuKanbHbIM
aTpubyTtam B cnyx6e kaTtanoros AD: dn, employeelD,
sAMAccountName. [Insa nonyyeHus gocrtaTo4yHo noboro ns
NOEHTUUKATOPOB.




Bosepat cnncka npunoxeHui
api/v1/applist

MeToq npegHasHa4eH ANns nonyyYyeHus cnucka npuoXxeHun,
YCTaHOBMNEHHbIX Ha YCTPOMUCTBO COTpyAHMKa. Ha BxoA
NPUHUMaETCS MAEHTUMKATOPLI COTPYAHMKA 1 YyCTporcTBa B SM.
Ecnun 3agaHHOe yCTPOMCTBO HE NPUHAANEXUT yKasaHHOMY
COTPYAHWKY METO BEPHET OLUMOKY.

Bosepat cnucka npodunen
api/v1/profiles

MeToa Bo3BpalLaeT cnmcok npodunen, HasHa4yeHHbIX Ha
YCTPOMCTBO COTpyaHuKa. Ecnu 3agaHHOe yCTPONCTBO He
NPUHAONEXNT COTPYAHNKY METOL, BEPHET OLINOKY.

Mepesbinyck ceptucpmkata SCEP
api/v1/cert/reissue

MeTopq co3gaeT 3agaHune Ha nepesbinyck ceptudukata SCEP ans
BblOpaHHbIX Npoduns, yCTPOMUCTBa U coTpyaHuka. Ecnun 3agaHHoe
YCTPOWCTBO HE MPUHALIEXMNT COTPYAHUKY MEeTo BEPHET OLLNOKY.
3agaHue GyaeT BbINOMHATLCA BHE sSmapi, MO3TOMY
nonoxurernbHbln http status code He o3Ha4aeT, 4YTO NepeBbINyCcK
NPOM30LLEN, a 03Ha4YaeT, YTO 3agaHune ycneLwwHo chopMMpoBaHoO n
nepegaHo Ha UCMOSHEHME.

BosBpaT cnucka ycTponcTs
api/v1/devices

MeTopn Bo3BpaLlaeT CMCOK KOMMIIEKTOB COTPYAHMKA, KOTOpble
HaxoasaTcs NoA ynpaBfeHUeM.

BosBpat cnncka akTMBHbIX KOAOB NpUrnalleHuns
api/v1/accesscodel/list

MeTopn BO3BpaLLaeT CMMCOK aKTUBHbLIX KOOOB NpuUrnalleHns
coTpyaHuKa no ngeHtudukatopy B SM (sm_employee _id)

MepeycTaHoBKa NPUNOXEHNS
api/v1/reinstall/app

MeToa co3gaeT 3agaHve Ha yaaneHue U yCTaHOBKY MPUNOXEHUS.
Ecnun 3agaHHOe yCTPOWCTBO HE NPUHAANEXUT COTPYAHUKY MeToz
BEpHET owmnbky. 3agaHme OyaeT BbINOMHATLCS BHE smapi,
noaTomy nonoxuteneHbin http status code He o3HavaeT, 4TO
nepeycraHoBKa Npou3oLuna, a o3HavaeT, YTo 3agaHue Ha
nepeycTaHOBKY yCMNeLHO ChOpMMPOBAHO M NepeaaHo Ha
NCMOSTHEHME.




lMepeycTaHoBKa npodunsa
api/v1/reinstall/prof

MeTog co3gaeT 3agaHue Ha yganeHne 1 NOBTOPHYH YCTaHOBKY
npocduns. Ecnv 3agaHHoOe yCTPOMCTBO HE NPUHAONEXNT
COTPYOHMKY, METO BEPHET OLLMOKY.

3agaHue GygeT BbIMOMHATLCA BHE smapi, MO3TOMY
nonoxuteneHbin http status code He o3HavaeT, 4To
nepeycTtaHoBka Npounsa nponsoLuna, a o3HadaeT, YTo 3afaHue
Ha NepeycTaHOBKY YCMNeLHO chOpMMPOBaHO U NepeaaHo Ha
MCMONHEeHune.

10.

C6poc napons
api/vi1/password/reset

MeTon nobaBnseT B ovyepeab KOMaHg, KOMaHay U3MeHeHWs
napons. Ecnv 3agaHHoe yCTPONCTBO He NPUHaANEXUT COTPYAHUKY
METOZ BEPHET OLUNGKY.

C6poc BbINOMHSAETCA YCTPONCTBOM (CMapT(OHOM), MO3TOMY
nonoxuteneHbln http status code ot smapi He o3Ha4aerT, 4To
naponb cOpoLUeH, a 03HavyaeT, YTO KoMaHaa Ha cbpoc nepegaHa
YCTPOWCTBY.

11.

M3meHeHne napons
api/vi1/password/change

MeTon nobaBnseT B ovepeab KOMaHA, KOMaH4y U3MeHeHUs
naponsi. KomaHga nogaepXxmBaeTcs TONbKO Ha
yctoncTtBax Android/Aepopa.
KomaHga Ha npounx nnatdopmax He Nogaep>KMBaeTcs, HO npu
Bbl3oBe BepHET 200.
Ecnu Ha ycTponcTBe ycTaHOBMEH Npodusib NaposibHbIX NOSIUTUK,
OH OypeT urHopuposaTbcs. [laponb 6yaeT ycTaHOBIEH Ha
YCTPOMCTBO B 06X04 NaponbHbIX NONMTUK. TpeboBaHus K Naponto:
o [lnuHa naposs dormkHa beime 6onee 5 cumeornos
e [laporsib OomkeH codepxxampb b6yKabl.
e [laponb moxem codepxamb Yugpsbil.

Ecnu 3agaHHOe YCTPOWCTBO HE MPUHAANEXUT COTPYAHUKY MeTos
BEPHET OLLMOKY.

lMepeycTaHoOBKa BLINOHAETCS YCTPONCTBOM (CMapTOHOM),
noaTomy nonoxuteneHbln hitp status code ot smapi He o3Havaer,
YTO Naposnb COpPOLLEH, a O3HAYaeT, YTO KOMaHaa Ha
nepeycTaHOBKy nepegaHa yCTpONCTBY.




12. OTknioYeHne oT ynpasreHns ¢ yganeHnem kopnopatmeHblx | MeTog fobasnsaeT B ouepedb KOMaHOy OTKIOYEHUS OT
OaHHbIX ynpaBneHnsi C yaaneHnem TofbKo KOpNopaTMBHbIX AaHHbIX. Ecnn
api/v1/disconnect/corp 3agaHHOe YCTPOMCTBO HE NPUHAOMNEXUT COTPYAHUKY METOA BEPHET

OLUNGKY.
MonoxuntenbHbin http status code oT smapi He o3HavaeT, 4To
yhaneHue 3aBepLleHo, a 03Ha4yaeT, YTO OHO HayaTo.

13. OTkntoYeHne oT ynpasrieHns co cOpocom K 3aBOACKUM MeTop nobaBnseT B ovyepeab KOMaHA, KOMaH4y OTKMOYeHUs oT
HacTpovikam ynpaBneHusi co cbpocom K 3aBoACKMM HacTporikam. Ecnn
api/v1/disconnect/wipe 3agaHHOe YCTPOWCTBO HE NPUHAOMNEXUT COTPYAHUKY METOA BEPHET

OLUNGKY.
MonoxuntenbHbin http status code oT smapi He o3HavaeT, 4To
yhaneHue 3aBepLUeHo, a 03Ha4yaeT, YTO OHO HayaTo.

14. CuHXpOHM3aLmMa HacTpoek MeTtog nobaensieT B ouepedpb, KOMaH4y CUHXPOHU3auuun. Ecnu
api/vi1/sync 3ajaHHOE YCTPOMCTBO HE MPUHAASIEXMUT COTPYAHUKY MEeToq BEpHET

OLUNOKY.
MonoxunteneHbin http status code oT smapi He 03HayaeT, 4To
CYHXPOHU3aUMs 3aBepLUEHa, a 03Ha4YaeT, YTO OHa HavaTa.

15. YcTaHoBUTb nocneaHee obHoBneHne OC MeTtog nobasnsieT B ouepeab, koMaHAay YCTaHOBKM NOCINEOHEro

api/v1/update/os obHoBneHus. Ecnu 3agaHHoe yCTPONCTBO HE NPUHAONIEXNT
COTPYAHWKY METO[, BEPHET OLLMOKY.
MonoxunteneHbin http status code oT smapi He 03HavaeT, YTo
o6HOBMNEHMe 3aBepLUEHO, a 0O3HaYaeT, YTO OHO Ha4vaTo.

16. YCTaHOBUTb Ha3HAY€HHbIW, HO HE NPUMEHEHHbI Npocdunb | MeTog cOpacbkiBaeT cHETUMK OLLUMBOK YCTAHOBKN Npodunns u

api/v1/install/assigned/prof

co3faeT 3agaHue nepeycraHoBku npodunsa. Ecnv 3agaHHoe
YCTPOWCTBO HE NPUHAONEXNT COTPYAHNKY METOA BEPHET OLUNGKY.
MonoxuntenbHbin http status code oT smapi He o3HavaeT, 4To
nNpocunb y>xe NepeycTaHoOBIIEH, a O3HAYaEeT, YTO 3aJaHne Ha
nepeycTaHoBKY ycnewHo chopMMpPOBaHO U NMOCTABIEHO B
oyepenb.




17. BosBpaTuTb KONNMYEeCTBO perncTpaunin 3a nHTepaan MeToa NO3BONSIET NOMYYUTb KOSIMYECTBO YCTPOUCTB
BPEMEHMU 3aperncTpmpoBaHHbiX B SM 3a 3agaHHbIA NPOMEXYTOK BPEMEHN.
api/v1/enroll/count
18. Bo3BpaTuTb CNNCOK HEYCTaHOBUBLLNXCA Npodunnen MeToa npegHasHa4veH onsa nony4yeHnsa Cnmucka BCcex YyCTPOUCTB C
api/v1/assigned/profiles/list Ha3Ha4YeHHbIMU, HO HEMPUMEHEHHBIMW Npodmnamu.
HenprmeHEéHHbIM Npodunb — 3TO Takon NPodusib, No KOTOPOMY
Oblna nonbiTKa NPUMMEHEHNSA N BEpHYNach olnbKka ycTaHOBKK (3Ta
owmnbka BngHa B APM B coBbITUSAX).
19. Mony4yeHne cnmncka BCceX KOMMNEKTOB MeTog no3BonsieT NOAy4YMTb CIMCOK KOMMSIEKTOB C y4ETOM
api/v1/kits/list 3agaHHbIX punbTpoB. Ecnu no dunbTpy He ObINO HAWAEHO HU
O HOrO KOMMNIEKTa, BEPHETCSI NYCTOM CNCOK
20. Mony4yeHne cnucka cobbiTui MeTog npegHasHa4deH Ans nonyyYyeHus coobiTMI 3a 3a4aHHbIN
api/vi/events/list NPOMEXYTOK BpeMeHu. Ecnn He BbIGpaHO YCTPOWMCTBO, TO B CMINCOK
nonagyT cobbiTUSA BCEX YCTPONCTB
21. Mony4yeHne cnucka koopanHat MeTon npeaHasHadeH Ans nonyyYyeHnst KOOpAMHAaT 3a 3a4aHHbIN
api/vi1/coordinates/list NPOMEXYTOK BpemeHW. Ecnun He BbIGpaHO YCTPOMCTBO, TO B CMINCOK
nonagyT KOOpANHATbLI BCEX YCTPONCTB
22. 3arpyska JOBEPEHHOro NPUNOXeHNs MeTon npegHasHadeH Ans 3arpy3kv auctpubyTtmea

api/v1/app/distrib

KopnopaTMBHOro npunoxeHus. Metoa JosmkeH nony4vaTb Ha BXo4,
TONbKO dhansi ¢ AUCTpMOYTUBOM NPUNOXKEHMSA AN NnaTdopMm:

e iOS (*.ipa),

¢ Android (*.apk),

e Aspopa (*.rpm).
3arpyska guctpmbyTneoB And Npoymnx nnatgopm He
nogaepxmBaeTcs.
Mpw oTnpaeke ncnonbayetcs dopmar:
multipart/form-data.

BHyTpu boundary nonxeH 6bITb yka3aH 3aronoBoK:
Content-Type: application/octet-stream

----aaff1234

Content-Disposition: form-data; filename="{file}"




Content-Type: application/octet-stream

<HarofniHeHue ¢halna>

----aaff1234--
23. 3anpoc cnucka IMYT npunoxeHus MeTog Bo3BpaLyaeT cnvcok Bcex MYIoB no nepegaHHoOMy B Tene
api/v1/app/rule/list GunbTpy. Ana dvnbTpaumm No onepaumoHHON CUCTEME
nepegaércs e€ ngeHtndmkaTop B CrioBape:
e 1-iPhone OS
e 2 - Android
e 4 -Windows
e 6 - SafeLife
e 7 -AuroraOS
e 8-Linux
[Ona punbTpaummn no dnary ycTaHOBKM MPUNOXeHNS
NCnonb3yTCA CrieayroLmne 3Ha4YeHust:
null - He 3apaHo
o O-Het
e 1-pa
e 2 - pocTynHo B SafeStore
24, 3ameHa Bepcum npunoxexusi B MYrl MeToa 3aMeHSIET TEKYLLYIO BEPCUIO KOPMOPaTUBHOMO NPUMOXKEHUS
api/v1/app/rule/distrib B MYTle Ha 3agaHHyto. Ecnn MYT1 HasHavyeH Ha yCcTponcTea, To
MeTo4 UHULMMPYET YCTaHOBKY HOBOW BEPCUM NPUNOXKEHUS Ha
YCTPOMUCTBA.
To ecTb nony4eHne nonoxutensHoro http status code ot smapi
O3HayaeT, YTo NepeycTaHOBKa HavaTa, a He 3aKOHYeHa.
25. MonyyeHne cnmucka COTPYAHMKOB MeTog no3BonsieT Nony4YMTb CIMCOK COTPYAHMKOB NO NepefaHHbIM
api/v1/employee/list dunbTpam. Ecniv no ounbTpy He ObINO HAaWAEHO HYN OOHOTO
COTPYAHMKA, BEPHETCHA MYCTOW CMUCOK
26. MonyyeHne cnucka wabnoHos MeToq no3BonsaeT NoAy4nTb CAIMCOK AOCTYMHbIX LWabnoHoB

api/vi/email/template/list

3MEeKTPOHHOW MOYTbI C Y4ETOM (PUNbTPOB.




27. CosgaHue 3agaHus Ha oTrnpaBKy COOBLLEHUS COTPYAHUKY MeToa no3BonsieT co3faTth 3aaHue Ha OTrnpaBKy ASIEKTPOHHOMN
MO 3NEKTPOHHOW MoyTe noyTol. [pu BbI30BE METOA HE OTNPaBNSAET COOOLEHNE, a TONBbKO
api/v1/email/task co3daéT 3agaHue Ha oTnpasky. Cama oTnpaska NponcxoanT
AaCUMHXPOHHO.
28. Mepesarpyska ycTponcTea MeTop nobaBnseT B ovepeab KOMaHg, KOMaHay U3MEHEHWS
api/v1/device/reboot naponsi. Ecnun 3agaHHoe yCTpOMCTBO HE NPUHAANEXMUT COTPYOHUKY
METOZA BEPHET OLUNGKY.
MonyyeHne nonoxutensHoro http status code ot smapi He
O3HayaeT, YTo nepesarpyska Havanacb, a 03HayaeT, YTO KOMaHAa
nepesarpysku 3anncaHa B odepeb Ha nepegavy Ha yCTPOWCTBO.
29. YpaneHue OTKMYEHHbIX KOMMSEKTOB MO KOHKPETHOMY MeTopn yaanseT KOMNMeKTbl BbiIOpaHHOro COTpyAHMKa,
COTPYAHUKY OTKIMOYEHHbIe He No3aHee 3agaHHou gaTel. Ecnu gaTa He 3agaHa,
/apilv1/disabled_kits/remove TO yOansioTCA BCE OTKMOYEHHbIE KOMMIIEKTbI COTPYAHMKA.
30. lMpoBepka BanMaHOCTM ToKeHa appconfig MeTog no3BonsieT NpoBEPUTb NOANMHHOCTb, NOMY4YEHHOW
/api/v1/appconfig/check CTOPOHHUM MPUINOXEHMEM NOANNCAHHON KOHUIypauuu.
31. 3anpoc CoCTOsAHUA pasgaydn NpPUOXKeHUN MeTon npegHasHayYeH AN MOHUTOPUHIa COCTOSIHUSA pasgaydn

/api/v1/app_distribution/monitoring

NPUNOXeHWN
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