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OnucaHue komnoHeHTOoB API REGPORTAL

Peructpauus no noruHy n naponto LDAP

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/enroll/ldap",
"Scomment": "COOTBETCTBYyeT BCEM IPEObsABJIEHHEM TpeboBaHMAM",
"description": "Headers Content-Type: application/json, User-Agent: <mo TpefoBaHMAM NakeTa user agents 2.1>",
"type" . "Obj ect" ,
"required": ["login", "password"],
"properties": {
"login": {"type": "string", "minLength": 4, "maxLength": 128},
"password": {"type": "string", "minLength": 8, "maxLength": 128}
by
"additionalProperties": false

Peructpauus no IMEI

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/enroll/ldap",
"Scomment": "CooTBeTCTBYeT BCEM MpPeObIaBJIEHHHEM TpeboBaHuam",
"description": "Headers Content-Type: application/json, User-Agent: <mno TpefoBaHMSAM [akeTa user agents 2.1>",
"type": "object",
"required": ["login", "password"],
"properties": {
"login": {"type": "string", "minLength": 4, "maxLength": 128},
"password": {"type": "string", "minLength": 8, "maxLength": 128}

by

"additionalProperties": false




KoHTenHep ansa ownbkun

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "json-xoHTeMHep njasa oumbOk error: message",
"Scomment": "CoorBeTcTByeT TpeboBaHmusaMm: ",
"description": "Onmucahnme dopmaTa coobueHusa o6 oumbke",
"type" . "Obj ect" ,
"required": ["error"],
"properties": {
"error": {"type": "string", "minLength": 1, "maxLength": 511}
s
"additionalProperties": false
}
Portal

openapi: 3.0.3

info:
title: PoyTH mnsa B3amoMuelicTeusa backend m frontend moprasna permcrpauum
description: PoyTe njsa B3amoMmmeycrTemusa backend m frontend noprana permucTpaumun
version: 1.0.0

servers:
- url: 'https://sso2.safe-mobile.ru'

tags:
- name: login
- name: user agreement
- name: user
- name: enroll
- name: spa

paths:
/login:
parameters:
- name: Jwt session
in: cookie
required: false




schema:
type: string
description: Jjwt session

post:
tags:
- login
description: IlpoBepka JIOTMHA/NAPOJIS WM KOIa NPUIJIAIEHNUS
requestBody:
required: true
content:
application/x-www-form-urlencoded:
schema:
type: object
properties:
code:
type: number
minimum: O
maximum: 999999999
ldap login:
type: string
minLength: 4
maxLength: 128
ldap password:
type: string
minLength: 4
maxLength: 128

responses:
200:
description: VYcnemHas HOpoBepKa
content:
application/json: {}
400:
description: Oumbxa
content:
application/json:
schema:
Sref: '#/components/schemas/Error'

options:
tags:




- login

responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/user agreement:
parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string

get:

description: 3ampoc HOJIB30BATEJIBCKOT'O COTJIAleHM S

tags:

- user agreement
responses:

200:

description: TekxCT NOJIB30OBATEJIBCKOTO COTJIAUIEHMUS

content:
application/json:




schema:
properties:

user agreement:
type: string
description: Texct IIC

redirect:
type: string
description: CrpaHulla nepeHanpaBJIeHUS
minLength: 4
maxLength: 128

400:
description: Oumbxa
content:

application/json:
schema:
Sref: '#/components/schemas/Error’
options:
tags:

- user agreement

responses:

200:
description: OK
headers:

Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

head:
tags:
- user_ agreement
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/user agreement/{value}:
parameters:
- name: jwt session
in: cookie
required: false
schema:
type: string
description: jwt session
- name: value
in: path
description: npmsHak corjacusa c IIC
required: true
schema:
type: string
enum:
- agree
- disagree

post:
tags:




- user agreement
description: Corjacue/Hecorjiacue C IIOJIb30BATEJIECKUM COTJlalleHUueM
requestBody:
required: false
content:
application/json: {}
responses:
200:
description: YchnemHmy OTBET
content:
application/json:
schema:
type: object
properties:
state:
type: string
enum:
- accepted
- declined
400:
description: Oumbxa
content:
application/json:
schema:
Sref: '#/components/schemas/Error'

options:
tags:
- user_ agreement
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/user:
parameters:
- name: Jjwt session
in: cookie
required: false
schema:
type: string

description: Jjwt session

get:
tags:
- user
responses:
200:
description: I[omyueHMe MHOOPMALMM O COTPYIHUKE
headers:
Cookie:
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: object
properties:
emp id:
type: number
minimum: 1
maximum: 65536
family:




type: string

minLength:
maxLength:
name:

4
128

type: string

minLength:
maxLength:
patronymic:

4
128

type: string

minLength:
maxLength:
unit id:

4
128

type: number

minimum: 1

maximum: 65536

unit name:

type: number

minimum: 1

maximum: 65536

position id:

type: number

minimum: 1

maximum: 65536

position:

type: string

minLength:
maxLength:

options:
tags:
- user
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer

4
128




X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- user
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/enroll:

parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string




description: Jjwt session

get:
description: Ionyuenme enrollemnt profile
tags:
- enroll
responses:
200:
description: OK
content:
applicatiom/json:
schema:
type: object
properties:
token:
type: string

application/x-apple-aspen-config:
schema:
type: string

options:
tags:
- enroll
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- enroll
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/spa/config:
parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string

get:
description: 3anpoc xoHOMTypaumy HopTajla PerucTpalun
tags:
- spa
responses:
200:
description: Kouburypauwus




content:
application/json:
schema:
properties:
providers:

type: array

items:

type: string
minimum: 1
maximum: 65536

monitor:

type: object

propertie
descr:
type:

S:

string

minimum: 1
maximum: 65536

regex:
type:

string

minimum: 1
maximum: 65536

url:
type:

string

minimum: 1
maximum: 65536

gr link:
type: str
minimum:
maximum:
os:
type: str
minimum:
maximum:
400:
description: OumbBxa
content:
application/json:
schema:

Sref: '#/components/schemas/Error’

options:

ing
1
65536

ing
1
65536




tags:

- spa
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string




enum:
- DENY
- SAMEORIGIN

/spa/status:
parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string

get:
description: 3amnpoc craTyca perucTpaumnmu
tags:
- spa
responses:
200:
description: CraTyc permcrpaumn
content:
application/json:
schema:
properties:
page:
type: string
minimum: 4
maximum: 128
400:
description: Oumbxa
content:
application/json:
schema:
Sref: '#/components/schemas/Error'

options:
tags:
- spa
responses:
200:
description: OK
headers:
Content-Type:




schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/spa/exit:
parameters:
- name: Jwt session




in: cookie
required: false
schema:

type: string

Sref: '#/components/schemas/Error'

get:
description: Brxoxn
tags:
- spa
responses:
200:
description: Brxoxn
content:
application/json:
schema: {}
400:
description: Oumbka
content:
application/json:
schema:
options:
tags:
- spa
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

components:
schemas:
Error:
type: object
properties:
error:
type: string
description: OnmcanHme ommOKMU
minimum: 4
maximum: 128
redirect:
type: string
description: CrTpaHMlla epeHalpaBJIEHUSI
minimum: 4
maximum: 128




3anpoc cnucka TUNoB perucTpauum

openapi: 3.0.2
info:
title: Per. coTpyOHMKa uUepes NpuioxeHue 10S - 3ampoc CHMCka BO3MOXHBIX TUIOB permucrpaummu (ldap, konm npuIJiaumleHuss)
version: "1.0"
# CoorBercrByeT TpeboBanmsam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/authtypes:
post:
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: BozBpatT BCcerma 200, a B body -> json -> cnmcok Tunos + url MDM-a
content:
application/json:
schema:
{}
examples:
properties:
value:
list authtypes: [ldap, code]
EventUrl: https://sso2.uemsm.ru

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

Bo3sBpar kit_id

openapi: 3.0.2

info:
title: Per. coTpyaHmkKa duepes npujioxeHme 1i0S - BosepatT kit id
version: "1.0"

# CoormBercrByeT TpeboBaumsam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/enroll:
parameters:
- name: Jjwt session
in: cookie
required: false
schema:
type: string
description: jwt session
post:
requestBody:
required: false
content:
text/plain:
schema:




type: string

responses:
200:
description: B body -> json -> szaumbpoBaHHad ceccmua (MaM TOJNbKO kit id nmsa ABpPOpPH)
content:
application/octet-stream:
schema:

type: string
format: binary

550:
description: License error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
501:
description: Unsupported OS
headers:
Cookie:
required: false
schema:
type: string
description: Jjwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

Bosspat npocduna MOAM

openapi: 3.0.2
info:
title: Per. coTpymHMKa uepes npuioxeHme i0S - BosBpaT npobmia MIM
version: "1.0"
# CoorBercTByeT TpebomBaumusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/enroll/{jwt session encoded}:
parameters:
- name: Jwt session_encoded
in: path
description: szammdpoBaHHAS CeCCUI
required: true
schema:
type: string
example: JjdkFsDHFGcdjUInvot5isLwGDf1lj78kbn;NGNMcvuhySouiBVer085u467ektmgbsdffs

get:
responses:




200:
description: npoéwmne MIM B BUOe Odaiia,
content:
application/x-apple-aspen-config:
schema:
type: string
format: binary

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:

INOONMCAaHHBM U 3alndpoBaHHEMN




schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

NoruHu+naponb, Kog npurnaweHus

openapi: 3.0.2
info:
title: Per. coOTpyOHMKKa uUepes HpuiioxeHMre 10S - JIOTMH+IAPOJib, KOI IIpMIJlalleHUS
version: "1.0"
#CoorBercTByeT TpeboBaHMam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/login:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session

post:
description: B Tejye 3amnpoca bopMma JIOTMH+NIAPOJbL M KOO NpuIJjlameHus (Ha BHOOP)
requestBody:
required: true
content:
application/x-www-form-urlencoded:
schema:
type: object
properties:
code:
type: number




ldap login:
type: string

ldap password:
type: string

responses:
200:
description: Bo3BpaT uid-Homepa ceccum SESSION-ID
headers:
Cookie:
schema:
type: string
description: jwt session
content:
application/json:
schema:

{}
example: 20d30765-c75d-4d5f-82fa-bf04bcb24c8b

481:
description: AD user not imported
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
483:
description: LDAP Invalid credentials
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:

schema:
type: string




482:
description: AD user is blocked
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
503:
description: Service unavilable
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
403:
description: Auth error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
400:

description: Monitor uid not defined

headers:
Cookie:
required: false
schema:




type:

string

description: jwt session

content:
text/html:
schema:
type: string
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




lNMpoBepka ycTtaHoOBIEH Ny npocpunb

openapi: 3.0.2
info:
title: Per. coTpymHuMKa uepes npujoxenme i10S - npoBepka yYyCTAHOBJIEH JiM HPOduMib
version: "1.0"
# CoorBercTByeT TpeboBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/profile install state:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
example: APNS-token
description: jwt session

post:
description: B kykKax JIexuT TokeH APNS
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: BozeBpar Bcerma 200, a B body -> json -> state = True/False
headers:
Cookie:
schema:
type: string
example: APNS-token
description: jwt session, B KykKaxX JeXuT TOkKeH APNS
content:
application/json:
schema:
{}

example: True




options:

responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




MNokasaTb AaHHble COTPYAHUKA

openapi: 3.0.2
info:
title: Per. coTpyIHMKa uepes npujioxenme i0S - IOKABaTh IaHHEE COTPYIOHMKA I[I0OCJIEe YCIIEWHOM pPerucTpalun
version: "1.0"
#CoorBeTcTByeT TpeboBaHmam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session token

get:
responses:
200:
description: noxaszaThb IaHHHE COTPYOHMKA IIOCJIE YCIIEUHOM PEeTUCTPaLUM
headers:
Cookie:
schema:
type: string
description: jwt session token
content:
application/json:
schema:
{}

example: VBaHOB IleTp BacunbeBud

403:
description: Login required
headers:
Cookie:
required: false
schema:

type: string
description: jwt session
content:




text/html:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:

- DENY

- SAMEORIGIN

Monb3oBaTenbckoe CornaweHue

openapi: 3.0.2

info:
title: Per. coTpyOHMKa uyepes npwuioxeHme 10S - mnokxazatrhk IIC (I[lojp30BaTesibckoe CorJlalleHUE)
version: "1.0"
# CoorBercrByeT TpeboBaumsam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user agreement:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session
get:
description: =zanpoc IIC
responses:
302:
description: IlepeHamnpaBJlieHME Ha CTPaHMLY HokaszsaTb OVO coTpyIHMKA IIOCJIEe YyCIemHOM perucTpauum (ecym HeT IIC)
headers:
Cookie:
schema:

type: string
description: jwt session
Location:
schema:
type: string
description: nepeHanpaBJieHUe
200:




description: nokaszsatrb IIC
headers:
Cookie:
description: jwt session
schema:
type: string
content:
text/plain; charset=utf-8:
schema:
type: string
example: I[oJib30BaTeslb BCeI'Za Ha BCe COTJlaceH
403:
description: Access denied
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

MpusHak npunaTua/HenpuHaTua MNC

openapi: 3.0.2

info:
title: Per. coTpyOHMKa uepes npuijioxeHume 1i0S - oToCjaTh OpM3HAK NpuHATHS/Henpuusatus [IC (Ilojib30oBaTesbCKOTO CoTJlalleHms)
version: "1.0"
#CoorBeTcTByeT TpeboBaumsam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user agreement/{value}:
parameters:

- name: Cookie
in: header




required:
schema:

type: string

false

description: jwt session

- name: value
in: path
description:
required: true
schema:

type:
example:

string
agree

post:
description:
requestBody:
required:
content:
text/plain:
schema:
type:
responses:
200:
description:
headers:
Cookie:
schema:
type:
descript
content:
text/html:
schema:
type:
example:

st

options:
responses:
200:
description:
headers:

npmusHak corjacua c IIC

npusoxeHre i0S BoO3BpallaeT CEepBEpy OTBET

false

ring

CepBep BCeI'Ia OTBeYaeT IIYyCTOM CTPOKOM,

string
ion: Jjwt session

string

nn

OK

Content-Type:

schema:
type:

string

Ho ecyu disagree,

AQHHYyJIMpPyeT B 0a3e MHBaAUT




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

Mepenaya cnoBa yes no HeBe4OMOM NPUYNHE

openapi: 3.0.2
info:
title: Per. coTpyOHMKa uepes npuioxeHme i0S - mepemava CJIOBa yes IO HEeBEIOMOM MNPUUMHE
version: "1.0"
#CoorBeTcTByeT TpebomBaumusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user/{value}:
parameters:
- name: value
in: path
description: mpmusHak yes/no
required: true
schema:
type: string
example: yes
- name: Cookie
in: header
required: false




schema:
type: string
description: jwt session token

post:
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: BozBpar "OK"
headers:
Cookie:
schema:
type: string
description: jwt session token
content:
text/html:
schema:
type: string
example: OK

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Allow:
schema:
type: string
content:
text/html:
schema:
type: string

AyTeHTndpukauma, TokeH

openapi: 3.0.2

info:
title: VYmopamieHue ycrTporcreBamMu 10S - ayTeHTuOMKALMS, TOKEH
version: "1.0"

#CoorBercTByeT TpeboBaHmam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/checkin:
parameters:
- name: Cookie
in: query
required: false
schema:
type: string
description: jwt session

put:
description: plist or i0S
requestBody:
required: false
content:
application/x-apple-aspen-mdm:
schema:
type: string
responses:
200:
description: plist mgma 1i0S
headers:




Cookie:
required: false
schema:
type: string
description: Jjwt session

content:
application/x-apple-aspen-mdm:
schema:
type: string
503:
description: Malformed data
headers:
Cookie:
required: false
schema:
type: string
description: Jjwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
400:

description: Unsupproted message type
headers:
Cookie:
required: false
schema:
type: string
description: Jjwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
401:
description: Auth error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:




application/x-apple-aspen-mdm:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




Perncrpauusa yctponcrtea no kogy npurnaweHmsa (QR-koay)

openapi: "3.0.2"

info:
title: PermcrTpaumsa yCTpPOMCTBa [0 KOOy NpurjameHus (QR-xoxy)
version: "1.0"
#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBaHMUAM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/code/{code}:
parameters:
- name: code
in: path
description: Kon npurJjameHMus
required: true
schema:
type: string
maxLength: 50
- name: User-Agent
in: header
description: VMoeHTUOMKATOP NPUIIOXEHUSI
required: true
schema:
type: string
example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.116
Mobile Safari/537.36

options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
content:
application/json:
schema:
{}

description: HacTpoMkM MOHMTOPA

400:
description: Bad request




content:
application/json:

schema:
Sref: '../components/schemas/co error box
550:
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co error box
474 :
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co error box
480:
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co error box
473:
description: ServerError
content:
application/json:
schema:
$ref: '../components/schemas/co_error box
576:
description: ServerError
content:
application/json:
schema:

Sref: '../components/schemas/co error box

.Jjson'

.json'

.Jjson'

.json'

.Jjson'

.json'




Pernctpauus no IMEI

openapi: 3.0.2

info:
title: Permcrpaumsa no IMET
version: "1.0"

#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBaHMUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/imei/{imei value}:
parameters:
- name: imei value
in: path
required: true
schema:
type: integer

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
responses:
200:
description: OBBexT MOHMTOPA
content:
application/json:
schema:
{}
475:
description: HoMep xoMmiekTa mnjisg »Toro IMEI He HalzeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
550:
description: JMcuepnaHO KOJMYECTBO JIMIIEH3UN
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
576:

description: HeoxmnmanHas ommOka B]l




content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

Pernctpauusa no noruHy v naponto LDAP

openapi: "3.0.2"

info:
title: PermcTpaumsa o JIOTMHY M mnapojio LDAP
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TpPeBOBaHUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/ldap:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




content:
text/html:
schema:
type: string

post:
parameters:
- name: Content-Type
in: header
description: Tun comepXMMOIO
required: true
schema:
type: string
requestBody:
description: JloTmMH ¥ IapoJjyib B json
content:
application/json:
schema:
Sref: '../components/schemas/v2 enroll ldap.json'
example:
{"login": "my login", "password": "my password"}
responses:
200:
content:
application/json:
schema:
{}
description: OOBEKT MOHMUTOPA
420:
description: HeBepHET 3amnpoc
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
477
description: IIpeBHIIEHO MaKCUMAaJIbHOE UYMCJIO IIONBETOK BXOIa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

478 :




description: Ommbxa ayTeHTHUbMKaAUUM MM dopMaTa ayTeHTubmkaumm LDAP

content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
479: B B
description: He HaMIeH JIOTMH MJIM [1apoOJib
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
511:

description: HeT coenmyHeHMS C CEPBEPOM ayTeHTUOMKALUM
content:

application/json:

schema:
Sref: '../components/schemas/co _error box.Jjson'
550:

description: McuepnaHO KOJMUECTBO JIUILIEH3UN
content:

application/json:

schema:
Sref: '../components/schemas/co error box.Jjson'
576:
description: HeoxmnmanHas ommOka Bl
content:
application/json:
schema:

Sref: '../components/schemas/co _error box.Jjson'




3an POC noJsib3oBaTeJyibCKOro cornawieHums

openapi: "3.0.2"

info:
title: 3amnpoc NOJIB30BATENIECKOT'O COTJIAlIEHMUS
version: "1.0"

#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBaHMUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/user agreement:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:




schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
responses:
200:
description: TexcT MNOJBL30BATEJIECKOI'O COTIJIANIEHMUS
content:
application/json:
schema:
{}
example: 1. HacTosdmee coIJlalleHME PETyJIMPYET OTHOULIEHMS MexDy BaHkoM M Ilojb30BaTesieM.
575:
description: I[lonmp30BaTENIBCKOE COTJIAIEHME HE HaMIEHO
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
576:
description: Unexpected database error
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
475:
description: Ilosb30BaTeIbCKOE COTIJIALIEHME HE MCIIOJb3yeTCHd
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




Peructpauusa no naeHtucpukaropam

openapi: "3.0.2"

info:
title: Permcrpauus IO mmeHTubmKaTOpaM
version: "1.0"

#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBaHMUAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v3/enroll/identifiers:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
post:
parameters:

- name: Content-Type
in: header
description: Tun COOEPXMMOIO
required: true
schema:
type: string
example: application/json




requestBody:
description: Cnmcok mmeHTHM@MkaATOPoB B json (IMEI, CEepPUMHMKM M T.II.)
content:
application/json:

schema:
Sref: '../components/schemas/v3 enroll identifiers.json'
responses:
200:
description: HacrTpolku MoHMTOpa (json) B Body
content:
application/json:
schema:
{}
412:
description: Precondition Failed, Content-Type must be application/json
content:
application/json:
schema:
Sref: '../components/schemas/co_error box.Jjson'
420:
description: I[lepemaHBl MYyCTHE IapaMe TR
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
550:
description: KonmmMyecTBO JIMLEH3MM MCUEPIIaHO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
576:
description: HeoxmunanHas ommOkxa Bl
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




OnucaHune API MDM 9.0

JSON-schema Draft-07 (SOWA)

poyT

HanMeHoBaHue

api/vi/events

YHuBepcanbHoe cobbiTune

PREVIOUS api/v1/events

YHuBepcanbHoe cobbIThe (Y4epPHOBYK)

api/v2/applist

CoobLeHne 06 YCTAHOBJIEHHbIX NPUJTOXXEHUNAX

api/v2/queue

Ouyepenb

api/v2/store/apps/{app uid}

OTmeTnTb npunoxeHme gnda yCtaHoBKU UIK yaarneHud n3 store

{"error": "message"}

KoHTenHep ans owmnbkm

training.xsd

TecTtoBoe onucaHune plist

OpenAPI 3.0.2 (Swagger)

api_v1
poyT HavMeHoBaHue
api/v1/downloads/{app id} 3arpyska npunoxeHus
api/vi/events YHuBepcanbHo cobbiTne

api/v1/monitor_update config/{deploy location} | O6HoBNEeHNe MoHUTOpPa

/monitor YnpaeneHne MoHutopom iOS
/mdm Hoknag i0OS-ycTponcTea

levents CobcTBeHHbI MoHuTOop HUMCOKB
lapilv2/safelife/profile Mony4nTb CTPOKY nonuTuk no kit_id
/check/mdm/above/4/6 CnyxebHoe API ana monutopa i0S

[api/v1/apps/manifest/<app uid>

3anpoc nHdopmaLuum 0 JOBEPEHHOM MPUIOXKEHUN

/api/v1/mtls_scep_ config

MonyyeHne HacTpoek SCEP

[api/lv1/appsl/icons

[Nony4yeHne MKOHKU NPUIIoOXeHUs Npu 3arpyske
yepes SafeStore

/api/v1/apps/installation

Nony4yeHne danna KoprnopaTUBHOIO NPUINOXEHUS




api_v2

poyT

HanMeHoBaHHue

api/v2/store/apps

Cnncok NpunoXxxeHUn

api/v2/store/apps/{app _uid}

OTmMeTnTb npunoxXxeHune and yCTaHOBKM Uik yaaneHnsa 13 store

api/v2/store/images/{app_id}

I'IonyquVle MKOHKM NO HOMEPY MNMPUIoXxeHund

api/v2/android/settings

3anpoc o6bekTa HacTpoek MoHMTOpa

api/v2/app_config/{config_id}/version/{version}

3anpoc KoHGUrypauum npunoxeHus

api/v2/app_rule/{app_rule_id}/version/{version}

3anpoc MY

api/v2/applist

CoobLeHne 06 ycTaHOBNEHHbLIX NPUNOXKEHUAX

api/v2/assignment_references

3anpoc cnucka HasHa4YeHnN

api/v2/get/icon/{app_id}

3anpoc MKOHKU TMPUNoXeHunsa

api/v2/profiles/{profile_id}/version/{version}

3anpoc npocmnga ycTponcTea

api/v2/queue

QOuepenpb

api/v2/send_file/{task_id}/{checksum}

lMonyyeHwne anna

api/v2/substitutions 3anpoc cnucka nogcTaHOBOK
api_v3

poyTt HauMeHoBaHue

api/v3/app_rule/{app_rule_id}/version/{version} 3anpoc MY

api/v3/get/icon/{ico id}

3anpoc MKOHKM N0 HOMepy

api/v3/assignment_references

3anpoc cnucka HasHa4YeHUn

api_v4
poyT HavMeHoBaHue
api/v4/app_rule/{app_rule_id}/version/{version} 3anpoc MyT1




OnucaHune komnoHeHToB API MDM

YHuBepcanbHoe cobbiTue

{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/vl/events",
"Scomment": "CoOTBETCTByeT BCEM IpelbsaBJIEHHEM TpeboBaHMaM",
"description”: "Content-Type: application/json;charset=UTF-8, X-MCC-ID: <long: kit id»",

"type": "array",
"items": {
"type": "object",
"required": ["timestamp", "event"],
"properties": {
"channel”: {"enum": ["MDM", "SS"]},

"timestamp": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"event": {"type": "object", "required": ["event format version", "event code"],
"properties": {

"container type": {"enum": ["samsung knox", "android work profile"]},
"error code": {"type": "integer", "minimum": -10000000000, "maximum":
"error details": {"type": "string", "minLength": 0, "maxLength": 511},
"error type": {"type": "string", "minLength": 0, "maxLength": 511},

80000},

"datetime old":
UTC+03:00"]},

{"type": "string", "minLength": 16, "maxLength": 40, "example":

"serializedType": {"type": "string", "minLength": 0, "maxLength": 255, "example":
"event format version": {"type": "integer", "minimum": 1, "maximum": 3},
"event code": {"type": "integer", "minimum": 1, "maximum": 254},
"event uuid": {"anyOf": [
{"type": "string", "minLength": 36, "maxLength": 36, "example":
{"type": "null"}]},
"container": {"type": "boolean"},

["EventAppInstall™]},

["123e4567-e89b-12d3-a456-426655440000"11},

["2018-09-13 06:57:32.0




02:00"1},

"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07
"locked by": {
"type": "array",
"items": {"enum": ["command", "policy", "password", "kiosk"]}, "additionalItems": false
}y
"old sim": {
"type": "object",
"properties": {
"ICCID": {"type": "string", "minLength": 0, "maxLength": 255},
"IMSI": {"type": "string", "minLength": 0, "maxLength": 255},
"phone": {"type": "string", "minLength": 0, "maxLength": 255}
b
"additionalProperties": false
s
"new_sim": {
"type": "Object",
"properties": {
"ICCID": {"type": "string", "minLength": 0, "maxLength": 255},
"IMSI": {"type": "string", "minLength": 0, "maxLength": 255},
"phone": {"type": "string", "minLength": 0, "maxLength": 255}
by
"additionalProperties": false
s
"need block mob": {"type": "boolean"},
"profile type": {"type": "string", "minLength": 0, "maxLength": 511},
"profile": {
"type" . "object" ,
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64}
}y
"additionalProperties": false
by
"application configuration version": {
"type" . "object" ,
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},

:45:14.0 UTC-




"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128},
"container": {"type": "boolean"}
by
"additionalProperties": false
s
"substitutions version": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"substitution key": {"type": "string", "minLength": 0, "maxLength": 511},
"policy name": {"type": "string", "minLength": 0, "maxLength": 511},
"policy value": {"anyOf": [
{"type": "boolean"},
{"type": "integer", "minimum": 1, "maximum": 2147483647},
{"type": "string", "minLength": 1, "maxLength": 511},
{"type": "array", "items": {"type": "boolean"}, "additionalItems": false},
{"type": "array", "items": {"type": "integer", "minimum": 1, "maximum": 2147483647}, "additionalltems":
false},
{"type": "array", "items": {"type": "string", "minLength": 1, "maxLength": 511}, "additionallItems": false},
{ "type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
s
{ "type": "object",
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": "array",
"items": |
"type": "object",
"required": ["type", "fileFormat", "certificate"],

"properties": {




"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
}y
"additionalItems": false
}
by
"additionalProperties": false
s
{ "type": "object",
"required": ["type", "connection", "challenge"],
"properties": {
"type": {"enum": ["ScepServerConfig"]},
"subjectName": {"type": "string", "minLength": 0, "maxLength": 511},
"challenge": {"type": "string", "minLength": 0, "maxLength": 511},
"keySize": {"type": "integer","minimum": 1, "maximum": 2147483647},
"encryptionAlgorithm": {"type": "string", "minLength": 0, "maxLength": 511},
"pollingAttempts": {"type": "integer","minimum": 1, "maximum": 2147483647},

"pollingTimeoutMinutes":

"connection":

{ "type": "object",

"required":
"properties": {

"type": {"enum":

"serverUrl":

"certificates":

"type" .

"items": {

"type":

[ "type" ,

{ "type" .

{ thpen .

"serverUrl"],

["ServerConnection"]},
"string", "minLength": O,

{

narrayn,

"object",
"required":

["type", "fileFormat",

"properties": {

"type" .

"fileFormat":
"certificate":
"password":

by

"additionalProperties":

},

{"enum": ["Certificate"]},
{"enum": ["PEM",
{"type": "string",
{"type": "string"’

false

"integer", "minimum":

1, "maximum": 2147483647},

"maxLength": 511},

"certificate"],

"PKCS12"1},
"minLength": O,
"minLength": 0,

"maxLength": 8192},

"maxLength": 511}




"additionalItems": false
}
by

"additionalProperties": false

by

"additionalProperties":

}y

false

{"type" : "array",
"items": {
"type" : "Object",

"required": ["type",
"properties": {
"type": {"enum":

"fileFormat", "certificate"],

["Certificate"]},

"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
}y
"additionalItems": false
by
{"type": "array",
"items": {
"type" . "Obj ect" ,
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"password": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": "arravy",
"items": {
"type" . "Obj ect" ,
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}




bo
"additionalProperties": false
1y
"additionalItems": false
}
bo
"additionalProperties": false
1y
"additionalItems": false

by

{"type": "array",
"items": {
"type": "object",
"required": ["type", "connection", "challenge"],
"properties": {
"type": {"enum": ["ScepServerConfig"]},
"subjectName": {"type": "string", "minLength": 0, "maxLength": 511},
"challenge": {"type": "string", "minLength": 0, "maxLength": 511},
"keySize": {"type": "integer","minimum": 1, "maximum": 2147483647},
"encryptionAlgorithm": {"type": "string", "minLength": 0, "maxLength": 511},
"pollingAttempts": {"type": "integer","minimum": 1, "maximum": 2147483647},
"pollingTimeoutMinutes": {"type": "integer","minimum": 1, "maximum": 2147483647},
"connection":
{ "type": "object",
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type" . narrayn,
"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
}y
"additionalProperties": false

},




"additionalItems": false
}
1y
"additionalProperties": false
}
}I
"additionalProperties": false
s
"additionalItems": false
}
1},

"policy id": {"type": "string", "minLength": 1, "maxLength": 511},

"application setting value": {"type": "string", "minLength": 0, "maxLength": 511},
"application setting key": {"type": "string", "minLength": 0, "maxLength": 511},

"app rule": {

"type": "object",

"properties": {
"aek": {"type": "integer","minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128}

}y

"additionalProperties": false

}y

"network type": {"enum": ["cellular", "wifi", "ethernet", "other"]},
"ip address": {"type": "string", "minLength": 7, "maxLength": 32},
"details": {"type": "string", "minLength": 0, "maxLength": 511},

"assignment entity": {

"type": "object",

"properties": {
"type": {"enum": ["profile", "app cfg", "app rule"]},
"aek": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 128}

b

"additionalProperties": false

by




"app uid": {"anyOf": [
{"enum": ["profile", "app cfg", "app rule"]},
{"type": "null"}]},
"object type": {"enum": ["APP", "FILE"]},
"file path": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}1},
"app_admin": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"app in container": {"type": "boolean"},
"threat name": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}1l},
"threat_type" : {"enum": ["ADWARE", "MALWARE", "RISKWARE", "TROJAN BANKER", "UDS MALWARE", "UDS_PHISHING"] },
"security level": {"enum": ["LOW", "MEDIUM", "HIGH", "INFO"]},
"protect status": {"enum": ["on", "threats not eliminated", "off", "av not installed"]},
"part": {"type": "integer", "minimum": 1, "maximum": 2147483647},

"data"™: {
"type": "object",
"properties": {

"LocationCollectionStatus": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254, "examples": ["profile not assigned"]},
{"type": "null"}]},

"AVDBUpdateDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"EnrollmentSpecificId": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"PasswordTokenStatus": {"anyOf": [
{"enum": ["unsupported", "active", "inactive"]},
{"type": "null"}1},

"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},

"ConnectionType": {"anyOf": [
{"enum": ["GPRS", "OTHER", "not defined"]},
{"type": "null"} ] },

"SIMOwnership": {"anyOf": [




{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"RoamingState": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"IMSI": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },

"ICCID": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"PhoneNumber": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"HomeCarrierNetwork": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"HomeMCC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },

"HomeMNC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },

"DeviceType": {"anyOf": [
{"enum": ["Smartphone", "Tablet", "Other", "Gardliner"]},
{"type": "l’ll_lll"} ] },

"DeviceModel": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"IMEI": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"UDID": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"SerialNumber": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"ContainerType": {"anyOf": [
{"enum": ["samsung knox", "android work profile", "none"]},
{"type": "null"}] },

"Platform": {"anyOf": [




["iPhone 0OS",
"null"}]},
{"anyOf": [
"string", "minLength":
{"type": "null"}1l},
"DeviceOwnership": {"anyOf": [
{"enum": ["Corporate", "Personal",
{"type": "null"}] },
"MonitorVersion": {"anyOf": [
{"type": "string", "minLength":
{"type": "null"}1},
"DOPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"DAPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"POPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"KNOXPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"KNOXPremiumPrivilege":
{"type": "boolean"},
{"type": "l’ll_lll"}] },
"SYSTEMPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"IP": {"anyOf": [
{"type": "string",
{"type": "null"}1l},
"Supervised": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"KioskMode": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"PasswordPresent": {"anyOf": [
{"type": "boolean"},
{"type": "null"}] },
"AVProtection": {"anyOf": [

{"enum": "Android",
{ "type" :
"Version":

{"type": 0,

0,

{"anyOf": [

"minLength": 0,

"Tizen", "SailfishOS",

"maxLength":

2541,

"None" ] } ,

"maxLength": 254},

"maxLength": 254},

"Guardliner",

"AuroraOS"]},




{"enum": ["on", "off", "threats not eliminated", "av_not installed"]},
{"type": "null"}1},
"AVDBUpdatyDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"]1},
{"type": "null"}1},
"LastScanAV": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"1},
{"type": "null"}] },
"WiFiMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"BluetoothMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"AvailableRAM": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },
"AvailableSpace": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"IsCloudBackupEnabled": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"MobileOperatorName": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "l’ll_lll"}] },
"CurrentMCC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"CurrentMNC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },
"iTunesStoreAccountHash": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"StorageEncrypted": {"anyOf": [
{"enum": ["Unsupported", "Full disk", "File based"]},
{"type": "null"}]},
"IsLocationEnabled": {"anyOf": [
{"type": "boolean"},
{"type": "null"}] },
"IsLostModeEnabled": {"anyOf": [




{"type": "boolean"},

{"type": "null"}]},
"PasscodeCompliant": {"anyOf": [

{"type": "boolean"},

{"type": "null"}]},

"PasscodeCompliantWithProfiles": {"anyOf": [
{"type": "boolean"},

{"type": "null"}] },
"AndroidAPILevel": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},

"KNOXAPIVersion": {"anyOf": [

{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },

"ScreenHeight": {"anyOf": [

{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"ScreenWidth": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },
"SecurityPatchLevel”: {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "l’ll_lll"}] },
"OSArchitecture": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"ManagementStrategy": {"anyOf": [

{"enum": ["personal work profile management","corporate work profile management",
"device management", "device management knox", "device and knox container management"]},
{"type": "null"}]},

"LinuxDistribution": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },

"LinuxKernelVersion": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"LinuxDistributionVersion": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}J}




by

"additionalProperties": false

y

"token": {"type": "string", "minLength": 8, "maxLength": 511},

"apps": {
"type" . narrayn ,
"items":
{
"type": "object",
"properties": {
"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": { "type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},
"enabled": {"type": "boolean"},
"reputation": {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},
"is threat": {"type": "boolean"},
"can uninstall": {"type": "boolean"}
}y
"additionalProperties": false
by

"additionalItems": false

s

"iccid": {"type": "string", "minLength": 19, "maxLength": 19},

"imsi": {"type": "string", "minLength": 15, "maxLength": 15},

"server type": {"enum": ["MDMServer", "SocketServer", "SCEPServer"]},
"server url": {"type": "string", "minLength": 0, "maxLength": 511},
"time": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},

"time zone minutes": {"type": "integer", "minimum": -720, "maximum": 840},

"horizontal accuracy meters": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"latitude": {"type": "number", "minimum": -90, "maximum": 90},

"longitude": {"type": "number", "minimum": -180, "maximum": 180},

"provider": {"anyOf": [
{"enum": ["GPS", "NETWORK", "FUSED", "PASSIVE"]},
{"type": "null"}] },

"app" . {
"type": "Object",
"properties": {




"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": {"type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 1, "maximum":
"version name": {"type": "string", "minLength": 0, "maxLength":
"type": {"enum": ["corporate", "incorporate"]},

"enabled": {"enum": [0, 11},

"can disable": {"enum": [0, 1]},

"can delete": {"enum":

(0, 111},
{"enum": [0, 1]},
{"enum": ["SYSTEM",
{"enum": [0, 11},

"is managed":
"reputation":
"is threat":

"TRUSTED", "UNKNOWN",

"datetime old": {"type": "string", "minLength": 16, "maxLength":
UTC+03:00"]},
"datetime new": {"type": "string", "minLength": 16, "maxLength":
UuTC-02:00"]1},
"locked by": {
"type": "array",
"items": |
"enum": ["command", "policy", "password", "kiosk"]
}y
"additionalItems": false
}
}I
"additionalProperties": false

}

by
"additionalProperties":

}

false

by

"additionalProperties":

by

"additionalItems":

false

false

2147483647},
511},

"UNTRUSTED"] },

40,

40,

"example":

"example":

["2018-09-13 06:57:32.0

["2017-11-14 07:45:14.0

YHuBepcanbHoe cobbiTne (4Y4epHOBUK)

{

"Sschema": "http://json-schema.org/draft-07/schema#",




"title": "/api/vl/events",
"Scomment": "COOTBETCTBYEeT BCEM IIPENbABJIEHHEIM TpeboBaHMAM",
"description": "Content-Type: application/json;charset=UTF-8, X-MCC-ID: <long: kit id»",
"type": "array",
"items": |
"type": "object",

"required": ["timestamp", "event"],
"properties": {

"channel": {"enum": ["MDM", "SS"]},

"timestamp": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"event": {"type": "object", "required": ["event format version", "event code"],
"properties": {

UTC+03:00"

02:00"1},

"serializedType": {"type": "string", "minLength": 0, "maxLength": 255, "example": ["EventAppInstall"]},

"event format version": {"type": "integer", "minimum": 1, "maximum": 3},

"event code": {"type": "integer", "minimum": 1, "maximum": 254},

"event uuid": {"anyOf": [
{"type": "string", "minLength": 36, "maxLength": 36, "example": ["123e4567-e89-12d3-a456-426655440000"1},
{"type": "null"}] },

"container": {"type": "boolean"},

"container type": {"enum": ["samsung knox", "android work profile"]},

"error code": {"type": "integer", "minimum": -10000000000, "maximum": 80000},
"error details": {"type": "string", "minLength": 0, "maxLength": 511},
"error type": {"type": "string", "minLength": 0, "maxLength": 511},

"datetime old": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2018-09-13 06:57:32.0
1},
"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07:45:14.0 UTC-

"locked by": {
"type" : "array"’
"items": {"enum": ["command", "policy", "password", "kiosk"]}, "additionalItems": false

by

"profile type": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"profile": {

"type": "object",

"properties": {




"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64}
by
"additionalProperties": false

by

"application configuration version": {

"type" . "object" ,

"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128},
"container": {"type": "boolean"}

by

"additionalProperties": false

}y

"substitutions version": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"substitution key": {"type": "string", "minLength": 0, "maxLength": 511},
"policy name": {"type": "string", "minLength": 0, "maxLength": 511},

"policy value": {},
"policy id": {},

"application setting value": {"type": "string", "minLength": 0, "maxLength": 511},
"application setting key": {"type": "string", "minLength": 0, "maxLength": 511},

"app rule": {

"type": "object",

"properties": {
"aek": {"type": "integer","minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128}

by

"additionalProperties": false

s

"network type": {"enum": ["cellular", "wifi", "ethernet", "other"]},
"ip address": {"type": "string", "minLength": 7, "maxLength": 32},
"details": {"type": "string", "minLength": 0, "maxLength": 511},

"assignment entity": {




"type": "object",
"properties": {
"type": {"enum": ["profile", "app cfg", "app rule"]},
"aek": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 128}
s
"additionalProperties": false

s

"app uid": {"anyOf": [
{"enum": ["profile", "app cfg", "app rule"]},
{"type": "null"}]},
"object type": {"enum": ["APP", "FILE"]},
"file path": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}]},
"app_admin": {"anyOf": [
{"type": "boolean"},
{"type": "null"}l},
"app in container": {"type": "boolean"},
"threat name": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}1l},
"threat_type": {"enum": ["ADWARE", "MALWARE", "RISKWARE", "TROJAN BANKER", "UDS_MALWARE", "UDS_PHISHING"]},
"security level": {"enum": ["LOW", "MEDIUM", "HIGH", "INFO"]},

"protect status": {"enum": ["on", "threats not eliminated", "off", "av not installed"]},
"part": {"type": "integer", "minimum": 1, "maximum": 6},
"data": {

"type": "object",
"properties": {

"LocationCollectionStatus": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254, "examples": ["profile not assigned"]},
{"type": "null"}1},
"AVDBUpdateDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},
"EnrollmentSpecificId": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"PasswordTokenStatus": {"anyOf": [




{"enum": ["unsupported", "active", "inactive"]},
{"type": "null"}]},

"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},

"SIMOwnership": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"RoamingState": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"IMSI": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"ICCID": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"PhoneNumber": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"HomeCarrierNetwork": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"HomeMCC": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "l’ll_lll"} ] },

"HomeMNC": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },

"DeviceType": {"anyOf": [
{"enum": ["Smartphone", "Tablet", "Other", "Gardliner"]},
{"type": "null"} 1 },

"DeviceModel": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"IMEI": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"UDID": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"SerialNumber": {"anyOf": [




{"type": "string", "minLength": 0, "maxLength": 254},

{"type": "null"}]},

"ContainerType": {"anyOf":
{"enum": ["samsung knox",
{"type": "null"}1},

"Platform": {"anyOf": [

{"enum": ["iPhone 0OS", "Android", "Tizen", "SailfishOS", "Guardliner",

{"type": "null"}]},
"Version": {"anyOf": [

[

"android work profile", "none"]},

{"type": "string", "minLength": 0, "maxLength": 254},

{"type": "null"}]},

"DeviceOwnership": {"anyOf": [
{"enum": ["Corporate", "Personal", "None"]},

{"type": nnull"}] },

"MonitorVersion": {"anyOf":

[

{"type": "string", "minLength": 0, "maxLength": 254},

{"type": "null"}1},
"DOPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"DAPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1l},
"POPrivilege”: {"anyOf": [
{"type": "boolean"},
{"type": "l’ll_lll"}]},
"KNOXPrivilege": {"anyOf":
{"type": "boolean"},
{"type": "null"}1l},

[

"KNOXPremiumPrivilege": {"anyOf": [

{"type": "boolean"},
{"type": "null"}] },

"SYSTEMPrivilege": {"anyOf": [

{"type": "boolean"},
{"type": "null"}] },
"IP": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},

{"type": "null"}]},
"Supervised": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"KioskMode": {"anyOf": [

"AuroraOS"]},




{"type": "boolean"},

"threats not eliminated",

{"type": "null"}]},
"PasswordPresent": {"anyOf": [

{"type": "boolean"},

{"type": "null"}1l},
"AVProtection": {"anyOf": [

{"enum": ["on", "off",

{"type": "null"}] },
"AVDBUpdatyDate": {"anyOf": [

{"type": "string", "minLength":
{"type": "null"}1},

"LastScanAV": {"anyOf": [

{"type": "string", "minLength": O,

{"type": "null"}1l},
"WiFiMAC": {"anyOf": [

{"type": "string", "minLength": O,

{"type": "null"}1},
"BluetoothMAC": {"anyOf": [

{"type": "string", "minLength": O,

{"type": "null"}]},
"AvailableRAM": {"anyOf": [

{"type": "integer", "minimum": 1,

{"type": "null"} 1 },
"AvailableSpace": {"anyOf": [

{"type": "integer", "minimum": 1,

{"type": "l’ll_lll"} ] },
"IsCloudBackupEnabled": {"anyOf": [

{"type": "boolean"},

{"type": "null"}1l},
"MobileOperatorName": {"anyOf": [

{"type": "string", "minLength": 0,

{"type": "null"}1l},
"CurrentMCC": {"anyOf": [

{"type": "integer", "minimum": 1,

{"type": "null"} ] },
"CurrentMNC": {"anyOf": [

{"type": "integer", "minimum": 1,

{"type": "null"} 1 },
"iTunesStoreAccountHash": {"anyOf":

{"type": "string", "minLength": O,

{"type": "null"}] },

"StorageEncrypted": {"anyOf": [

"av_not installed"]},

0, "maxLength": 32, "example": ["2017-11-14 07:45"]1},

"maxLength": 32, "example": ["2017-11-14 07:45"1},

"maxLength": 254},

"maxLength": 254},

"maximum": 9223372036854775807},

"maximum": 9223372036854775807},

"maxLength": 254},

"maximum": 9223372036854775807},

"maximum": 9223372036854775807},

[

"maxLength": 254},




{"enum": ["Unsupported", "Full disk", "File based"]},

{"type": "null"}1},
"IsLocationEnabled": {"anyOf": [

{"type": "boolean"},

{"type": "null"}1},
"IsLostModeEnabled": {"anyOf": [

{"type": "boolean"},

{"type": "null"}]},
"PasscodeCompliant": {"anyOf": [

{"type": "boolean"},

{"type": "null"}1},

"PasscodeCompliantWithProfiles": {"anyOf": [
{"type": "boolean"},

{"type": "null"}1l},
"AndroidAPILevel": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},

"KNOXAPIVersion": {"anyOf": [

{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} 1 },

"ScreenHeight": {"anyOf": [

{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "l’ll_lll"} ] },
"ScreenWidth": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} 1 },
"SecurityPatchLevel": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},
"OSArchitecture": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"ManagementStrategy": {"anyOf": [

{"enum": ["personal work profile management","corporate work profile management",
"device management", "device management knox", "device and knox container management"]},
{"type": "null"}]},

"LinuxDistribution": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}J },




"LinuxKernelVersion": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "l’ll_lll"}] },
"LinuxDistributionVersion": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]}
}y
"additionalProperties": false

by

"token": {"type": "string", "minLength": 8, "maxLength": 511},

"apps": {
"type": "array",
"items":
{
"type" . "Obj ect" ,
"properties": {
"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": { "type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},
"enabled": {"type": "boolean"},
"reputation”: {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},
"is threat": {"type": "boolean"}
s

"additionalProperties": false

Hy

"additionalItems": false

by

"iccid": {"type": "string", "minLength": 19, "maxLength": 19},

"imsi": {"type": "string", "minLength": 15, "maxLength": 15},

"server type": {"enum": ["MDMServer", "SocketServer", "SCEPServer"]},
"server url": {"type": "string", "minLength": 0, "maxLength": 511},
"time": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},

"time zone minutes": {"type": "integer", "minimum": -720, "maximum": 840},

"horizontal accuracy meters": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"latitude": {"type": "number", "minimum": -90, "maximum": 90},

"longitude": {"type": "number", "minimum": -180, "maximum": 180},

"provider": {"anyOf": [
{"enum": ["GPS", "NETWORK", "FUSED", "PASSIVE"]},




{"type": "null"}1},
nappn: {

"type": "object",

"properties": {
"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": {"type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},
"type": {"enum": ["corporate", "incorporate"]},
"enabled": {"enum": [0, 11},
"can disable": {"enum": [0, 1]},
"can delete": {"enum":

(0, 11},
{"enum": [0, 1]},
"reputation": {"enum": ["SYSTEM",
"is threat": {"enum": [0, 1]},
"datetime old": {"type": "string",

"is managed":
"TRUSTED",

"minLength"
UTC+03:00"1},
"string", "minLength"

"datetime new": {"type":

UTC-02:00"]},

"locked by": {
"type": "array",
"items": {

"enum" :
b
"additionalItems":

}

["command", "policy", "password",

false

by

"additionalProperties":

}

false

by

"additionalProperties":

}

false

}y

"additionalProperties":

by

"additionalItems":

false

false

"UNKNOWN", "UNTRUSTED"]},
: 16, "maxLength": 40, "example":
: 16, "maxLength": 40, "example":
"kiosk"]

["2018-09-13 06:57:32.0

["2017-11-14 07:45:14.0




CooO6LieHne 06 ycTaHOBEHHbIX MPUITOXEeHUAX

{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/applist",
"Scomment": "CoOTBEeTCTBYyeT BCEM IPEObsABJIEHHEM TpeboBaHuMAM",
"description": "X-MCC-ID: <long: kit id»",
"type": "object",
"required": ["appsDevice", "appsContainer"],
"properties": {
"appsDevice": {
"type": "array",
"items": {
"type": "ObjeCt",
"required": ["uid", "title", "versionName", "versionCode", "enabled"],
"properties": {
"uid": {"type": "string", "minLength": 1, "maxLength": 256},
"title": {"type": "string", "minLength": 1, "maxLength": 256},

"versionName": {"type": "string", "minLength": 1, "maxLength": 256},
"versionCode": {"type": "string", "minLength": 1, "maxLength": 256},
"enabled": {"type": "boolean"}
b
"additionalProperties": false
b
"additionalItems": false
b
"appsContainer": {
"type": "array",
"items": {
"type": "object",
"required": ["uid", "title", "versionName", "versionCode", "enabled"],
"properties": {
"uid": {"type": "string", "minLength": 1, "maxLength": 256},
"title": {"type": "string", "minLength": 1, "maxLength": 256},

"versionName": {"type": "string", "minLength": 1, "maxLength": 256},
"versionCode": {"type": "string", "minLength": 1, "maxLength": 256},
"enabled": {"type": "boolean"}




by

"additionalProperties":

by

"additionalItems":

false

false
}
b

"additionalProperties": false

Ouepeab

{
"Sschema":
"title": "/api/v2/queue",
"Scomment":
"description": "X-MCC-ID: <long: kit id»",
"type" . narrayn ,

"items":
{
"type": "object",
"required": ["timestamp",
"properties": {
"timestamp":

"result", "id"],
{"type": "integer",
"result": {"type": "integer", "minimum":
"id": {"type": "string", "minLength": 1,
"error": {"type": "string", "minLength":
by
"additionalProperties": false
I

"additionalItems": false

"minimum": O,

"http://json-schema.org/draft-07/schema#",

"CooTBEeTCTBYET BCEM INpPenbsaBJIEHHEM TpebopaHmam",

"maximum" :
-2147483647,
"maxLength": 128},

1, "maxLength": 1024}

9223372036854775807},
"maximum" :

2147483647},




OTmMeTUTb NpUNoXeHWe Ansl yCTaHOBKU UNu yaaneHus us store

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/store/apps/<app uid>",
"Scomment": "CoOTBEeTCTBYyeT BCEM IPEObsABJIEHHEM TpeboBaHuMAM",
"description": "Content-Type: application/json",
"type": "object",
"properties": {
"user install": {"type": "boolean"},
"is container": {"type": "boolean"}
}y
"additionalProperties": false

TecTtoBoe onucaHue plist

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="plist">
<xs:complexType>
<xs:sequence>
<xs:element name="dict">
<xs:complexType>
<xs:choice maxOccurs="unbounded" minOccurs="0">
<xs:element type="xs:string" name="key"/>
<xs:element type="xs:string" name="string"/>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute type="xs:float" name="version"/>
</xs:complexType>
</xs:element>




</xs:schema>

3arpys3Ka npunoXxeHus

openapi: "3.0.2"

info:

title: 3arpyska OPUIIOXEHUS

version: "1.0"

#CooTBEeTCTBYET BCEM NpPEeNbsaBJIEHHEIM TpeBoBaHMAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/vl/downloads/{app id}:
parameters:
- name: app_id
in: path
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: X-MCC-ID
in: header
description: MmeHTUdMKATOP YyCTPOMCTBA
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
get:
responses:
200:
content:

application/octet-stream:
example: file bytes stream
description: IucTpubyTMUB KOPIOPATMUBHOTO MNpuiiokeHus /static/filename.apk




# oreBerm mo kit id

400:
description: Bad request He mnepenmaH HOMEP KOMILJIEKTAa
content:
application/Jjson:
schema:
Sref: '../components/schemas/co error box.Jjson'
475:
description: Bad request HOMEp KOMIJIEKTa He HAMIEH, HeT NPWJIOKEHMST, MNPMIIOXeHMe He nonrepxuBaeTcs OC KOMIIJIEKTa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:

default:




description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

O6HoBREeHne MoHUTOpa

openapi: "3.0.2"

info:
title: OOHOBJIEHME MOHUTOPA
version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/vl/monitor update config/{deploy location}:
parameters:
- name: deploy location
in: path
description: YCTpOMCTBO MIM KOHTEMHEpP
required: true
schema:
type: string
enum:
- device
- container
- name: X-MCC-ID
in: header
description: MmeHTudMKATOP YyCTPOMCTBAa




required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

get:
responses:
200:
content:
application/json:
schema:
{1

description: KoHburypaums MOHMTOpPA

# oreetrm mo kit id
475:
description: Bad request
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:




type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

YnpasneHune MoHutopom iOS

openapi: 3.0.2

info:
title: VYmnpamBjeHue yctponcreaMmu i0OS - uepe3s coOCTBeHHBM MoOHMTOP HUNMCOKB
version: "1.0"

#CoorBeTcTByeT TpeboBaHMaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/monitor:
parameters:
- name: Cookie
in: header
required: false




schema:
type: string
description: jwt session ?

put:
description: plist or i0S
requestBody:
required: false
content:
application/x-apple-aspen-mdm:
schema:
type: string
responses:
200:
description: Bcerzma nycToM json
headers:
Cookie:
required: false
schema:
type: string
description: jwt session ?
content:
application/json:
schema:
{}

example: {}

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:




- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

HDoknap iOS-ycTponctea

openapi: 3.0.2
info:
title: VYnpamijenue ycTpomcrBammu i0S - Jokjsan iOS-ycTporcTBa O (HE) TOTOBHOCTM IPUHSTH KOMaHIY
version: "1.0"
#CoorBeTcTByeT TpeboBaHuaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/mdm:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session

put:

description: plist or 108
requestBody:

required: false

content:

application/x-apple-aspen-mdm:
schema:
type: string




responses:

200:
description: plist gma i0S
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




Co6¢cTBeHHbIN MoHuTop HUMCOKB

openapi: "3.0.2"

info:
title: API cepBepa npuéMa YHUBEPCAJILHBIX COOBITUM
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBAHUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/vl/events:
post:
parameters:
- name: User-Agent
in: header
description: Tun ofpaTuUBIETOCS yCTPOMCTBA
required: true
schema:
type: string
example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.116
Mobile Safari/537.36
- name: Content-Type
in: header
description: Tun COOEPXMMOIO
required: true
schema:
type: string
example: application/Jjson

requestBody:
description: YHuUBepcaJibHOe COOBITME (HOMEP U IapaMeTpH)
content:
application/json:
schema:
Sref: '../components/schemas/vl events.json'
example:

[ { "timestamp": 123654123, "event": { "event format version": 2, "event code": 105 } } ]




responses:

201:
description: Pes3ysbTaTh BHIIOJIHEHMS KOMAaHI 3anMCaHel B B]l
content:
application/json:
schema:
{1}
400:
description: HemnpaBWJIBHEI 3amnpocC, BO3MOXHO HemnpasBuibHele X-MCC-ID, Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
404:
description: Ycrapermas Bepcusa MIM-cepBepa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
429:
description: Too Many Requests, Tekyllee KOJIMUECTBO 3amnmcert B obpaboTke cepBepoM OGojee 1999, Hamo nomoxIaThb
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY




- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/api/vl/events:
post:
parameters:
- name: User-Agent
in: header
description: Tun ofpaTuUBIIETOCS yCTPOMCTRBA
required: true
schema:
type: string

example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko)

Mobile Safari/537.36

requestBody:
description: YHuBepcasibHOE COOBITME (HOMEP M IapaMeTpH)
content:
application/json:
schema:
Sref: '../components/schemas/vl events.json'
responses:
201:
description: Pes3ysbTaThl BHIIOJIHEHMS KOMAHI 3alMcCaHel B Bl
content:
application/json:
schema:
{1}
400:
description: HenpaBMIBbHHY 3anpoCc, BO3MOXHO HenpabBuiibHee X-MCC-ID, Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
404 :

description: Ycrapermas Bepcusa MIM-cepBepa

Chrome/79.0.3945.116




content:
application/json:

schema:
Sref: '../components/schemas/co error box.Jjson'
429:
description: Too Many Requests, Tekyllee KOJIMUECTBO 3anmcelt B obpaboTke cepBepoM 6Gojee 1999, Hamo nomoxIaThb
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




Monyuuntb cTpoky nonutuk no Kit_id

openapi: "3.0.2"

info:
title: HoayuMTh CTPOKY MNOJMTMK IO yKasaHHOMy kit id
version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/safelife/profile:
parameters:
- name: X-MCC-ID
in: header
description: MuoeHTudMKaATOP yCTpOMCTBa
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

get:
responses:
200:
content:
text/plain:
schema:

type: string
example: pol name=pv_value

description: Crpoka nomutuk nis safelife

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Cnyxe6Hoe APl gna moHuTopa iOS

openapi: 3.0.2

info:
title: CnyxebHoe API myia Hamero MoHuTopa 1i0S
version: "1.0"

#CoorBerTcTByeT TpeboBaHMam K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:

/check/mdm/above/4/6:

get:
description: 3anpoc MMHMMAJBLHOM Bepcum MIM
responses:
200:
description: OK

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc nHcpopmaumm o AOBEPEHHOM NMPUSTOXKEHUN

openapi: "3.0.2"

info:
title: Bamnpoc mHPoOpMaLMM O HOBEPEHHOM IIPUIIOXEHUM
version: "1.0"

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/apps/manifest/{app uid}/{app id} {kit id}:
parameters:
- name: app_uid
in: path
description: uid npmuioxeHMus
required: true
schema:
type: string
example: ru.niisokb.monitor
- name: app id




in: path
description: id npmuinoxeHus
required: true
schema:
type: integer
example: 100500
- name: kit id
in: path
description: MmeHTudmkaTop yCTPOMCTBAa
required: true
schema:
type: integer
minimum: 1
maximum: 9223372036854775807
example: 109

get:
responses:
200:
description: plist gma i0S
content:
application/x-apple-aspen-mdm:
schema:
type: string
403:
description: HecooTBeTCTBME MAOSHTUOMKATOPA MIPUIIOXEHNIO
content:
application/json:
schema:
type: string
example: App not found
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




MonyyeHue HacTpoek SCEP

openapi: "3.0.2"

info:
title: 3Banpoc xoHOUT'ypaUuM ScCep
version: "1.0"

#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBaHMUAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru
paths:

/api/v1/mtls scep config:

options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK




headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
description: Koundmrypaums SCEP
content:
application/json:
schema:
type: object
properties:
type:
type: string
connection:
type: object
properties:
type:
type: string
serverUrl:
type: string
certificates:
type: array
items:
properties:
type:
type: string
fileFormat:
type: string
certificate:
type: string




password:
type: string
subjectName:
type: string
san:
type: object
properties:
ntPrincipalName:
type: array
items:
type: string
rfc822Name:
type: array
items:
type: string
dNSName:
type: array
items:
type: string
uniformResourcelIdentifier:
type: array
items:
type: string

challenge:

type: string
keySize:

type: integer
encryptionAlgorithm:

type: string
pollingAttempts:

type: integer
pollingTimeoutMinutes:

type: integer

400:
description: OumbBxa 3amnpoca
content:
application/json:

schema:
Sref: '../components/schemas/co error box.Jjson'




NMonyueHne MKOHKM NPUNOIKEHNA Npu 3arpy3ke uepes SafeStore

openapi: 3.0.2

info:

title: 3anpoC MKOHKM NPUIIOXEHMSI

version: "1.0"

#CooTBEeTCTBYET BCEM NpPEeNbsaBJIEHHEIM TpeBoBaHMAM
servers:

- url: https://ssol.safe-mobile.ru
- url: https://sso2.safe-mobile.ru
paths:
/api/vl/apps/{app_uid}/icons/{app id}:
parameters:
- name: app_uid
in: path
required: true
schema:
type: string
- name: app_ id
in: path
required: true
schema:
type: integer
get:
responses:
200:
description: BosBpaT 0anT MKOHKM
content:
text/html:
schema:
title: Icon returned
example: Icon bytes
475
description: Icon not found
content:
text/html:
schema:
type: string
example: Icon not found

options:




responses:

200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




MonyueHne ¢panna KopnopaTMBHOrO NPUIOIKEHUSA

openapi: "3.0.2"

info:
title: 3arpyska obania OPUIIOXEHUS
version: "1.0"

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/vl/apps/installation/{kit id}/{app_ id}/{app uid}:
parameters:
- name: app_uid
in: path
description: uid npwuioxeHMUSs
required: true
schema:
type: string
example: ru.niisokb.monitor
- name: app_id
in: path
description: id npuiaoxeHMUs
required: true
schema:
type: integer
example: 100500
- name: kit id
in: path
description: MmeHTudmraTop yCTPOMCTBAa
required: true
schema:
type: integer
minimum: 1
maximum: 9223372036854775807
example: 109

get:
responses:
200:
description: darnn npuioxeHMUs




403:

description: HecooTBeTCTBUE MAOSHTUOMKATOPA IPUIIOXEHMIO

content:
application/json:
schema:
type: string
example: App not found

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

Cnuncok NnpunoxeHnmn

openapi: "3.0.2"

info:
title: COmMCOK NPUIIOXEHUNI
version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
# HWXe ecThb CUMHOHMM BHBOBa /store/apps
/api/v2/store/apps:
parameters:
- name: X-MCC-ID
in: header
description: HOMep KkOMIJIEKTa, LeJioe UYMCIIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXuMoIo
required: true
schema:
type: string

get:
responses:
200:




content:
application/json:
schema:

{}

description: CHmMCOK NPUIIOXEHMM

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:




schema:
type: string
enum:
- DENY
- SAMEORIGIN

/store/apps:
parameters:
- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTAa, LE&JIOE YMCJIIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXmmoIo
required: true
schema:
type: string

get:
responses:
200:
content:
application/json:
schema:
{}

description: CHmMCOK NPUIIOXEHMM

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:




schema:
type: string

enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

OTMeTUTb NpUNoXeHUe Ansl yCTaHOBKU UNu yaaneHus us store

openapi: "3.0.2"

info:
title: OTMEeTHTH NPUJIOXEHME IJIS YCTAHOBKM WJIM yHaJjleHUs u3 store
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPENObSBJIEHHEIM TPeBOBAHUAM

servers:

- url: https://sso2.safe-mobile.ru




- url: https://ssol.safe-mobile.ru
paths:
/api/v2/store/apps/{app uid}:
parameters:
- name: app uid
in: path
description: U]I npmuioxeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: Content-Type
in: header
description: Tun comepXuMoOIO
required: true
schema:
type: string
example: application/json
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YKCJIIO

post:
requestBody:
content:
application/json:
schema:
$ref: '../../components/schemas/v2 store application install.json'

responses:
200:
content:
application/json:
schema:
{}

description: OTmMeTka NPUIIOXEHMSI

# oreeTr mo kit id




400:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
412:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
475:
description: Bad request HeT HOMepa KOMIJIEKTaA MJIM HEBEPHHM JSON MIM HeOXMuOaHHasa oummbka ©Oaszb
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

/store/apps/{app uid}:
parameters:
- name: app uid
in: path
description: U]I npmuioxeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: Content-Type
in: header
description: Tun comepXuMoOIO
required: true
schema:
type: string
example: application/json
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YKCJIIO

post:
requestBody:
content:
application/json:
schema:
$ref: '../../components/schemas/v2 store application install.json'

responses:
200:
content:
application/json:
schema:
{}

description: OTmMeTka NPUIIOXEHMSI

# oreeTr mo kit id




400:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
412:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
475:
description: Bad request HeT HOMepa KOMIJIEKTaA MJIM HEBEPHHM JSON MIM HeOXMuOaHHasa oummbka ©Oaszb
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

nonyquMeMKOHmdﬂOHOMEpYﬂpMﬂOMEHMﬂ

openapi: "3.0.2"
info:
title: TlojlyyeHMe MKOHKM 10 HOMEPY IPUIIOXEHMUS
version: "1.0"
#CooTBeTCTBYyEeT BCEM MNPEIBABJIEHHEIM TPeOOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:

/api/v2/store/images/{app id}:
parameters:

get:

name: app_id
in: path
description: U]I nNpmIOXeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

responses:

200:
content:
text/plain:
schema:
title: Icon returned
example: Icon bytes
description: VkoOHKa




475:
description: Bad request
content:
application/Jjson:
schema:
Sref: '../../components/schemas/co error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:




schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/store/images/{app id}:
parameters:
- name: app_ id
in: path
description: M HOPUIIOXEHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

get:
responses:
200:
content:
text/plain:
schema:
title: Icon returned
example: Icon bytes
description: VkoHKa
475:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
options:
responses:
200:

description: OK
headers:




head:

Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

responses:

default:

description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc o6 bLeKTa HaCTPoOeK MOHUTOpA

openapi:
info:
title:

"3.0.2"

3anpoc oObeKTa HACTPOEeK MOHUTOPAa




version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEeObsSBJIEHHEIM TPeBOBaHUAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v2/android/settings:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:




schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:
- name: X-MCC-ID
in: header
description: HOMep KkOMIJIEKTa, LeJyioe UYMCIIO
required: true
schema:
type: integer

responses:
200:
description: HacrTporkm MoHMTOpa (json) B Body
content:
application/json:
schema:
{}
576:
description: HeoxmnmahnHas ommOka B]l
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

3anpoc KoHcurypaumm npunoxeHus

openapi: "3.0.2"

info:
title: 3anpoc KoOHGUTYpPALUM MNPUIIOXEHMUS
version: "1.0"

#COOTBGTCTByeT BCeM IIpeObABJICHHBIM ‘I‘pe@OBaHMFIM




servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/app config/{config id}/version/{version}:
parameters:
- name: config id
in: path
description: HoOMep npaBuUl
required: true
schema:
type: integer
- name: version
in: path
description: HoOMep BepCHM NpPaBUII
required: true
schema:
type: integer
- name: X-MCC-ID
in: header
description: HOMepP KOMILJIEKTAa, LIEJIOE UMCJIIO
required: true
schema:
type: integer

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Allow:

schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
content:
text/html:
schema:
type: string
get:
responses:
200:
description: IIVII (json)
content:
application/json:
schema:
{}
400:
description:
content:
application/json:
schema:
Sref:
475:

description:

B Body

OTcyTCcTBYEeT 3arojioBok X-MCC-ID

'../components/schemas/co_error box.Jjson'

Konbur mToM BepcuM He HaMIeH




content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

3anpoc MY api_v2

openapi: "3.0.2"

info:

title: 3anpoc IIYI

version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBaHUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v2/app rule/{app rule id}/version/{version}:
parameters:
- name: app_rule id
in: path

description: HOMEpP NpaBMUI
required: true
schema:
type: integer
- name: version
in: path
description: HOMep BepcuUM IpPaBMII
required: true
schema:
type: integer
- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTa, LE&JIOe YKCJIIO
required: true
schema:
type: integer




options:

responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




get:

responses:
200:
description: IIYI (json) B Body
content:
application/json:
schema:
{}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co_error box.Jjson'
475:
description: 3arosoBok X-MCC-ID He COIEPXMUT HATYpPaJIbHOE UMCJIIO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

CooO6LieHne 06 ycTaHOBEHHbIX MPUITOXEeHUAX

openapi: "3.0.2"
info:
title: DEPRICATED CoofumeHue 00 YyCTaHOBJIEHHEIX MIPUIIOXEHUAX
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPEObsSBJIEHHEIM TPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/applist:
options:
responses:
200:
description: OK
headers:
Content-Type:




schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

post:
parameters:
- name: X-MCC-ID
in: header
description: HOMep KOMIJIEKTa, LeEJIoe UYMCIIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXumoIo
required: true
schema:
type: string
example: application/json
requestBody:
description: CHOmMCOK NPUJIOXEHMM B JjsSon
content:
application/json:
schema:
Sref: '../components/schemas/v2 applist

responses:

.json'




200:
description: Cnmcox NPUIIOXEeHMM
content:
application/json:
schema:
{}
400:
description: OrcyrcTByeT Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
412:
description: Content-Type nycTo¥ miam He comepxmuT application/json
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
420:
description: Hemepneli json B Body 3amnpoca
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

3anpoc cnucka HasHa4YeHuu

openapi: "3.0.2"

info:

title: 3anpoc cnmcka Hal3HAUEHUN

version: "1.0"

#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TPeBOBAaHMUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/assignment references:
options:
responses:




200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:




parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LEJIOE YUMCJIIO
- name: Content-Type
in: header
description: Tun comepXMMOIO
required: true
schema:
type: string

responses:
200:
description: HoBBIE KOMaHIB MJIM [ ]
content:
application/Jjson:
schema:
{}
example: []
400:
description: OTcyTcrByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
$ref: '../components/schemas/co error box.json'
475:
description: HoMep KOMILJIEKTa He HaMIeH
content:
application/Jjson:
schema:
Sref: '../components/schemas/co error box.Jjson'

3anpoc MKOHKU NPUIOXEHUS

openapi: 3.0.2
info:




title: 3anpoc MKOHKM IIPUIIOXEHMS
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPENObSBJIEHHEIM TPeBOBAHMUAM
servers:
- url: https://ssol.safe-mobile.ru
- url: https://sso2.safe-mobile.ru
paths:
/api/v2/get/icon/{app_ id}:
parameters:
- name: app id
in: path
required: true
schema:
type: integer

get:
responses:
200:
description: BozBpaT 0alT MKOHKU
content:
text/html:
schema:
title: Icon returned
example: Icon bytes
475:
description: Icon not found
content:
text/html:
schema:
type: string
example: Icon not found

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc npocunsa yctpouctea

openapi: "3.0.2"
info:




title: 3anpoc npodwuis ycTpoMCcTBa
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPENObSBJIEHHEIM TPeBOBAHMUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/v2/profiles/{profile id}/version/{version}:
parameters:
- name: profile id
in: path
required: true
schema:
type: integer
description: HOMep NpaBuU
- name: version
in: path
required: true
schema:
type: integer
description: HOMep BepCUM MNPaABUJ
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMEpP KOMILJIEKTAa, LIE&JIOE UMCJIIO

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string




enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
description: Ipodmns ycTpoMcCTBa
content:
application/json:
schema:
{1}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:




Sref: '../components/schemas/co_error box.Jjson'
475:
description: Ipodmie TakoM BEPCUM HE HAMIEH
content:
application/json:

schema:
Sref: '../components/schemas/co _error box.Jjson'
576:
description: HeoxmunmaHHas oumbkxa BI
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
Ouepeab
openapi: "3.0.2"
info:
title: Ouepenb - 3anpoC ouyepeny KOMaHI Ha BHIIOJHEHMEe, a Tak Xe IOKJal O pes3yJjibTaTax
version: "1.0"
#CooTBeTCTBYyeT BCEM NPEObSBJIEHHEIM TPeBOBAaHMUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/queue:
options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:




schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

post:
parameters:
- name: X-MCC-ID
in: header
description: Tun comepXmMoOIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun COOEPXMMOIO
required: true
schema:
type: string
example: application/json
requestBody:
description: Pes3ysbTaT BHIIOJIHEHME KOMAaHI MM [ ]
content:
application/json:
schema:
Sref: '../components/schemas/v2 queue.json'
examples:
properties:
value:
timestamp: 1609448400
result: O
id: "task.256"

responses:




200:
description: COmMCOK KOMAaHI IJiS BHIIOJIHEHUS YCTPOMCTBOM MM [ ]

content:
application/json:
schema:
{}
examples:
properties:
value:
id: "Task.b512"
cmd: "some cmd"
data: "cmd data"
400:
description: OrcyrcrByeT Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
403:

description: IlonHTKa M3MEHUTH (II€PENMCATh) PEe3yJIbTAT BHIIOJHEHMSA 3alauM UM U3MEHUTH CcoobleHre o6 oummbke
content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'
412:
description: Content-Type myCcTo MM He comepxmuT application/json
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
420:
description: Content-Type mnycTo¥ miamu He comepxmuT application/json
content:
application/Jjson:
schema:
Sref: '../components/schemas/co error box.Jjson'
475:
description: 3aronoBox X-MCC-ID He HaMOeH
content:
application/Jjson:
schema:

Sref: '../components/schemas/co error box.Jjson'




575:
description: Oumbka HnepenauM cljelyiluey KoMaHIH

content:
application/json:
schema:
Sref: '../components/schemas/co_error box.Jjson'
576:
description: HeoxmnmanHas ommOka B]l
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'

MonyyeHue channa

openapi: "3.0.2"

info:
title: NonyueHue ¢ailya, OTHPABJIEHHOTO KOMaHIoO¥ c APM-a
version: "1.0"
#CooTBeTCTBYyeT BCEM MNpPEenObsSBJIEHHEIM TPeBOBAaHUAM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/send file/{task _id}/{checksum}:
parameters:
- name: task id
in: path
description: U] xoOMaHIEL
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: checksum
in: path
description: xoHTpoJbHas cyMmMma Oaisa
required: true
schema:




type: string
maxLength: 256
name: X-MCC-ID
in: header
description: MoeHTuUdMKATOP YyCTPOMCTBAa
required: true
schema:
type: integer
minimum: 1
maximum: 9223372036854775807

get:
responses:
200:
content:
application/octet-stream:
example: file bytes stream
description: myTs k ®alyly B K3lle MHXEHEPHOTO cepBepa /static/filename
# oreBeTH mo kit id
400:
description: Bad request. X-MCC-ID missing
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
412:
description: Bad request. X-MCC-ID contains an empty string
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
475:
description: Bad request. Kit id not found in database
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:

description: ServerError. Unexpected server response, contact your administrator

content:
application/json:

.apk




schema:

Sref: '../components/schemas/co _error box.Jjson'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string




enum:
- DENY
- SAMEORIGIN

3anpOCCHMCKaﬂOACTaHOBOK

openapi: "3.0.2"
info:

title: 3anpoc cnmcka MNOINCTAHOBOK

version: "1.0"

#CooTBeTCTByeT BCEM MNPENObSBJIEHHEIM TPeBOBAHUAM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v2/substitutions:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMEp KOMILJIEKTAa, LIE&JIOE UMCJIIO

responses:
575:
description: IIoOCTaHOBKM IJIS DTOTO KOMIIJIEKTA HE HaWIeHEH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
200:
description: CnmMcCOK NOICTAHOBOK
content:
application/json:
schema:

{}




3anpoc YN api_v3

openapi: "3.0.2"

info:
title: 3anpoc IIYVI
version: "1.0"

#CooTBeTCTBYEeT BCEM MNPENBABJIEHHEIM TPEeOOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v3/app_rule/{app rule id}/version/{version}:
parameters:
- name: app_rule id
in: path
required: true
schema:
type: integer
description: HoOMep npaBuU
- name: version
in: path
required: true
schema:
type: integer
description: HoOMep BepcuM NpPaBMII
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMEpP KOMILJIEKTa, LI&JIOE UMCJIIO

get:
responses:
200:




description: IIYI (json) B Body
content:
application/json:
schema:
{}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'
475:
description: 3aronoBok X-MCC-ID He COHNEPXUT HaATypaJIbHOE UMUCJIIO
content:
application/json:
schema:
Sref: '../components/schemas/co _error box.Jjson'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:




description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc MKOHKU NO HOMepy

openapi: 3.0.2
info:
title: 3anpoc MKOHKM IIO HOMEPY
version: "1.0"
#CooTBeTCTBYyeT BCEM MNPEObSBJIEHHEIM TpPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v3/get/icon/{ico_id}:
parameters:
- name: ico_id
in: path
required: true
schema:
type: integer

get:
responses:
200:
description: BosBpaT 6anT MKOHKM
content:
text/html:




schema:

example:

475:
description:
content:

text/html:
schema:

type:

example:

head:
responses:
default:
description:
headers:

Icon bytes

VIKkOHKa He HaMuImeHa

string
Icon not found

OK

Content-Type:

schema:
type:

string

Content-Length:

schema:
type:

integer

X-Frame-Options:

schema:

type:
enum:

options:
responses:
200:
description:
headers:

string

DENY
SAMEORIGIN

OK

Content-Type:

schema:
type:

string

Content-Length:

schema:
type:

integer

X-Frame-Options:

schema:
type:

string




enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

3anpoc cnucka HasHa4YeHum

openapi: "3.0.2"

info:
title: 3anpoc cnmcka Halz3HAUEHUN
version: "1.0"

#CooTBEeTCTBYET BCEM MMPEIBIBIIEHHEIM TPEeOOBAHMSAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v3/assignment references:
options:
responses:

200:

description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:

text/html:




schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LleJloe YMCJIIO
- name: Content-Type
in: header
description: Tun COOEPXMMOIO
required: true
schema:
type: string

responses:
200:
description: HoBble KOMaHIE MM [ ]
content:
application/json:
schema:




{1

example: []

400:
description: OTcyrcrByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'
475:
description: HomMmep KOMIJIEeKTa He HaMOeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.Jjson'

3anpoc Y api-v4

openapi: "3.0.2"

info:
title: 3anpoc IIVI
version: "4.0"
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v4/app rule/{app rule id}/version/{version}:
parameters:
- name: app_ rule id
in: path
required: true
schema:

type: integer
description: HoMep npaBuUl
- name: version
in: path
required: true
schema:
type: integer
description: HOMep BepcuM IpPaBUII




- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YMCJIIO

get:
responses:
200:
description: IIYI (json) B Body
content:
application/json:
schema:
{}
example: {
"data": {
"aek": 12,
"appRuleType": "CORPORATE",
"checksum": "F5ED97081ACEFCI9B205F710C4DCC51C7CA4B37BE",
"deployLocation": "DEVICE",
nidgv. 6,
"policies": [
{"id": "mustBeInstalled", "value": 1 },
"id": "mustBeEnabled", "value": 1},
{"id": "removeOnControlOff", "value": 1}
1,
"uid": "ru.apllication.name al",
"version": 1
}
}
400:
description: OTcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: 3arosorok X-MCC-ID He COIEPXUT HaATypaljibHOE YMNCJIIO
content:

application/json:
schema:




Sref: '../components/schemas/co _error box.Jjson'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




U3meHeHunn B Bepcum 9.0

B Bepcun APl MDM 9.0 (oTHocuTenbHo Bepcun 8.3) bbinn obaBneHbl KOMMNOHEHT:

PoyT

HanmeHoBaHue

[api/lv1/apps/icons

[Nony4yeHne MKOHKM NPUIIoXeHus npu 3arpy3ke yepes SafeStore

/api/v1/apps/installation

[MonyyeHune danna KOpPnopaTUBHOIO MPUIIOXKEHWUS




