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OnucaHue komnoHeHToB APl REGPORTAL

Peructpauusa no noruHy u naponto LDAP

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/enroll/ldap",
"Scomment": "CoOTBeTCTBYyeT BCeM IpPenbsBJIeHHEM TpeboBaHuaMm",
"description": "Headers Content-Type: application/json, User-Agent: <mo TpefopaHMaAM HakKeTa user agents 2.1>",
"type": "object",
"required": ["login", "password"],
"properties": {
"login": {"type": "string", "minLength": 4, "maxLength": 128},
"password": {"type": "string", "minLength": 8, "maxLength": 128}
by
"additionalProperties": false

Peructpauus no IMEI

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/enroll/ldap",
"Scomment": "CooTBeTCTByeT BCEM IpPEeObABJIEHHEIM TpeboBaHmaMm",
"description": "Headers Content-Type: application/json, User-Agent: <mo TpefoBaHMAM [akeTa user agents 2.1>",
"type": "object",
"required": ["login", "password"],
"properties™: {
"login": {"type": "string", "minLength": 4, "maxLength": 128},
"password": {"type": "string", "minLength": 8, "maxLength": 128}

y

"additionalProperties": false




KoHTenHep Ansa owunbKu

{

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "Jjson-koHTeMHep IOJsg ommOOK error: message",
"Scomment": "CoorBeTcTByeT TpeboBauuam: ",
"description": "Onucanme dopmMaTa coobueHus o6 oummdke",
"type": "object",
"required": ["error"],
"properties": {
"error": {"type": "string", "minLength": 1, "maxLength": 511}
b
"additionalProperties": false
}
Portal

openapi: 3.0.3

info:
title: PoyTH mnnsa B3amoMuelicTeusa backend m frontend noprasna permcrpauun
description: PoyTH njs Bz3amoMmuercTeusa backend m frontend noprana permcrpauun
version: 1.0.0

servers:
- url: 'https://sso2.safe-mobile.ru'

tags:
- name: login
- name: user_ agreement
- name: user
- name: enroll
- name: spa

paths:
/login:
parameters:
- name: jwt session
in: cookie
required: false




schema:
type: string
description: jwt session

post:
tags:
- login
description: IlpoBepka JIOTMHA/MApoJid MM KOIa MNPUIJIAlIEHMS
requestBody:
required: true
content:
application/x-www-form-urlencoded:
schema:
type: object
properties:
code:
type: number
minimum: O
maximum: 999999999
ldap_login:
type: string
minLength: 4
maxLength: 128
ldap password:
type: string
minLength: 4
maxLength: 128

responses:
200:
description: ¥YcnemHas npoBepka
content:
application/json: {}
400:
description: Ommbka
content:
application/json:
schema:
Sref: '"#/components/schemas/Error'

options:
tags:




- login

responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/user_ agreement:
parameters:

- name: Jjwt session
in: cookie
required: false
schema:

type: string

get:

description: 3anpoc Nojb30BATENIBCKOTO COTJIAUIEHWS

tags:

- user_ agreement
responses:

200:

description: TekCT MNOJIE30BATEJILCKOT'O COTIJIALIEHMS

content:
application/Jjson:




schema:
properties:

user agreement:
type: string
description: Texct IIC

redirect:
type: string
description: CrpaHuua nepeHanpaBJieHUS
minLength: 4
maxLength: 128

400:
description: Oumbxa
content:

application/json:
schema:
Sref: '"#/components/schemas/Error'
options:
tags:

- user agreement

responses:

200:
description: OK
headers:

Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

head:
tags:
- user agreement
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/user agreement/{value}:
parameters:
- name: jwt session
in: cookie
required: false
schema:
type: string
description: jwt session
- name: value
in: path
description: npmsHak corjacusa c IIC
required: true
schema:
type: string
enum:
- agree
- disagree

post:
tags:




- user agreement
description: Corjacme/Hecorjiacue C IIOJBL30BATEJIECKMM COTJIAlIEHMEM
requestBody:
required: false
content:
application/Jjson: {}
responses:
200:
description: YcHnemHmy OTBeT
content:
application/json:
schema:
type: object
properties:
state:
type: string
enum:
- accepted
- declined
400:
description: Oumbxa
content:
application/json:
schema:
Sref: '"#/components/schemas/Error'

options:
tags:
- user_agreement
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/user:
parameters:
- name: jwt session
in: cookie
required: false
schema:
type: string

description: jwt session

get:
tags:
- user
responses:
200:
description: IomyueHue mMHOOPMALMM O COTPYIHUKE
headers:
Cookie:
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: object
properties:
emp id:
type: number
minimum: 1
maximum: 65536
family:




type: string

minLength:
maxLength:
name:

4
128

type: string

minLength:
maxLength:
patronymic:

4
128

type: string

minLength:
maxLength:
unit id:

4
128

type: number

minimum: 1

maximum: 65536

unit name:

type: number

minimum: 1

maximum: 65536

position_ id:

type: number

minimum: 1

maximum: 65536

position:

type: string

minLength:
maxLength:

options:
tags:
- user
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer

4
128




X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- user
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/enroll:

parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string




description: jwt session

get:
description: Iomyuenue enrollemnt profile
tags:
- enroll
responses:
200:
description: OK
content:
applicatiom/json:
schema:
type: object
properties:
token:
type: string

application/x-apple-aspen-config:
schema:
type: string

options:
tags:
- enroll
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- enroll
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/spa/config:
parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string

get:
description: 3anpoc xoHOMUI'ypaluuyM HopTajia PermMcTpalumn
tags:
- spa
responses:
200:
description: Konburypaumsa




content:
application/json:

schema:
properties:
providers:
type: array
items:
type: string
minimum: 1
maximum: 65536
monitor:
type: object
properties:
descr:
type: string
minimum: 1
maximum: 65536
regex:
type: string
minimum: 1
maximum: 65536
url:
type: string
minimum: 1
maximum: 65536
gr_ link:

type: string

minimum: 1

maximum: 65536
os:
type: string
minimum: 1
maximum: 65536

400:
description: OumbBxa
content:
application/json:
schema:
Sref: '#/components/schemas/Error'

options:




tags:

- spa
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string




enum:
- DENY
- SAMEORIGIN

/spa/status:
parameters:

- name: jwt session
in: cookie
required: false
schema:

type: string

get:
description: 3Bamnpoc cTaryca perucTpalmuu
tags:
- spa
responses:
200:
description: CraTyc permcrpaummn
content:
application/json:
schema:
properties:
page:
type: string
minimum: 4
maximum: 128
400:
description: Oumbxa
content:
application/json:
schema:
Sref: '"#/components/schemas/Error'

options:
tags:
- spa
responses:
200:
description: OK
headers:
Content-Type:




schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/spa/exit:
parameters:
- name: Jwt session




in: cookie
required: false
schema:

type: string

get:
description: Brxox
tags:
- spa
responses:
200:
description: Brxoxn
content:
application/json:
schema: {}
400:
description: Oumbka
content:
application/json:
schema:
Sref: '"#/components/schemas/Error'
options:
tags:
- spa
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
tags:
- spa
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

components:
schemas:
Error:
type: object
properties:
error:
type: string
description: Onmucanme ommbKU
minimum: 4
maximum: 128
redirect:
type: string
description: CrTpaHulla NepeHaNpaBJIEHUS
minimum: 4
maximum: 128




3anpoc CNMUCKa TUMnoB perncrtpauuun

openapi: 3.0.2
info:
title: Per. coTpyOHMKa uUepes NpujoxeHMe 10S - 3anpoc cChOMcka BO3MOXHEIX TUIIOB perucTpaummu (ldap, kon npuIJiamleHus)
version: "1.0"
# CoorBercTByeT TpeboBaHusaM K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/authtypes:
post:
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: BoszBpar Bcerma 200, a B body -> json -> cnmcox Tunos + url MDM-a
content:
application/json:
schema:
{}
examples:
properties:
value:
list authtypes: [ldap, code]
EventUrl: https://sso2.uemsm.ru

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

Bo3sspar kit_id

openapi: 3.0.2

info:
title: Per. coTpynHMKa dYepes npujoxeHue 10S - posepaT kit id
version: "1.0"

# CoormBercrTByeT TpeboBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/enroll:
parameters:
- name: jwt session
in: cookie
required: false
schema:
type: string
description: jwt session
post:
requestBody:
required: false
content:
text/plain:
schema:




type: string

responses:
200:
description: B body -> Jjson -> zammbpoBaHHasd ceccma (MIM TOJNbKO kit id nmsa ABPOPH)
content:
application/octet-stream:
schema:

type: string
format: binary

550:
description: License error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
501:
description: Unsupported O0OS
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

BosBpat npocduna MOAM

openapi: 3.0.2
info:
title: Per. corpymHuka uepes npuyoxenme i0S - Bo3BpaT npodmis MIM
version: "1.0"
# CoormBercrTByeT TpeboBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/enroll/{jwt session encoded}:
parameters:
- name: jwt session encoded
in: path
description: szammdpoBaHHaS Ceccus
required: true
schema:
type: string
example: JjdkFsDHFGcdjUInvot5isLwGDf1j78kbn;NGNMcvuhySouiBVer085u467ektmgbsdffs

get:
responses:




200:
description: npodémne MIM B BUZe Odalia,
content:
application/x-apple-aspen-config:
schema:
type: string
format: binary

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:

IONNMCAaHHEY ¥ 3amM@pOBaHHBINM




schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

NornH+naponb, Koa npurnaweHus

openapi: 3.0.2
info:
title: Per. coTpymHMKa uepes npuioxeHme 10S - JOTMH+TIAPOJL, KOI MNPUIJIANIEHUS
version: "1.0"
#CoorBeTcTByeT TpebomBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/login:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session

post:
description: B Tejye 3amnpoca ¢opma JIOI'MH+INAPOJSbE M KOI NpuIJlameHus (Ha BHOOP)
requestBody:
required: true
content:
application/x-www-form-urlencoded:
schema:
type: object
properties:
code:
type: number




ldap login:
type: string

ldap password:
type: string

responses:
200:
description: Bo3BpaT uid-HomMepa ceccum SESSION-ID
headers:
Cookie:
schema:
type: string
description: jwt session
content:
application/json:
schema:

{}
example: 20d30765-c75d-4d5f-82fa-bf04bcb24c8b

481:
description: AD user not imported
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
483:
description: LDAP Invalid credentials
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:

schema:
type: string




482:
description: AD user is blocked
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
503:
description: Service unavilable
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
403:
description: Auth error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string
400:

description: Monitor uid not defined

headers:
Cookie:
required: false
schema:




type: string
description: jwt session
content:
text/html:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




lNMpoBepka yctaHoBMEeH nu npocpunb

openapi: 3.0.2
info:
title: Per. coTpymHuka uepes npuyoxenme i10S - npoBepka yCTAHOBJIEH Ju Opodmib
version: "1.0"
# CoorBercTByeT TpebomBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/profile install state:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
example: APNS-token
description: jwt session

post:
description: B kykKax JIexXuT TokeH APNS
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: BosBpatT Bcerma 200, a B body -> json -> state = True/False
headers:
Cookie:
schema:
type: string
example: APNS-token
description: jwt session, B Kykax JIeXuT TOkeH APNS
content:
application/json:
schema:
{}

example: True




options:

responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




Moka3zaTb AaHHbIe COTpPpyAHUKa

openapi: 3.0.2
info:
title: Per. corpymHuka udepes npuioxeHme 10S - mnokasaThb HOaHHBE COTPYIOHMKA IIOCJIE YCIEHOM perrcTpalun
version: "1.0"
#CoorBeTcTByeT TpeboBaHusaMmM K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session token

get:
responses:
200:
description: mnokasaThb IaHHHE COTPYyOHMKA IIOCJIE€ YCIIEUHOM pPeTrucTpaluM
headers:
Cookie:
schema:
type: string
description: jwt session token
content:
application/json:
schema:
{}

example: lVBaHOB IleTp Bacuiuepesud

403:
description: Login required
headers:
Cookie:
required: false
schema:

type: string
description: jwt session
content:




text/html:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:

- DENY

- SAMEORIGIN

NMonb3oBaTenbckoe CornaweHue

openapi: 3.0.2

info:
title: Per. coTpynHMka udepes npuioxeHue 10S - nokxasarb I[IC (Ilosb30oBaTenbCckoe CorjameHue)
version: "1.0"
# CoormBercrByeT TpeboBauusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user agreement:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session
get:
description: =zanpoc IIC
responses:
302:
description: IllepeHamnpaBJlieHMEe Ha CTpPaHMLYy HokaszaTb QMO coTpyIHMKA I[IOCJe YyCIeWHOM peructTpauum (ecyam HetT IIC)
headers:
Cookie:
schema:

type: string
description: jwt session
Location:
schema:
type: string
description: nepeHanpaBJieHME
200:




description: nokxaszsatrp IIC
headers:
Cookie:
description: jwt session
schema:
type: string
content:
text/plain; charset=utf-8:
schema:
type: string
example: I[oJib30BaTeN L BCeT'Ia Ha BCE COTIJiaceH
403:
description: Access denied
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
text/html:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:




schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

Mpu3sHak npuHaTusa/HenpuHaTus MNC

openapi: 3.0.2

info:
title: Per. coTpynHMKa uYepes HpuijioxeHue 10S - OTOCJAaTh OpM3HAK NpUHATHKS/Henpuusatus IIC (llojb30BaTesbCKOTO CoTJlalleHus)
version: "1.0"
#CoorBeTcTByeT TpeboBaumusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user agreement/{value}:
parameters:

- name: Cookie
in: header




required: false
schema:
type:
description:
- name: value
in: path
description: npmsHak corjacusa c IIC
required: true
schema:
type:
example:

string
jwt _session

string
agree

post:
description:
requestBody:
required:
content:
text/plain:
schema:
type:
responses:
200:
description:
headers:
Cookie:
schema:
type:
description:
content:
text/html:
schema:
type:
example:

npuiaoxeHre 10S Bo3BpamaeT CepBepy OTBET

false

string

CepBep BCeI'a OTBeUaeT IIyCTOM CTPOKOM,

string
Jjwt session

string

nwn

options:
responses:

200:
description:
headers:

Content-Type:
schema:

type:

OK

string

HO ecnu disagree,

aHHYyJIMpPyeT B 0ase MHBANUT




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

MNMepepaya crnoBa yes No HeBeAOMOW NPUYNHE

openapi: 3.0.2
info:
title: Per. coTpymHuka udepes npuyoxenme 10S - mnepenada CJOBa yeS IO HEBEIOMOM IIPpUUMHE
version: "1.0"
#CoorBercTByeT TpeboBauusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/portal app/vl/user/{value}:
parameters:
- name: value
in: path
description: mpmusHak yes/no
required: true
schema:
type: string
example: yes
- name: Cookie
in: header
required: false




schema:
type: string
description: jwt session token

post:
requestBody:
required: false
content:
text/plain:
schema:
type: string
responses:
200:
description: Bo3Bpar "OK"
headers:
Cookie:
schema:
type: string
description: jwt session token
content:
text/html:
schema:
type: string
example: OK

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Allow:
schema:
type: string
content:
text/html:
schema:
type: string

AyTeHTUdUKaLNA, TOKEH

openapi: 3.0.2

info:
title: VYmnpamBieHue ycTpomcTBamu i0S - ayTeHTUbMKALMS, TOKEH
version: "1.0"

#CoorBeTcTByeT TpebomBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/checkin:
parameters:
- name: Cookie
in: query
required: false
schema:
type: string
description: jwt session

put:
description: plist or 108
requestBody:
required: false
content:
application/x-apple-aspen-mdm:
schema:
type: string
responses:
200:
description: plist mma 1i0S
headers:




Cookie:
required: false
schema:
type: string
description: jwt session

content:
application/x-apple-aspen-mdm:
schema:
type: string
503:
description: Malformed data
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
400:

description: Unsupproted message type
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string
401:
description: Auth error
headers:
Cookie:
required: false
schema:
type: string
description: jwt session
content:




application/x-apple-aspen-mdm:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




Peructpauusa yctponcrtsa no koay npurnaweHus (QR-koay)

openapi: "3.0.2"

info:
title: PermcTpalumsa yCTPOMCTRBA MO KOOy OpurJjameHus (QR-xkomy)
version: "1.0"
#CooTBEeTCTBYET BCEM NpPEenbsBJIEHHEM TpeBOoBaHMUAM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/code/{code}:
parameters:
- name: code
in: path
description: Kon npurjameHMus
required: true
schema:
type: string
maxLength: 50
- name: User-Agent
in: header
description: VOeHTHUQMKATOP NPUIIOXEHUI
required: true
schema:
type: string
example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.116
Mobile Safari/537.36

options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:




type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
content:
application/json:
schema:
{}

description: HacTpo¥ky MOHMTOPA

400:
description: Bad request




content:
application/json:

schema:
Sref: '../components/schemas/co error box
550:
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co _error box
474 :
description: ServerError
content:
application/json:
schema:
$ref: '../components/schemas/co_error box
480:
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co _error box
473:
description: ServerError
content:
application/json:
schema:
Sref: '../components/schemas/co error box
576:
description: ServerError
content:
application/json:
schema:

Sref: '../components/schemas/co _error box

.json'

.Jjson'

.Jjson'

.json'

.json'

.Jjson'




Pernctpauus no IMEI

openapi: 3.0.2

info:
title: PermcTpaumsa no IMEI
version: "1.0"

#CooTBEeTCTBYEeT BCEM MNPEenbSBJIEHHEIM TPeOOBaHMUSIM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/imei/{imei value}:
parameters:
- name: imei value
in: path
required: true
schema:
type: integer

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:

schema:




type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
responses:
200:
description: OOBEKT MOHMKTOPA
content:
application/json:
schema:
{}
475:
description: HoMep kxowMmmjiekTa ojs 5ToTo IMEI He HaMzeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
550:
description: JMcuepnaHO KOJMYECTBO JIMUILIEH3UN
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:

description: HeoxmnanHas ommOkxa Bl




content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

Peructpauusa no noruHy n naponto LDAP

openapi: "3.0.2"

info:
title: PermcrTpaumsa IO JIOIMHY M Hnapojo LDAP
version: "1.0"
#CooTBeTCTBYEeT BCEM MNPEIObSABJIEHHEM TPeBOBaAHMUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/enroll/1ldap:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




content:
text/html:
schema:
type: string

post:
parameters:
- name: Content-Type
in: header
description: Tun comepXuMoIo
required: true
schema:
type: string
requestBody:
description: JlormH M mapoJjyib B json
content:
application/json:
schema:
Sref: '../components/schemas/v2 enroll ldap.json'
example:
{"login": "my login", "password": "my password"}
responses:
200:
content:
application/json:
schema:
{}
description: OOBEeKT MOHMKTOPA
420:
description: HeBepHEIT 3amnpoc
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
477 :
description: IIpeBHIIEHO MAKCUMAJBHOE UMCJIO IIOIMNBTOK BXOIa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

478 :




description: Ommbka ayTeHTuUbMkaUUM WiIK dopMaTa ayTeHTudukaumm LDAP
content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'
479:
description: He HaMIeH JIOTMH MJIM [1apoOJib
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
511:

description: HeT coemmHeHMNS C CEepBEpPOM ayTeHTubMKalUUU
content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'
550:
description: McuepnaHO KOJMUYECTBO JIMUILIEH3UN
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:
description: HeoxmpmanHasa ommOka B]l
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




3anpoc nonb30BaTesIbCKOro cornaweHuns

openapi: "3.0.2"

info:
title: 3anpoc NOJIBL30BATENIBCKOTO COTJIAMEHMUS
version: "1.0"

#CooTBEeTCTBYET BCEM NpPEenbsBJIEHHEM TpeBoBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/user agreement:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:




schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
responses:
200:
description: TexcT NOJBL30BATEJLECKOT'O COTIJIALIEHMUS
content:
application/json:
schema:
{}
example: 1. HacTosmee coIJlalleHME DPEeTyJMPyeT OTHOWEHMS Mexay BaHkoM u IloJIb30BaTesIeM.
575:
description: I[lonmp30BaTENIBCKOE COTJIAIIEHME HE HaMIEHO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:
description: Unexpected database error
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: Ilosb30BaTENILCKOE COTIJIAIEHME HE MCIIOJIb3YyeTCs
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




Pernctpauus no ngeHtudmkaTopam

openapi: "3.0.2"

info:
title: PermcTpaumsa mo mMAOeHTUOUKATOPAM
version: "1.0"

#CooTBeTCTBYEeT BCEM MPEIbABJICHHEM TPeBOBAHMAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v3/enroll/identifiers:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
post:

parameters:
- name: Content-Type
in: header
description: Tun comepXuMoOIO
required: true
schema:
type: string
example: application/json




requestBody:
description: Cnmcok MIeHTHUGMKATOPOB B json (IMEI, CEepUMHMKM M T.I.)
content:
application/json:

schema:
Sref: '../components/schemas/v3 enroll identifiers.json'
responses:
200:
description: Hactpomkm MoHMTOpa (json) B Body
content:
application/json:
schema:
{}
412:
description: Precondition Failed, Content-Type must be application/json
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
420:
description: IlepeznmaHH NyCTBEE IapaMeTpPE
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
550:
description: KoamuecTBO JMLEH3MM MCUepIaHO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:
description: HeoxmnarnHasa ommOka Bl
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




Onucaxnue API MDM 8.1
JSON-schema Draft-07 (SOWA)

poyT

HanMeHoBaHue

api/vi/events

YHuBepcanbHoe cobbiTne

PREVIOUS api/v1/events

YHuBepcanbHoe cobbiTe (YEpPHOBMK)

api/v2/applist

COO6LLI,eHI/1€ 00 YCTAHOBJ1EHHbIX MPUITOXKEHUAX

api/v2/queue Ouepeab

api/v2/store/apps/{app_uid}

OTMEeTUTbL NPUNOXEHNe AN YCTAHOBKM UK yaaneHus m3a store

"error": "message"}

KoHTelnHep ans owmnoku

training.xsd

TectoBoe onucaHue plist

OpenAPI 3.0.2 (Swagger)

api_v1

poyT

HanmveHoBaHue

api/v1/downloads/{app id}

3arpyska npunoxeHus

api/vi/events

YHuBepcanbHo cobbiTne

api/v1/monitor_update config/{deploy location}

OGHoBMEHe MOHUTOPA

/monitor

YnpaeneHne MoHutopom iOS

/mdm Hoknag iOS-ycTponcTBa

levents CobcTBeHHbI MoHTOp HUMCOKB
[api/v2/safelife/profile Mony4ynTb CTpOKy nonutuk no kit _id
/check/mdm/above/4/6 CnyxebHoe API ana moHutopa iOS

/api/v1/apps/manifest/<app uid>

3anpoc nHgopmaLmnmn 0 JOBEPEHHOM MPUIOXKEHU

/api/v1/mtls _scep config

MonyyeHune HacTpoek SCEP




api_v2

poyT

HanMeHoBaHue

api/v2/store/apps

Cnvcok npunoxeHum

api/v2/store/apps/{app_uid}

OTMEeTUTb NPUNOXEHWe AN YCTAHOBKM UK yaaneHus ua store

api/v2/store/images/{app_id}

ﬂonyqume MKOHKK NO HOMEPY MNMpUiioxeHud

api/v2/android/settings

3anpoc 06bekTa HacTpoeK MoHMTOopa

api/v2/app_config/{config id}/version/{version}

3anpoc KoHGUrypauumn npunoxeHums

api/v2/app_rule/{app_rule _id}/version/{version}

3anpoc MyT

api/v2/applist

CoobLleHne 06 yCTaHOBAEHHbLIX NPUNOXKEHUAX

api/v2/assignment_references

3anpoc cnucka HasHa4YeHnn

api/v2/get/icon/{app _id}

3anpoc MKOHKU MPUINoXxeHumA

api/v2/profiles/{profile _id}/version/{version}

3anpoc npoduna ycTponcTea

api/v2/queue Ouepeab

api/v2/send_file/{task _id}/{checksum} Mony4yeHue canna

api/v2/substitutions 3anpoc cn1cka NnogcTaHoOBOK
api_v3

poyTt HanMeHoBaHue

api/v3/app_rule/{app_rule _id}/version/{version} 3anpoc MyT

api/v3/get/icon/{ico_id}

3anpoc MKOHKK NO HOMEPY

api/v3/assignment_references

3anpoc cn1cka HasHa4YeHnn

api_v4
poyT HauMeHoBaHue
api/v4/app_rule/{app_rule id}/version/{version} 3anpoc MyT




OnucaHune komnoHeHToB API MDM

YHMBepcaﬂbHOECOGbWMe

{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/vl/events",
"Scomment": "CoOTBeTCTBYyeT BCeM IpPenbsBJIeHHEM TpeboBaHuaMm",
"description": "Content-Type: application/json;charset=UTF-8, X-MCC-ID: <long: kit id»",
"type": "array",
"items": {
"type": "object",
"required": ["timestamp", "event"],
"properties™: {

"channel": {"enum": ["MDM", "SS"]},

"timestamp": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"event": {"type": "object", "required": ["event format version", "event code"],
"properties": {
"serializedType": {"type": "string", "minLength": 0, "maxLength": 255, "example": ["EventAppInstall"]},
"event format version": {"type": "integer", "minimum": 1, "maximum": 3},
"event code": {"type": "integer", "minimum": 1, "maximum": 254},
"event uuid": {"anyOf": [
{"type": "string", "minLength": 36, "maxLength": 36, "example": ["123e4567-e89b-12d3-a456-426655440000"1]1},
{thpeu: "null"}] },
"container": {"type": "boolean"},
"container type": {"enum": ["samsung knox", "android work profile"]},
"error code": {"type": "integer", "minimum": -10000000000, "maximum": 80000},
"error details": {"type": "string", "minLength": 0, "maxLength": 511},
"error type": {"type": "string", "minLength": 0, "maxLength": 511},
"datetime old": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2018-09-13 06:57:32.0
UTC+03:00"1},
"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07:45:14.0 UTC-
02:00"1},

"locked by": {
"type": "array",




"items": {"enum": ["command", "policy", "password", "kiosk"]}, "additionalltems": false
bo
"old sim": {
"type": "object",
"properties": {
"ICCID": {"type": "string", "minLength": 0, "maxLength": 255},
"IMSI": {"type": "string", "minLength": 0, "maxLength": 255},
"phone": {"type": "string", "minLength": 0, "maxLength": 255}
bo
"additionalProperties": false
bo
"new_sim": {
"type": "object",
"properties": {
"ICCID": {"type": "string", "minLength": 0, "maxLength": 255},
"IMSI": {"type": "string", "minLength": 0, "maxLength": 255},
"phone": {"type": "string", "minLength": 0, "maxLength": 255}
by
"additionalProperties": false
by
"need block mob": {"type": "boolean"},
"profile type": {"type": "string", "minLength": 0, "maxLength": 511},
"profile": {
"type": "object",
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64}
by
"additionalProperties": false
by
"application configuration version": {
"type": "object",
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128},
"container": {"type": "boolean"}

by

"additionalProperties":

false




by

"substitutions version": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"substitution key": {"type": "string", "minLength": 0, "maxLength": 511},

"policy name": {"type": "string", "minLength": 0, "maxLength": 511},

"policy value": {"anyOf": [

{"type": "boolean"},
{"type": "integer", "minimum": 1, "maximum": 2147483647},
{"type": "string", "minLength": 1, "maxLength": 511},
{"type": "array", "items": {"type": "boolean"}, "additionallItems": false},
{"type": "array", "items": {"type": "integer", "minimum": 1, "maximum": 2147483647}, "additionalItems":
false},
{"type": "array", "items": {"type": "string", "minLength": 1, "maxLength": 511}, "additionalItems": false},
{ "type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {

"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},

"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
b
{ "type" . "object" ,
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": "array",
"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {

"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by




s

"additionalProperties":

by
"additionalItems":

}

false

s

"additionalProperties": false

false

"type": "object",
"required": ["type", "connection", "challenge"],
"properties": {
"type": {"enum": ["ScepServerConfig"l]},
"subjectName": {"type": "string", "minLength": 0, "maxLength": 511},
"challenge": {"type": "string", "minLength": 0, "maxLength": 511},
"keySize": {"type": "integer","minimum": 1, "maximum": 2147483647},
"encryptionAlgorithm": {"type": "string", "minLength": 0, "maxLength": 511},
"pollingAttempts": {"type": "integer","minimum": 1, "maximum": 2147483647},
"pollingTimeoutMinutes”: {"type": "integer","minimum": 1, "maximum": 2147483647},
"connection":
{ "type" . "object",
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": uarrayn,
"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
by
"additionalItems": false
}
by
"additionalProperties": false

}




by
"additionalProperties": false

by

{thpe": "array",

"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
s
"additionalItems": false
by
{thpeu: narrayn,
"items": {
thpeu: "object",
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"password": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": "array",
"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},
"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
br
"additionalProperties": false

by

"additionalItems": false




by
"additionalProperties": false

by

"additionalItems": false
bo
{"type": "array",
"items": {
"type": "object",
"required": ["type", "connection", "challenge"],
"properties": {
"type": {"enum": ["ScepServerConfig"l]},
"subjectName": {"type": "string", "minLength": 0, "maxLength": 511},
"challenge": {"type": "string", "minLength": 0, "maxLength": 511},
"keySize": {"type": "integer","minimum": 1, "maximum": 2147483647},
"encryptionAlgorithm": {"type": "string", "minLength": 0, "maxLength": 511},
"pollingAttempts": {"type": "integer","minimum": 1, "maximum": 2147483647},
"pollingTimeoutMinutes”: {"type": "integer","minimum": 1, "maximum": 2147483647},
"connection":
{ "type" . "object",
"required": ["type", "serverUrl"],
"properties": {
"type": {"enum": ["ServerConnection"]},
"serverUrl": {"type": "string", "minLength": 0, "maxLength": 511},
"certificates": {
"type": uarrayn,
"items": {
"type": "object",
"required": ["type", "fileFormat", "certificate"],
"properties": {
"type": {"enum": ["Certificate"]},

"fileFormat": {"enum": ["PEM", "PKCS12"]},
"certificate": {"type": "string", "minLength": 0, "maxLength": 8192},
"password": {"type": "string", "minLength": 0, "maxLength": 511}
by
"additionalProperties": false
by
"additionalItems": false
}
by
"additionalProperties": false

}




by
"additionalProperties": false

by

"additionalItems": false
}
1},
"policy id": {"type": "string", "minLength": 1, "maxLength": 511},
"application setting value": {"type": "string", "minLength": 0, "maxLength": 511},
"application setting key": {"type": "string", "minLength": 0, "maxLength": 511},

"app rule": {

"type" : "object" ,
"properties": {
"aek": {"type": "integer","minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128}
s
"additionalProperties": false
by
"network type": {"enum": ["cellular", "wifi", "ethernet", "other"]},
"ip address": {"type": "string", "minLength": 7, "maxLength": 32},
"details": {"type": "string", "minLength": 0, "maxLength": 511},
"assignment entity": {
"type": llobject",
"properties": {
"type": {"enum": ["profile", "app cfg", "app rule"]},
"aek": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 128}
b
"additionalProperties": false

}y

"app uid": {"anyOf": [
{"enum": ["profile", "app cfg", "app rule"]},
{"type": "null"}]l},

"object type": {"enum": ["APP", "FILE"]},

"file path": {"anyOf": [




{"type": "string", "minLength": 0, "maxLength": 511},

{"type": "null"}]l},
"app_admin": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"app in container": {"type": "boolean"},
"threat name": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}]l},

"threat type": {"enum": ["ADWARE", "MALWARE", "RISKWARE", "TROJAN BANKER", "UDS MALWARE", "UDS PHISHING"]},
"security level": {"enum": ["LOW", "MEDIUM", "HIGH", "INFO"]},

"protect status": {"enum": ["on", "threats not eliminated", "off", "av not installed"]},
"part": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"data":

"type": "object",

"properties": {

"LocationCollectionStatus": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254, "examples": ["profile not assigned"]},
{thpen: "null"}] }’

"AVDBUpdateDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"EnrollmentSpecificId": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "HUll"}] },

"PasswordTokenStatus": {"anyOf": [
{"enum": ["unsupported", "active", "inactive"]},
{"type": "null"}] },

"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},

"ConnectionType": {"anyOf": [
{"enum": ["GPRS", "OTHER", "not defined"]},

{"type": "null"} 1 1},
"SIMOwnership": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}l},
"RoamingState": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},

{thpe": llnull"}] },




"IMSI"™:
{"type":
{ "type" .
"ICCID":
{"type":
{"type":

"PhoneNumber":

{thpen:
{thpen:

{"anyOf": [

"string",
"null"}1},

{"anyOf": [

"string",
"null"}]},

"string",
"null"}1},

"HomeCarrierNetwork":

{"type":
{"type":
"HomeMCC" :
{"type":
{"type":
"HomeMNC" :
{ thpe" H
{"type":

"DeviceType":

{"enum" :
{ thpe" .

"DeviceModel":

{"type":
{"type":

"string",
"null"}]},
{"anyOf":
"integer",
"null"} ]
{"anyOf":
"integer",
"null"™} ]

["Smartphone",

"null"} ]

"string",
"null"}1},

"IMEI": {"anyOf": [

{"type":
{"type":

"string",
"null"}1},

"UDID": {"anyOf": [

{"type":
{ "type" .

"SerialNumber":

{ "type" .
{"type":

"ContainerType":

{"enum" :
{"type":
"Platform":
{"enum" :
{"type":
"Version":
{"type":
{"type":

"string",
"null"}1},

"string",

"null"} ]},

"null"}1},
{"anyOf":

["iPhone 0OS",

"null"}]1},
{"anyOf":
"string",
"null"}]},

{"anyOf": [

{"anyOf": [

"minLength": O,
"minLength": O,
"minLength": 0,
{"anyOf": [
"minLength": 0,
[
"minimum": O,
}y
[
"minimum": O,
by

"Tablet",

s

{"anyOf": [

"minLength":

"minLength":

"minLength":

{"anyOf": [

"minLength":

{"anyOf": [
["samsung_knox",

[

[

"minLength":

0,

0,

"Android",

0,

"maxLength":

"maxLength":

"maxLength":

"maxLength":

"maximum" :

"maximum" :

"Other",

"maxLength":

"maxLength":

"maxLength":

"maxLength":

"android work profile",

"Tizen",

"maxLength":

"Sailfishos",

2541,

2541,

2544},

2541,

9223372036854775807},

9223372036854775807},

"Gardliner"]},

254},

254},

2541,

254},

unoneu]},

25441,

"Guardliner",

"AuroraOS"]},




"DeviceOwnership": {"anyOf": [
{"enum": ["Corporate", "Personal", "None"]},
{"type": "null"}] },
"MonitorVersion": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},
"DOPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"DAPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"POPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}l},
"KNOXPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"KNOXPremiumPrivilege": {"anyOf": [
{"type": "boolean"},
{thpe": "null"}] }’
"SYSTEMPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"IP": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },
"Supervised": {"anyOf": [
{"type": "boolean"},
{"type": "null"}] },
"KioskMode": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"PasswordPresent": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"AVProtection": {"anyOf": [
{"enum": ["on", "off", "threats not eliminated", "av _not installed"]},
{"type": "null"}]},
"AVDBUpdatyDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"]},
{"type": "null"}]},




"LastScanAV": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"]},
{"type": vvnullu}] },
"WiFiMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"BluetoothMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]l},
"AvailableRAM": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"AvailableSpace": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] 1},
"IsCloudBackupEnabled": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"MobileOperatorName": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{thpen: "null"}] }’
"CurrentMCC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"CurrentMNC": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "HUll"} ] },
"iTunesStoreAccountHash": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },

"StorageEncrypted": {"anyOf": [
{"enum": ["Unsupported", "Full disk", "File based"]l},

{"type": "null"}]},
"IsLocationEnabled": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"IsLostModeEnabled": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"PasscodeCompliant": {"anyOf": [
{"type": "boolean"},

{thpe": "null"}] },




"PasscodeCompliantWithProfiles": {"anyOf": [
{"type": "boolean"},
{"type": "null"}] },

"AndroidAPILevel": {"anyOf": [

{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},

"KNOXAPIVersion": {"anyOf": [

{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] 1},

"ScreenHeight": {"anyOf": [

{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} ] },
"ScreenWidth": {"anyOf": [
{"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
{"type": "null"} 1 },
"SecurityPatchLevel": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{thpen: "null"}]},
"OSArchitecture": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1l},

"ManagementStrategy": {"anyOf": [

{"enum": ["personal work profile management","corporate work profile management",
"device management", "device management knox", "device and knox container management"]},
{"type": "null"}1},

"LinuxDistribution": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },

"LinuxKernelVersion": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"LinuxDistributionVersion": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]}

b

"additionalProperties": false

by

"token": {"type": "string", "minLength": 8, "maxLength": 511},




"appS" : {

"type": uarrayn,
"items":
{
"type": "object",
"properties": {
"uyid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": { "type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},
"enabled": {"type": "boolean"},
"reputation": {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},
"is threat": {"type": "boolean"},
"can uninstall": {"type": "boolean"}
}y
"additionalProperties": false
by
"additionalItems": false
by
"iccid": {"type": "string", "minLength": 19, "maxLength": 19},
"imsi": {"type": "string", "minLength": 15, "maxLength": 15},
"server type": {"enum": ["MDMServer", "SocketServer", "SCEPServer"]},
"server url": {"type": "string", "minLength": 0, "maxLength": 511},
"time": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"time zone minutes": {"type": "integer", "minimum": -720, "maximum": 840},
"horizontal accuracy meters": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"latitude": {"type": "number", "minimum": -90, "maximum": 90},
"longitude": {"type": "number", "minimum": -180, "maximum": 180},

"provider": {"anyOf": [
{"enum": ["GPS", "NETWORK", "FUSED", "PASSIVE"]},

{"type": "null"}]},
"app": {
"type": "object",
"properties": {
"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": {"type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},

"type": {"enum": ["corporate", "incorporate"]},




"enabled": {"enum": [0, 1]},
"can disable": {"enum": [0, 1]},
"can delete": {"enum": [0, 1]},
"is managed": {"enum": [0, 1]},
"reputation": {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},
"is threat": {"enum": [0, 1]},
"datetime old": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2018-09-13 06:57:32.0
UTC+03:00"1},
"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07:45:14.0
UTC-02:00"1},
"locked by": {
"type": "array",
"items": {
"enum": ["command", "policy", "password", "kiosk"]
}y
"additionalItems": false
}
by
"additionalProperties": false
}
by
"additionalProperties": false
}
s
"additionalProperties": false
}y
"additionalItems": false
}
YHuBepcanbHoe cobbiTue (YepHOBMK)
{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/vl/events",
"Scomment": "CoOTBeTCTBYyeT BCeM IpPenbsBJIeHHEM TpeboBaHuaMm",
"description”: "Content-Type: application/json;charset=UTF-8, X-MCC-ID: <long: kit id»",
"type": "array",
"items": {




"type": "object",
"required": ["timestamp", "event"],
"properties": {

"channel”": {"enum": ["MDM", "SS"]},

"timestamp": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"event": {"type": "object", "required": ["event format version", "event code"],
"properties": {
"serializedType": {"type": "string", "minLength": 0, "maxLength": 255, "example": ["EventAppInstall"]},
"event format version": {"type": "integer", "minimum": 1, "maximum": 3},
"event code": {"type": "integer", "minimum": 1, "maximum": 254},
"event uuid": {"anyOf": [
{"type": "string", "minLength": 36, "maxLength": 36, "example": ["123e4567-e89b-12d3-a456-426655440000"]1},
{thpeH: "null"}]},
"container": {"type": "boolean"},
"container type": {"enum": ["samsung knox", "android work profile"]},
"error code": {"type": "integer", "minimum": -10000000000, "maximum": 80000},
"error details": {"type": "string", "minLength": 0, "maxLength": 511},
"error type": {"type": "string", "minLength": 0, "maxLength": 511},
"datetime old": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2018-09-13 06:57:32.0
UTC+03:00"1},
"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07:45:14.0 UTC-
02:00"1},
"locked by": {
"type": narrayn,
"items": {"enum": ["command", "policy", "password", "kiosk"]}, "additionalItems": false
by
"profile type": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"profile": {
"type": "object",
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64}

by

"additionalProperties": false

}y




"application configuration version": {

"type" . "Obj ect" ,
"properties": {
"aek": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128},
"container": {"type": "boolean"}
by
"additionalProperties": false
b
"substitutions version": {"type": "integer", "minimum": 1, "maximum": 2147483647},
"substitution key": {"type": "string", "minLength": 0, "maxLength": 511},
"policy name": {"type": "string", "minLength": 0, "maxLength": 511},
"policy value": {},

"policy id": {},

"application setting value": {"type": "string", "minLength": 0, "maxLength": 511},
"application setting key": {"type": "string", "minLength": 0, "maxLength": 511},

"app_ rule": {

"type": "object",
"properties": {
"aek": {"type": "integer","minimum": 1, "maximum": 2147483647},
"checksum": {"type": "string", "minLength": 0, "maxLength": 64},
"uid": {"type": "string", "minLength": 0, "maxLength": 128}
bo
"additionalProperties": false
by
"network type": {"enum": ["cellular", "wifi", "ethernet", "other"]},
"ip address": {"type": "string", "minLength": 7, "maxLength": 32},
"details": {"type": "string", "minLength": 0, "maxLength": 511},
"assignment entity": {
"type": "object",
"properties": {
"type": {"enum": ["profile", "app cfg", "app rule"]},
"aek": {"type": "integer", "minimum": 0, "maximum": 2147483647},

"checksum": {"type": "string", "minLength": 0, "maxLength": 128}




by
"additionalProperties": false

by

"app uid": {"anyOf": [
{"enum": ["profile", "app cfg", "app rule"]},
{"typell: llnullll}] },

"object type": {"enum": ["APP", "FILE"]},

"file path": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}]},

"app admin": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},

"app in container": {"type": "boolean"},

"threat name": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 511},
{"type": "null"}]},

"threat type": {"enum": ["ADWARE", "MALWARE", "RISKWARE", "TROJAN BANKER", "UDS MALWARE", "UDS PHISHING"]},
"security level": {"enum": ["LOW", "MEDIUM", "HIGH", "INFO"]},

"protect status": {"enum": ["on", "threats not eliminated", "off", "av_not installed"]},
"part": {"type": "integer", "minimum": 1, "maximum": 6},
"data": {

"type": "object",

"properties": {

"LocationCollectionStatus": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254, "examples": ["profile not assigned"]},
{"type": "null"}] },

"AVDBUpdateDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}1},

"EnrollmentSpecificId": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]l},

"PasswordTokenStatus": {"anyOf": [
{"enum": ["unsupported", "active", "inactive"]},
{"type": "null"}]l},

"KNOXAvailable": {"anyOf": [
{"type": "boolean"},

{thpe": "null"}] },




"SIMOwnership":

{"type"
{ "type"

"RoamingState":

{"type"
{utypen
"IMSI"™: {

{thpen:

{"type"
"ICCID":

{"type"

{"type"

"PhoneNumber":

{thpen
{ "type"

"HomeCarrierNetwork":
{thpe":
{"type":

"HomeMCC" :
{thpe":
{thpe":

"HomeMNC" :
{"type":
{"type":

"DeviceType":

{uenumn

{"type":
"DeviceModel":
{"typell:
{"type":

"IMEI": {

{ "type" .
{"type":

"UDID": {

{ "type" :
{ "type" :
"SerialNumber":

{"type"
{"type"

"ContainerType":

{nenumn
{"type"

{"anyOf": [

: "string", "minLength":
: "null"}il},

{"anyOf": [

: "string", "minLength":
: "null"}ly},
"anyOf": [
"string",
: "null"}l},
{"anyOf": [
: "string",
: "null"}l},
{"anyOf": [

: "string", "minLength":
: "null"}l},

"minLength":

"minLength":

{"anyOf": [
"string", "minLength":
"null"}]1},

{"anyOf": [

"integer", "minimum":
"null"} 1 },

{"anyOf": [

"integer", "minimum":
"null"} 1 },
{"anyOf": [
: ["Smartphone",
"null"} 1 1},
{"anyOf": [
"string", "minLength":
"null"}1},
"anyOf": [
"string",
"null"}]},
"anyOf": [
"string",
"null"}1},
{"anyOf": [

: "string", "minLength":
: "null"}l},
{"anyOf": [
: ["samsung_ knox",
: "null"}l},

"minLength":

"minLength":

"Tablet",

0, "maxLength":

0, "maxLength":

0, "maxLength":

0, "maxLength":

0, "maxLength":

0, "maxLength":

1, "maximum":

1, "maximum":

"Other",

0, "maxLength":

0, "maxLength":

0, "maxLength":

0, "maxLength":

"android work profile",

2541,

2541,

2544},

2541,

2541,

2541,

9223372036854775807},

9223372036854775807},

"Gardliner"]},

2541,

254},

2541},

2541,

"none"]},




"Platform": {"anyOf": [
{"enum": ["iPhone 0OS", "Android",
{"type": "null"}]},
"Version": {"anyOf": [
{"type": "string", "minLength": O,
{"type": "null"}1},
"DeviceOwnership": {"anyOf": [
{"enum": ["Corporate", "Personal",
{"type": "null"}]l},
"MonitorVersion": {"anyOf": [
{"type": "string", "minLength": O,
{"type": "null"}]},
"DOPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"DAPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"POPrivilege": {"anyOf": [
{"type": "boolean"},
{thpen: "null"}]},
"KNOXPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"KNOXPremiumPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},
"SYSTEMPrivilege": {"anyOf": [
{"type": "boolean"},
{"type": "null"}] },
"IP": {"anyOf": [
{"type": "string", "minLength": O,
{"type": "null"}1},
"Supervised": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"KioskMode": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"PasswordPresent": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]},

"Tizen", "SailfishOS",

"maxLength":

"None"}},

"maxLength":

"maxLength":

2541,

2541,

254},

"Guardliner",

"AuroraOS"]},




"AVProtection": {"anyOf": [
{"enum": ["on", "off", "threats not eliminated", "av _not installed"]},
{"type": "null"}]},
"AVDBUpdatyDate": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"1},
{"type": "null"}]},
"LastScanAV": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 32, "example": ["2017-11-14 07:45"1},
{"type": "null"}]l},
"WiFiMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"BluetoothMAC": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},
"AvailableRAM": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"AvailableSpace": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},

{thpe": "null"} ] }’
"IsCloudBackupEnabled":

{"anyOf": [

{"type": "boolean"},
{"type": "null"}1},
"MobileOperatorName": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },
"CurrentMCC": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"CurrentMNC": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"iTunesStoreAccountHash": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]l},
"StorageEncrypted": {"anyOf": [
{"enum": ["Unsupported", "Full disk", "File based"]},
{"type": "null"}]},
"IsLocationEnabled": {"anyOf": [
{"type": "boolean"},

{thpe": "null"}] },




"IsLostModeEnabled": {"anyOf": [

{"type": "boolean"},
{"type": "null"}] },
"PasscodeCompliant": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"PasscodeCompliantWithProfiles": {"anyOf": [
{"type": "boolean"},
{"type": "null"}]l},
"AndroidAPILevel": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"KNOXAvailable": {"anyOf": [
{"type": "boolean"},
{"type": "null"}1},
"KNOXAPIVersion": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"ScreenHeight": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{thpen: "null"} ] }’
"ScreenWidth": {"anyOf": [
{"type": "integer", "minimum": 1, "maximum": 9223372036854775807},
{"type": "null"} ] },
"SecurityPatchLevel”: {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "HUll"}]},
"OSArchitecture": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}] },
"ManagementStrategy": {"anyOf": [
{"enum": ["personal work profile management","corporate work profile management",

"device management", "device management knox", "device and knox container management"]},
{lltypell: llnull"}] },

"LinuxDistribution": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]},

"LinuxKernelVersion": {"anyOf": [
{"type": "string", "minLength": 0, "maxLength": 254},
{"type": "null"}]l},

"LinuxDistributionVersion": {"anyOf": [

{"type": "string", "minLength": 0, "maxLength": 254},




{"type": "null"}] }
s

"additionalProperties": false
by
"token": {"type": "string", "minLength": 8, "maxLength": 511},
"apps": {
"type": "array",
"items":
{
"type": "object",
"properties": {
"uid": {"type": "string", "minLength": 0, "maxLength": 511},
"name": { "type": "string", "minLength": 0, "maxLength": 511},
"version code": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"version name": {"type": "string", "minLength": 0, "maxLength": 511},

"enabled": {"type": "boolean"},
"reputation": {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},

"is threat": {"type": "boolean"}
s

"additionalProperties": false
by
"additionalIltems": false

}y

"iccid": {"type": "string", "minLength": 19, "maxLength": 19},
"imsi": {"type": "string", "minLength": 15, "maxLength": 15},
"server type": {"enum": ["MDMServer", "SocketServer", "SCEPServer"]},
"server url": {"type": "string", "minLength": 0, "maxLength": 511},
"time": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"time zone minutes": {"type": "integer", "minimum": -720, "maximum": 840},
"horizontal accuracy meters": {"type": "integer", "minimum": 0, "maximum": 2147483647},
"latitude": {"type": "number", "minimum": -90, "maximum": 90},
"longitude": {"type": "number", "minimum": -180, "maximum": 180},
"provider": {"anyOf": [

{"enum": ["GPS", "NETWORK", "FUSED", "PASSIVE"]},

{"type": "null"}]},
"app": |

"type": "object",

"properties": {




"uid": {"type": "string", "minLength": 0, "maxLength": 511},

"name": {"type": "string", "minLength": 0, "maxLength": 511},

"version code": {"type": "integer", "minimum": 1, "maximum": 2147483647},

"version name": {"type": "string", "minLength": 0, "maxLength": 511},

"type": {"enum": ["corporate", "incorporate"l]},

"enabled": {"enum": [0, 1]},

"can disable": {"enum": [0, 1]},

"can delete": {"enum": [0, 1]},

"is managed": {"enum": [0, 1]},

"reputation": {"enum": ["SYSTEM", "TRUSTED", "UNKNOWN", "UNTRUSTED"]},

"is threat": {"enum": [0, 1]},

"datetime old": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2018-09-13 06:57:32.0
UTC+03:00"]11},

"datetime new": {"type": "string", "minLength": 16, "maxLength": 40, "example": ["2017-11-14 07:45:14.0

UTC-02:00"1},

"locked by": {

"type": "array",
"items": {
"enum": ["command", "policy", "password", "kiosk"]
br
"additionalItems": false
}
by
"additionalProperties": false
}
by
"additionalProperties": false
}
by
"additionalProperties": false

y

"additionalItems": false




CoobuweHne 06 ycTaHOBMEHHbIX MPUNOXEHUAX

{

by

"additionalProperties":

by

"additionalIltems":

false

false

"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/applist",
"Scomment": "CoOOTBEeTCTBYyeT BCEM IpPEenObsBJIEHHEM TpeboBaHuMAM",
"description": "X-MCC-ID: <long: kit id»",
"type": "object",
"required": ["appsDevice", "appsContainer"],
"properties": {
"appsDevice": {
"type": "array",
"items": {
"type": "object",
"required": ["uid", "title", "versionName", "versionCode", "enabled"],
"properties": {
"uid": {"type": "string", "minLength": 1, "maxLength": 256},
"title": {"type": "string", "minLength": 1, "maxLength": 256},
"versionName": {"type": "string", "minLength": 1, "maxLength": 256},
"versionCode": {"type": "string", "minLength": 1, "maxLength": 256},
"enabled": {"type": "boolean"}
}y
"additionalProperties": false
y
"additionalItems": false
}y
"appsContainer": {
"type": "array",
"items": |
"type": "object",
"required": ["uid", "title", "versionName", "versionCode", "enabled"],
"properties": {
"uid": {"type": "string", "minLength": 1, "maxLength": 256},
"title": {"type": "string", "minLength": 1, "maxLength": 256},
"versionName": {"type": "string", "minLength": 1, "maxLength": 256},
"versionCode": {"type": "string", "minLength": 1, "maxLength": 256},
"enabled": {"type": "boolean"}




by
"additionalProperties": false

Ouepenb
{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/api/v2/queue",
"Scomment": "COOTBETCTBYyeT BCEM IpPEeIObsBJIEHHEM TpeboBaHuaAM",
"description": "X-MCC-ID: <long: kit id»",
"type": "array",
"items":
{
"type": "object",
"required": ["timestamp", "result", "id"],
"properties": {
"timestamp": {"type": "integer", "minimum": 0, "maximum": 9223372036854775807},
"result": {"type": "integer", "minimum": -2147483647, "maximum": 2147483647},
"id": {"type": "string", "minLength": 1, "maxLength": 128},
"error": {"type": "string", "minLength": 1, "maxLength": 1024}
}y
"additionalProperties": false

s

"additionalItems": false




OTmMeTnTbL npunoXxeHune Ansl yCtaHOBKWU Unu yaaneHus u3 store

{
"Sschema": "http://json-schema.org/draft-07/schema#",
"title": "/store/apps/<app_ uid>",
"Scomment": "COOTBETCTBYyeT BCEeM IpPeObsBJIEHHEM TpeboBaHuaAM",
"description": "Content-Type: application/json",
"type": "object",
"properties": {
"user install": {"type": "boolean"},
"is container": {"type": "boolean"}
bo
"additionalProperties": false

TecTtoBOe onucaHue plist

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="plist">
<xs:complexType>
<xs:sequence>
<xs:element name="dict">
<xs:complexType>
<xs:choice maxOccurs="unbounded" minOccurs="0">
<xs:element type="xs:string" name="key"/>
<xs:element type="xs:string" name="string"/>
</xs:choice>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute type="xs:float" name="version"/>
</xs:complexType>
</xs:element>
</xs:schema>




3arpyska npunoxeHus

openapi: "3.0.2"

info:

title: 3arpyska OPUIIOXEHUS

version: "1.0"

#CooTBEeTCTBYET BCEM MNpPelbsBJIEHHHM TpeboBaHUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/vl/downloads/{app id}:
parameters:
- name: app_ id
in: path
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: X-MCC-ID
in: header
description: MoeHTuUPMKATOP YyCTPOMCTBa
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
get:
responses:
200:
content:

application/octet-stream:
example: file bytes stream
description: IMcTpubyTUB KOPIOPATUBHOTO NPMIIOXeHMS /static/filename.apk

# orserer mo kit id
400:
description: Bad request He mnepezmaH HOMEP KOMILJIEKTA
content:
application/json:




schema:

Sref: '../components/schemas/co error box.json'
475:
description: Bad request HOMep KOMILJIEKTa He HaWIEeH, HET NPWUJIOXEHMS, NPUJIOXKeHMe He nonnepxmupaercs OC KOMIJIEeKTa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string




Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

O6GHoOBRNEHNe MOHUTOpA

openapi: "3.0.2"

info:
title: OOHOBJIEHME MOHUTOPA
version: "1.0"

#CooTBeTCTBYyeT BCEeM MNPEeNbsIBJIEHHEM TPeBGOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v1l/monitor update config/{deploy location}:
parameters:
- name: deploy location
in: path
description: YCTpOMCTBO MIM KOHTEMHEP
required: true
schema:
type: string
enum:
- device
- container
- name: X-MCC-ID
in: header
description: MmeHTudMKaTOp YCTPOMCTBAa
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807




get:
responses:
200:
content:
application/json:
schema:
{}

description: Korndurypaums MOHMTOPA

# orBerm mo kit id

475:
description: Bad request
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

YnpaBneHue MoHutopom iOS

openapi: 3.0.2

info:
title: VYmnpamBjenue ycTporcrTBamMmu 10S - uepes coOOCTBEHHB MOHUTOP HUMCOKB
version: "1.0"

#CoorBeTcTByeT TpeboBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/monitor:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session ?

put:




description: plist or i0S
requestBody:
required: false
content:
application/x-apple-aspen-mdm:
schema:
type: string
responses:
200:
description: Bcerzma nycToy json
headers:
Cookie:
required: false
schema:
type: string
description: jwt session ?
content:
application/json:
schema:
{}

example: {}

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




content:
text/html:
schema:
type: string

HDoknap iOS-ycTponctBa

openapi: 3.0.2
info:
title: ¥YnpamjeHue yctTpovcrBamu 10S - Jokjan i0OS-ycTpoycTBa O (HE) 'OTOBHOCTM IIPUHSATH KOMaHIY
version: "1.0"
#CoorBeTcTByeT TpeboBaHusaMm K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru
paths:
/mdm:
parameters:
- name: Cookie
in: header
required: false
schema:
type: string
description: jwt session

put:
description: plist or 108
requestBody:
required: false
content:
application/x-apple-aspen-mdm:
schema:
type: string
responses:
200:
description: plist mma i0S
headers:
Cookie:




required: false
schema:
type: string
description: jwt session
content:
application/x-apple-aspen-mdm:
schema:
type: string

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




Co6cTBeHHbIN MOHUTOP HUNCOKB

openapi: "3.0.2"

info:
title: API cepBepa npmuéMa YHUBEPCAJILHBIX COOBITUM
version: "1.0"
#CooTBEeTCTBYET BCEM NpPEenbsBJIEHHEIM TpeBOoBaHMUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/vl/events:
post:
parameters:
- name: User-Agent
in: header
description: Tun oBpaTuBLETOCS YyCTPOMCTBa
required: true
schema:
type: string
example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.116
Mobile Safari/537.36
- name: Content-Type
in: header
description: Tun comepXuMoOIo
required: true
schema:
type: string
example: application/json

requestBody:
description: YHuBepcasibHOe COOHITHME (HOMEP U TapaMeTpH)
content:
application/json:
schema:
Sref: '../components/schemas/vl events.json'
example:
[ { "timestamp": 123654123, "event": { "event format version": 2, "event code": 105 } } ]
responses:
201:

description: PesyJjbTaTH BHIIOJHEHMS KOMAaHI 3amnuMcaHel B BJ




content:
application/json:

schema:
{}
400:
description: HenpaBUJIbHEIM 3alpoC, BO3MOXHO HelpabBujibHEe X-MCC-ID, Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
404:
description: ¥YcrapeBmas Bepcus MIM-cepsepa
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
429:
description: Too Many Requests, Tekyllee KOJIMUECTBO 3anmcey B obpaboTke cepBepoMm OGosee 1999, Hanmo nomoxzmaThb
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:




type: string
content:
text/html:
schema:
type: string

/api/vl/events:
post:
parameters:
- name: User-Agent
in: header
description: Tun oBpaTuBIIETOCS yCTPOMCTBa
required: true
schema:
type: string

example: Mozilla/5.0 (Linux; Android 11; SM-A750FN) AppleWebKit/537.36 (KHTML, like Gecko)

Mobile Safari/537.36

requestBody:
description: YHuBepcasibHOe COOHTME (HOMEP M IapaMeTpH)
content:
application/json:
schema:
Sref: '../components/schemas/vl events.json'
responses:
201:
description: PesysbTaTh BHIIOJHEHMS KOMAaHI 3alMCaHel B Bl
content:
application/json:
schema:
{1}
400:
description: HemnpaBuUJIbHBIM 3alpoc, BO3MOXHO HemnpabBuJbHEe X-MCC-ID, Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
404:
description: Ycrapermas Bepcusa MIM-cepBepa
content:

application/json:
schema:

Chrome/79.0.3945.116




$ref: '../components/schemas/co error box.json'

429:

description: Too Many Requests,

content:
application/json:
schema:

TEeKyllee KOJMUECTBO Banmcer B obOpaboTke cepBepoMm Bojee 1999,

Sref: '../components/schemas/co error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

Hago IoIOOoXIaThb




MonyuunTtb cTpoKy nonutuk no kit_id

openapi: "3.0.2"

info:
title: IoayumMTh CTPOKY MNOJMTMK IO yKasaHHOMy kit id
version: "1.0"

#CooTBeTCTBYyEeT BCEM MNPENbABJIEHHEM TPeBOBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/safelife/profile:
parameters:
- name: X-MCC-ID
in: header
description: MuoeHTudmxaTop ycCTpoOMCTBa
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

get:
responses:
200:
content:
text/plain:
schema:

type: string
example: pol name=pv_value

description: Crpoka nomuTtuk mis safelife

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Cnyxe6Hoe APl ana moHuTopa iOS

openapi: 3.0.2

info:
title: Cnyxebuoe API mjg Hamero MoHuTopa 1i0S
version: "1.0"

#CoorBeTcTByeT TpebomBaHusaMmM K3 Blocker KB-OAS-1,4,5,6,8
servers:
- url: https://sso2.safe-mobile.ru

paths:
/check/mdm/above/4/6:
get:
description: 3anpoc MMHMMAJBLHOM Bepcum MIM
responses:
200:
description: OK
options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc uHcopmMmauum o 4OBEPEHHOM NPUSTOKEHUN

openapi: "3.0.2"

info:
title: 3anpoc mHbOpMALMM O IOBEPEHHOM MIPUIIOXEHUN
version: "1.0"

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/apps/manifest/{app uid}/{app_ id} {kit id}:
parameters:
- name: app_uid
in: path
description: uid npmuioxeHus
required: true
schema:
type: string
example: ru.niisokb.monitor
- name: app id




in: path
description: id npmuaoxeHMus
required: true
schema:
type: integer
example: 100500
- name: kit id
in: path
description: MumeHTudmMxaTop yCTpPOMCTBAa
required: true
schema:
type: integer
minimum: 1
maximum: 9223372036854775807
example: 109

get:
responses:
200:
description: plist mma i0S
content:
application/x-apple-aspen-mdm:
schema:
type: string
403:
description: HecooTBeTCTBME MAOSHTUOMKATOPA MNIPUIIOXEHMIO
content:
application/json:
schema:
type: string
example: App not found
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




Mony4eHue HacTpoek SCEP

openapi: "3.0.2"
info:

title: 3anpoc koHbGuTypauuy scep

version: "1.0"

#COOTBGTCTByeT BCeM IpenbABJICHHBIM TpeGOBaHMHM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/vl/mtls scep config:

options:
responses:
200:
description: OK
headers:
Content-Type:

schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK




headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
description: Koundurypauwmsa SCEP
content:
application/json:
schema:
type: object
properties:
type:
type: string
connection:
type: object
properties:
type:
type: string
serverUrl:
type: string
certificates:
type: array
items:
properties:
type:
type: string
fileFormat:
type: string
certificate:
type: string




password:
type: string
subjectName:
type: string
san:
type: object
properties:
ntPrincipalName:
type: array
items:
type: string
rfc822Name:
type: array
items:
type: string
dNSName :
type: array
items:
type: string
uniformResourceldentifier:
type: array
items:
type: string

challenge:

type: string
keySize:

type: integer
encryptionAlgorithm:

type: string
pollingAttempts:

type: integer
pollingTimeoutMinutes:

type: integer

400:
description: OmmbBxa 3amnpoca
content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'




CnuncokK npunoxeHunn

openapi: "3.0.2"

info:
title: COomMCOK NOPUITOXEHUNI
version: "1.0"

#CooTBeTCTBYyeT BCeM NPenbsBJIEHHEM TPeOOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
# HMXe ecThb CUMHOHUM BHI30Ba /store/apps
/api/v2/store/apps:
parameters:
- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTa, LEJIOE YKNCJIIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun CoIepXMMOIO
required: true
schema:
type: string

get:
responses:
200:
content:
application/json:
schema:
{}

description: Cnmcok NPUIIOXEHMN

options:
responses:
200:
description: OK
headers:
Content-Type:




schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
/store/apps:
parameters:

- name: X-MCC-ID
in: header

description: HoMep KOMIJIEKTa, LEJIOE UMCIIO
required: true




schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXuMOIO
required: true
schema:
type: string

get:
responses:
200:
content:
application/json:
schema:

{1

description: CnmMcox NPUIIOXEHMM

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

OTmMeTUTbL npunoXxeHune Ansl yCtTaHOBKWU Unu yaaneHus s store

openapi: "3.0.2"

info:
title: OTMETHTHL NPUJIOXEHME IJIS YCTAHOBKM MM yHOaJileHUS u3 store
version: "1.0"
#CooTBEeTCTBYET BCEM MNpPEelbsBJIEHHHM TpeboBaHUAM

servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/store/apps/{app uid}:
parameters:
- name: app_uid
in: path
description: UI NOpMUIOXEeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807




- name: Content-Type
in: header
description: Tunm COOEPXMMOTO
required: true
schema:
type: string
example: application/json
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HoOMEep KOMIJIEKTa, LeJjioe YMCJIIO

post:
requestBody:
content:
application/json:
schema:
Sref: '../../components/schemas/v2 store application install.json'

responses:
200:
content:
application/json:
schema:
{}

description: OTMeTka NPUIIOXEHUI

# oreeTr mo kit id

400:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co_error box.json'
412:
description: Bad request
content:
application/json:
schema:

Sref: '../../components/schemas/co error box.json'




475:
description: Bad request HeT HOMepa KOMIJIEKTA MJIM HEBEPHBIM Jjson MWIM HeOXMIaHHas owmbka ©Oas3El
content:
application/json:
schema:
Sref: '../../components/schemas/co_ error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

/store/apps/{app uid}:
parameters:
- name: app_uid
in: path
description: U]J NpMUIOXeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807




- name: Content-Type
in: header
description: Tunm COOEPXMMOTO
required: true
schema:
type: string
example: application/json
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HoOMEep KOMIJIEKTa, LeJjioe YMCJIIO

post:
requestBody:
content:
application/json:
schema:
Sref: '../../components/schemas/v2 store application install.json'

responses:
200:
content:
application/json:
schema:
{}

description: OTMeTka NPUIIOXEHUI

# oreeTr mo kit id

400:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co_error box.json'
412:
description: Bad request
content:
application/json:
schema:

Sref: '../../components/schemas/co error box.json'




475:
description: Bad request HeT HOMepa KOMIJIEKTA MJIM HEBEPHBIM Jjson MWIM HeOXMIaHHas owmbka ©Oas3El
content:
application/json:
schema:
Sref: '../../components/schemas/co_ error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string




nOﬂyquMeMKOHmdHOHOMepyﬂpMﬂomeHMﬂ

openapi: "3.0.2"
info:
title: TomyueHMe MKOHKM IO HOMEPY MNPUIIOXEHUS
version: "1.0"
#CooTBEeTCTBYET BCEM NpPEenbsBJIEHHEM TpeBoBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v2/store/images/{app id}:
parameters:
- name: app_ id
in: path
description: U]I npuioxeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
get:
responses:
200:
content:
text/plain:
schema:
title: Icon returned
example: Icon bytes
description: VkoOHKa
475:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co error box.json'
options:
responses:

200:




description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

/store/images/{app id}:
parameters:




- name: app_id
in: path
description: VI NpPUIIOXEeHMUS
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807

get:
responses:
200:
content:
text/plain:
schema:

title: Icon returned
example: Icon bytes

description: MxoHKa

475:
description: Bad request
content:
application/json:
schema:
Sref: '../../components/schemas/co_error box.json'

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY




- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc 06beKTa HacTPOeK MOHUTOpa

openapi: "3.0.2"

info:
title: 3anpoc oOBekTa HACTPOEK MOHMTOPAa
version: "1.0"

#CooTBeTCTBYEeT BCEM MPEIbABJICHHEM TPeBOBAHMAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v2/android/settings:
options:
responses:
200:




description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:




- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTa, LE&JIOE UMCJIIO
required: true
schema:
type: integer

responses:
200:
description: HacTporMkmu MoHMTOpa (json) B Body
content:
application/json:
schema:
{}
576:
description: HeoxmnmanHasa ommOka Bl
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

3anpoc KoHdurypaumm npusoxeHuns

openapi: "3.0.2"

info:
title: 3Banpoc koHQUI'ypalUuM IPUIIOXEHUS
version: "1.0"
#CooTBeTCTBYEeT BCEM MNPEIObSABJIEHHEM TPeBOBaAHUAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v2/app config/{config id}/version/{version}:
parameters:
- name: config id
in: path

description: HomMep npaBuUI
required: true
schema:




type: integer
- name: version
in: path
description: HOMep BepCUM NPaABUJI
required: true
schema:
type: integer
- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTa, LE&JIOe YKCJIIO
required: true
schema:
type: integer

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
head:
responses:
default:
description: OK
headers:

Content-Type:
schema:




type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
content:
text/html:
schema:
type: string

get:
responses:
200:
description: IIVII (json) B Body
content:
application/json:
schema:
{}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: KoHbGuT 5TOV BepCuM HE HaWIeH
content:
application/json:
schema:

Sref: '../components/schemas/co error box.json'




3anpoc MY api_v2

openapi: "3.0.2"

info:
title: 3anpoc MY
version: "1.0"

#CooTBeTCTBYyeT BCeM NPenbsBJIEHHEM TPeOOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/app rule/{app rule id}/version/{version}:
parameters:
- name: app rule id
in: path
description: HoMep NpaBuU
required: true
schema:
type: integer
- name: version
in: path
description: HOMEep BepcCuM NPaBUII
required: true
schema:
type: integer
- name: X-MCC-ID
in: header
description: HOMep KOMILJIEKTa, LieJioe YMNCJIIO
required: true
schema:
type: integer

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
responses:
200:
description: IIVII (Jjson) B Body
content:
application/json:
schema:

{1}
400:




description: OrcyTcTByeT 3arojioBok X-MCC-ID

content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: 3arojoBok X-MCC-ID He COINEPXUT HaTypaJibHOE UYMCJIIO
content:
application/json:
schema:
$ref: '../components/schemas/co error box.json'

CoobuweHne 06 ycTaHOBMEHHbIX MPUNOXEHUAX

openapi: "3.0.2"
info:
title: DEPRICATED CoobmeHre 00 yYyCTAaHOBJIEHHBEIX TPUIIOXEHUSIX
version: "1.0"
#CooTBEeTCTBYET BCEM NpPenbsBJIEHHEM TpeBoBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/applist:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY




- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

post:
parameters:
- name: X-MCC-ID
in: header
description: HoOMEp KOMIJIEKTa, LeJIOe YMCJIIO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXuMoIo
required: true
schema:
type: string
example: application/json
requestBody:
description: COnmMCOK NPUIIOXEHUN B JjsSon
content:
application/json:
schema:
Sref: '../components/schemas/v2 applist.json'
responses:
200:
description: Cnmcok NPUIIOXEHMN
content:
application/json:
schema:
{}
400:
description: OrcyrcrByeT Content-Type
content:

application/Jjson:




schema:
Sref: '../components/schemas/co error box.json'
412:
description: Content-Type mOyCcTOM UM HEe COIOEpPXMT application/json
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
420:
description: Hemepnemi json B Body 3amnpoca
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

3anpoc cnucka HasHa4YeHuu

openapi: "3.0.2"

info:

title: 3anpoc cnmcka Hasz3HAUEHUN

version: "1.0"

#CooTBeTCTBYyeT BCEM MNPENbSIBJIEHHEM TPeBGOBaHMAM
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru

paths:
/api/v2/assignment references:
options:
responses:

200:

description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:
type: integer
X-Frame-Options:




schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LEJIOe YMCJIIO
- name: Content-Type
in: header
description: Tun comepXMMOIO




required: true
schema:
type: string

responses:
200:
description: HoBele KOMaHIE MM [ ]
content:
application/json:
schema:

{1

example: []

400:
description: OTcyTcrByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
S$ref: '../components/schemas/co error box.json'
475:
description: HoMep KOMIJIEKTa He HaMOeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

3anpoc UKOHKU NPUIOXEHUS

openapi: 3.0.2

info:

title: 3anpoc MKOHKM NPUIIOXEHMSI

version: "1.0"

#CooTBeTCTBYEeT BCEM MNPEIObABJIEHHEM TPeBOOBaAHMUAM
servers:

- url: https://ssol.safe-mobile.ru
- url: https://sso2.safe-mobile.ru
paths:
/api/v2/get/icon/{app_ id}:
parameters:
- name: app id




in: path
required: true
schema:

type: integer

get:
responses:
200:
description: BoszBpaT BanT MKOHKM
content:
text/html:
schema:
title: Icon returned
example: Icon bytes
475:
description: Icon not found
content:
text/html:
schema:
type: string
example: Icon not found

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc npodumna yctpomctea

openapi: "3.0.2"

info:
title: 3anpoc npodwuis ycTpoMCTBa
version: "1.0"

#CooTBEeTCTBYEeT BCEM MPEIBbSBJIEHHEM TPeOOBAHUAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru
paths:

/v2/profiles/{profile id}/version/{version}:

parameters:
- name: profile id




in: path
required: true
schema:
type: integer
description: HoMep NpaBuU
- name: version
in: path
required: true
schema:
type: integer
description: HOMep BepcuM NpPaBMII
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YKCJIIO

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:

type: string




head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
responses:
200:
description: Ipoduie ycTpoMcTBa
content:
application/json:
schema:
{}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475: B B
description: Ipodmib TakoM BEepCHM He HaMIeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:

description: HeoxmmanHHas oumbkxa BI
content:




application/Jjson:
schema:

Sref: '../components/schemas/co error box.json'

Ouepenb

openapi: "3.0.2"

info:
title: Ouepenb - 3amnpoc ouepenM KOMAaHJ Ha BHIIOJHEHUE,
version: "1.0"

#CooTBeTCTBYEeT BCEM MPEIbABJICHHEM TPeBOBAHMAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v2/queue:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:

text/html:

a TaK Xe IOoKJIanm O pel3yJjibTaTaXx




schema:
type: string

post:
parameters:
- name: X-MCC-ID
in: header
description: Tum COOEPXMMOTO
required: true
schema:
type: integer
- name: Content-Type
in: header
description: Tun comepXuMoOIO
required: true
schema:
type: string
example: application/json
requestBody:
description: PesynbTaT BHIIOJHEHME KOMAaHI MM [ ]
content:
application/json:
schema:
Sref: '../components/schemas/v2 queue.json'
examples:
properties:
value:
timestamp: 1609448400
result: O
id: "task.256"

responses:
200:
description: COmMCOK KOMAaHI IJiS BEHIIOJIHEHUS YCTPOMCTBOM MM [ ]
content:
application/json:
schema:
{}
examples:
properties:
value:
id: "Task.512"




cmd: "some cmd"
data: "cmd data"

400:
description: OrcyTcTByeT Content-Type
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
403:

description: IlonelTKka M3MEHUTH ([I€pPEenMcaThb) Pes3yJIbTaT BEHIIOJIHEHUS 33aJauM MM U3MEeHUTbL coofmeHue 00 oummbke
content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'
412:
description: Content-Type nycTo miam He comepxmuT application/json
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
420:
description: Content-Type nycToy miam He comepxmuT application/json
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: 3arojnoBok X-MCC-ID He HaWIeH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
575:
description: Ommbka Hepelauu cCJelyillley KoMaHIH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:
description: HeoxmunmanHHas oumbxa BI
content:

application/Jjson:




schema:
Sref: '../components/schemas/co error box.json'

Mony4yeHue channa

openapi: "3.0.2"
info:
title: Tomnmyuenue o¢Ganja, OTNPABIEHHOTO KOMaHIoOW c APM-a
version: "1.0"
#CooTBEeTCTBYET BCEM NpPEenbsBJIEHHEM TpeBOoBaHMUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/send file/{task id}/{checksum}:
parameters:
- name: task id
in: path
description: UI XOMaHIEH
required: true
schema:
type: integer
minimum: O
maximum: 9223372036854775807
- name: checksum
in: path
description: KoHTpOJIbHasg cyMMa @Qamia
required: true
schema:
type: string
maxLength: 256
- name: X-MCC-ID
in: header
description: MoeHTudMKaATOP yCTPOMCTBa
required: true
schema:
type: integer
minimum: 1
maximum: 9223372036854775807




get:
responses:
200:
content:
application/octet-stream:
example: file bytes stream
description: myTs k ®alny B K3le MHXEHEPHOTO cepeBepa /static/filename.apk

# oreBerm mo kit id

400:
description: Bad request. X-MCC-ID missing
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
412: B B
description: Bad request. X-MCC-ID contains an empty string
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: Bad request. Kit id not found in database
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
576:
description: ServerError. Unexpected server response, contact your administrator
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:

Content-Type:
schema:




type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY

- SAMEORIGIN




3anpOCCHMCKaﬂOACTaHOBOK

openapi: "3.0.2"

info:
title: 3anpoc cnmcka MNOICTAHOBOK
version: "1.0"

#CooTBEeTCTBYET BCEM MNpPelbsBJIEHHHM TpeboBaHUAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v2/substitutions:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:




schema:

type: integer
X-Frame-Options:

schema:
type: string
enum:
- DENY
- SAMEORIGIN
get:
parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YKUCJIIO
responses:
575:
description: IIomCTaHOBKM IJIS DTOTO KOMIIJIEKTA HE HaWIeHH
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
200:
description: CnmMcCoOK HOOCTAaHOBOK
content:

application/json:
schema:

{}




3anpoc MNMYMN api_v3

openapi: "3.0.2"

info:
title: 3anpoc MY
version: "1.0"

#CooTBeTCTBYyeT BCeM NPenbsBJIEHHEM TPeOOBaHMAM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v3/app rule/{app rule id}/version/{version}:
parameters:
- name: app rule id
in: path
required: true
schema:
type: integer
description: HoMep npaBmUl
- name: version
in: path
required: true
schema:
type: integer
description: HoOMep BepCHUM NPaBMII
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LIE&JIOE UMCJIIO

get:
responses:
200:
description: YO (json) B Body
content:
application/json:
schema:
{}
400:

description: OrcyTcTByeT 3arojioBok X-MCC-ID




content:
application/json:

schema:
Sref: '../components/schemas/co error box.json'
475:
description: 3aronorok X-MCC-ID He COIEPXUT HaTypaJjlbHOE YMNCJIIO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
head:
responses:
default:
description: OK
headers:
Content-Type:
schema:

type: string
Content-Length:
schema:




type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

3anpoc MKOHKU NO HOMepy

openapi: 3.0.2

info:
title: 3amnpoc MKOHKM IO HOMEDPY
version: "1.0"

#CooTBEeTCTBYEeT BCEM MNPEenbsSBJIEHHEIM TPeOOBaHUSIM
servers:
- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:
/api/v3/get/icon/{ico_id}:
parameters:
- name: ico_id
in: path
required: true
schema:
type: integer

get:
responses:
200:
description: BosBpaT 0anT MKOHKM
content:
text/html:
schema:
example: Icon bytes
475:
description: VkoOHKa He HaMIeHa
content:
text/html:
schema:




type: string
example: Icon not found

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string




3anpoc cnucka HasHa4YeHum

openapi: "3.0.2"

info:
title: 3amnpoc cnmMcka HazHAUEHUN
version: "1.0"

#CooTBeTCTBYEeT BCEM MPEIbABJICHHEM TPeOOBAHUAM
servers:

- url: https://sso2.safe-mobile.ru

- url: https://ssol.safe-mobile.ru

paths:
/api/v3/assignment references:
options:
responses:
200:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string
content:
text/html:
schema:
type: string
head:
responses:
default:

description: OK
headers:




Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

get:
parameters:
- name: X-MCC-ID
in: header
required: true
schema:
type: integer
description: HOMep KOMILJIEKTa, LE&JIOE YUKUCJIIO
- name: Content-Type
in: header
description: Tun coIepXMMOIO
required: true
schema:
type: string

responses:
200:
description: HoBBIE KOMaHIH MM [ ]
content:
application/json:
schema:
{1}
example: []
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
$ref: '../components/schemas/co error box.json'




475:

description: HoMep KOMILJIEKTa He HalIeH

content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'

3anpoc YN api-v4

openapi: "3.0.2"

info:
title: 3amnpoc YO
version: "4.0"
servers:

- url: https://sso2.safe-mobile.ru
- url: https://ssol.safe-mobile.ru
paths:

/api/v4/app rule/{app rule id}/version/{version}:

parameters:

- name: app rule id
in: path B B
required: true
schema:

type: integer
description: HoMep NpaBMU
- name: version
in: path
required: true
schema:
type: integer

description: HOMEp BepcCuM NPaBMII

- name: X-MCC-ID
in: header
required: true
schema:

type: integer

description: HOMep KOMIJIEKTAa,

get:

YmcCJIo




responses:

200:
description: IYI (json) B Body
content:
application/json:
schema:
{}
example: {
"data": {
"aek": 12,
"appRuleType": "CORPORATE",
"checksum": "F5ED97081ACEFCI9B205F710C4DCC51C7CA4B37BE",
"deployLocation": "DEVICE",
"id": o,
"policies": [
"id": "mustBeInstalled", "value": 1 },
{"id": "mustBeEnabled", "value": 1},
{"id": "removeOnControlOff", "value": 1}
1,
"uid": "ru.apllication.name_ al",
"version": 1
}
}
400:
description: OrcyTcTByeT 3arojioBok X-MCC-ID
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
475:
description: 3arosoBok X-MCC-ID He COIOEPXUT HATYpPaJbHOE UMCJIIO
content:
application/json:
schema:
Sref: '../components/schemas/co error box.json'
options:
responses:
200:
description: OK
headers:

Content-Type:




schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN
Allow:
schema:
type: string

head:
responses:
default:
description: OK
headers:
Content-Type:
schema:
type: string
Content-Length:
schema:
type: integer
X-Frame-Options:
schema:
type: string
enum:
- DENY
- SAMEORIGIN

U3meHeHus B Bepcun 8.1

B Bepcun API MDM 8.1 (oTHocuTenbHO Bepcun 8.0) 6bin gobaBneH KOMNOHEHT:

PoyTt

HanmeHoBaHue

/api/v1/mtls _scep config

MonyyeHune HacTpoek SCEP
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