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Y710 Takoe UEM m
3a4eM OHO HY)XHO?
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JloroBopumca o TepMnHax?

MDM

Mobile Device Management

EMM

Enterprise Mobility Management

» UEM

Unified Endpoint Management
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[TpnymHbl BbI6GOPpAa MDM / UEM

TunoBble NPUYNHDI

1. Bonbuwe 500 MO6GUNBbHbIX ycTponcTe (MY)
2. Hanuuue TepMuHanoB c6opa faHHbix (TCL) pasHbix NpousBoanTenen

Hanuune nHxaycHbIX NpUIoXeHni, HegocTynHblx B App Store / Google

Play

OTpacneBas cneyubuka

1.  doctyn ¢ MY K nHdopmaumoHHbiM cuctemam (UC), nonagarowimm nog

FOCT 57580.1-2017 «besonacHOCTb GUHAHCOBbIX OnNepaLun»
2. Joctyn c MY k rocyaapcteeHHbIM UC (TUC) nnm sHauMMbiM 06beKTam

KpUTU4Yeckon nHdopmaunoHHom nHppacTtpykTypbl (30 KUWN), koTopbie

HeobxoaMMo aTTecToBbiBaTb BO PCTIK Poccum



Poccunckmn UEM “TO BE”

— YcTpoiictsa (endpoints) ~ NHdpacTpykTypa yaan€HHoro NHpopmMaumnoHHble
JocTtyna CUCTEMbI N pecypcbil

KopnopaTuBHble
MDM / EMM ONeKTpPOHHas noyTta
Android
Email GW
Beb-pecypchbl

@ i0S,iPad0S

F|Ies

XpaHunuwa ¢annos

FIEY) app SDK Bl / oTYETHOCTBL

& Linux
: ASSIS’[

2% Windows 10,11

CMapTdhOHbI

NMnaHweTbl

KagpoBble cuctembil
MTD

MK 1 HOYTOYKMK

.' macOS WHbie UC / NP
LDAP CA  CI/CD SIEM




Poccunckmmn UEM “AS IS”

VPN . Kpuntolpo [ AMKLL
Cisco ek paim | | DO OpenVPN
Protect

MDM / EMM : Kaspersky Secret
SafeMobile MDM

SOTI LR JAMF FlyveMDM
Engine

Check Point Nextcloud

LDAP

CA

Cl/CD

SIEM

OmeuyecmeeHHoe 10
3apybexHoe O

Omekpbimoe 10
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POnIMK1 N0 OCHOBHbIM BO3MOXXHOCTSIM
cucTembl gocTynHbl Ha YouTube

1. BapuaHTbl NOAKIHOYEHNA MOOUIBbHbBIX YCTPOMUCTB PasHbIX
nnaTtpopm

2. Cnoco6bl OTKAKOYEHUSI MOBUITbHbIX YCTPONCTB

3. MOHUTOPUHI MOBUNBHbIX YCTPOUCTB — MHBEHTapM3aums u
reonokaums

4. YnpaBneHwe ycTpoucTBamMu — focTaBka KOMaHj,
OCOB6EHHOCTU NMPUMeEHeHUs Npodunen

5. YnpaBneHue npunoXxeHussmMu, goctaBka Gannos u

co3faHune Beo6-spnblKoB Ha paboyem cTone

SAFE

O6yvarowme suaeo UEM
SafeMobile

5 videos + Last updated on Oct 21, 2022
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O6yyarouwme Bngec-ypoku no UEM SafeMobile

EM
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TexHunyecknmn penus 6.1 Q4’2022

1. HoBbi# pe)xxum Kuocka Android ¢c co6¢cTBEHHbIM NayH4YepoM
2. OTYET ANns 6bICTPOro NonckKa yCTPOUCTB, rAe He
NPUMEHUNNCH NpaBuia ynpasieHns NPUIOXeHUSIMHN
3. HoBble BO3MOXXHOCTU Nno ynpasnieHnto OC Aepopa:
1. YnpouweéHHasa pernctpauunsa no QR-kopy
2. YcTaHOBKa M OGHOBJIEHWNE MPUITOXXEHU
4. Topaep>kka ynpaBneHus yctponcteamu Alt n Astra Linux:

1. Permncrpauus yCTpOMUCTB

2. YcTaHOBKa 1 O6HOBEHMWE MPUSTOXKEHUN




Hy pnaBan,
MOKaXXu CBOM
HOBbIN penus...

IeMoHcTpauua

SAFEMOBILE
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bonbLwon MaxopHbin penunus 7.0 H1'2023

PasButune nHterpaunm c Active Directory

1. CwuHXpoHu3auus nonbsosatenen n OU

2. HasHauyeHve NpuUoXeHui U NOSIMTUK Ha IOMEHHbIe rpynnbl --
ABTOMaTUYECKUE AEACTBUSA C YCTPONCTBOM NPU OTKIIHOUYEHUM YYETHOMN .-
3anucu Active Di rectory

4. lcnonb3oBaHWe AOMEHHbIX rpynn gna aBTopusaumm agMMHUCTPaTOpPOB

HoBble UHTErpaumnn m Cnocoo6bl pa3BéprIBaHVIF|

1. Tloapep>kka yCTaHOBKM C NOMOLLbIO opkecTpaTopoB K8s un OpenShift %
2. [Mepepaya cobbiTui Vb B SIEM ¢ nomowbto Syslog

3. APl gns cospaHusa 0AHOPasoBbIX KOJOB perncTpaumm yCTpouCTB kubernetes

SAFE 11




bonbLwon MaxopHbin penunus 7.0 H1'2023

Mopaynb NpoBepKu cooTBeTCTBUA ycTponcTB (compliance)

1. TlpoBepku MnHUManbHon Bepcum OC, HanM4nA HexxenaTtenbHbIX
NPUTOXXEHUIM N NPU3HaKOB root / jailbreak

2. HacTtpauBaemas uenoyka gencTenin Npu o6Hapy>XeHnn HeCOOTBETCTBUS

HoBble BO3MOXHOCTU Mo ynpasneHuto i0S
1. Hactpoinka BcTtpoeHHoro VPN IKEv2 ¢ ayTeHTUdUKaumen no ceptudukatam
n nopgaepxxkon per-app VPN

2. benbin / YEpPHbIN CNNCOK BE6-CaNTOB

HacTpoitka Exchange akkayHTa ¢ ayTeHTUdUKaumnen no ceptupumkatam

4. TlpuHyauntenoHoe obHoBNeHne OC

SAFE 1%




Cnacu6o 3a BHUMaHue!

Oner Accyp
HVpeKTop No pasBUTUIO

SAFEMOBILE
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