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1 BBepeHue

HacTtodwee pykoBoAcTBO npegHasHadyeHo pana  AgmuHucTtpatopos «UEM
SafeMobile» n cogepXuT onucaHwe AOEencTBuMrM MO aBTOMATUYECKOW perucrpauuu
KoprnopaTUBHbIX MOBUIbHBLIX YCTPOMCTB NPON3BOACTBA Samsung C NOMOLLbIO 061a4HOro

nHctpymeHta Knox Mobile Enroliment (aanee no tekcty — KME).
2 OnucaHue pencTBUM NO aBTOMaTU4YE€CKOMN
perncrtpaumm MoOUNbHbLIX YCTPOUCTB

Ans pernctpaumm MoOUIbHbIX YCTPOWCTB HEOOXOAMMO BLIMOMHUTL creaylowme

JencTBus:

21 3anmm B koHconb KME, HabpaB B agpecHon CcTpoke Opaysepa:

https://central.samsungknox.com/, u B pasgene Profiles nepentn K co3gaHuio HOBOIO

npocpunsa MDM, Haxas Ha «Create Profile» B cooTBeTCcTBMM C pUCyHKOM 1.

snmsuNG X ) i =
Knox Admin Portal Q e e E ent > Profiles (@ (D @

Profiles

[ PROFILENAME | PROFILE TYPE ¥ EMMURI || ENROLLED PROFILE ASSIGNED FAILED TO ASSIGN CANCELLEDBYUSER  FAILED TOENROLL

O Android Enterprise (Advanc..  https://sso2 safe-mobile.ru 0 0 0 o 0

https://sso2.

https 0 0 o 0

[m} Android Enterprise (Advanc..  https://1921681.42 0 0 o o 0

PucyHok 1 — CoszpgaHue HoBoro MDM npoduns

2.2 B okHe Bbibopa Tvna npodunsa cnenyet BoibpaTb «Android Enterprise»
(puncyHoK 2).

lMpume4aHue — MemoOd ynpaeneHusi npoghunem DEVICE ADMIN cyumaemcs
ycmapeswum u noddepxxueaemcsi Ha ycmpoticmeax Android do 10 eepcuu, Ha

komopbix mpebyemcsi co3daHue KNOX-koHmeliHepos.

[anee paccmaTtpuBaeTtcsa co3gaHue n Hactporika MDM npoduna tuna «Android
Enterprise». Npodunu tnna Device Admin co3gatoTcs aHanornyHo, a opMmmpoBaHmne

npoduns NpUBEAEHO B MPUNOXeHUN A.
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Select profile type

Create a new profile by selecting one of the profile types.
Learn more about different profile types.

ANDROID ENTERPRISE DEVICE ADMIN

PucyHok 2 — OkHo BbiGopa Tuna npodunsa

2.3 B okHe HacTpoek npocduns (pucyHok 3) cnegyeT BbIMONHUTL creayowime

JencTBus:

2.3.1 [Oatb HasBaHve npocunio B none «Profile Name», kotopoe 6yger
oTobpaxaTbCs B CrMcKe npodunen.

2.3.2 B none «Pick your EMM» BbiGpatb 3HayeHune «SafePhone» u3
BblMagaoLero cnmcka.

2.3.3 B none «<EMM Agent APK» go6aBuTb CCbIfniky Ha ANCTPUBYTUB KNneHTa
SafeMobile, Hanpumep, https://safemobile.store/android/7.0/monitor.apk  Cchbinka

AomkHa bbITb OOCTYyrMNHa "3 cetn MHTepHeT. Bo3moxHO pasmMeLlleHne )J,I/ICTpI/I6yTI/IBa Ha

cBoeMm pecypce. [MpaBUNbHOCTb CCbIKM U AOCTYMHOCTb AUCTPUOYTMBA MNPUNOXEHUS

noaTBepXaaeTcs 3HaukoM | oToBpakaeMbIM PSAOM C NOMeM.

2.3.4 Ecnu nnaHupyeTca MCnonb3oBaTb CTpaTermio «ABTOMaTUYECKMM BblOOp
ynpaBneHusy, Heobxogmmo ykasatb B none «kEMM Server URI» agpec cBoero cepsepa
SafeMobile (agpec cepBepa Ha pucyHke 3 npuBedeH ycrnoBHO). Ecnn nnaHupyetcs
ncrnonb3oBaHue cTpaTtermm «KopnopaTuBHbIM pabouni Npodunb», 3TO MOfe MOXHO

OCTaBUTb NyCTbIM, a agpec cepeepa byaeT ykasaH B n.2.5.


https://safemobile.store/android/7.0/monitor.apk
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2.3.5 [Onsa coxpaHeHusa npocpuna MDM n npogosmkeHna paboTel criegyeT HaxaTb

KHOMKy «Continue».

T

ANDROID ENTERPRISE

BASIC INFORMATION
Profile Name *

SafeMobile

Description

EMM INFORMATION

configure your EMM APK.
Pick your EMM *
SafeMobile
EMM agent APK - @
https://safemobile store/android/7.0/monitor.apk
[ This EMM APK is locally hosted on an intranet server. @

EMM server URI @

Android enterprise profile details

Define your profile details. Contact your EMM for information.

Refer to the for more information on how to

PucyHok 3 — OKHO HacTpoiku npoduns

2.4 B pasgene Hactpouku yctpouctBa «Devices settings» BTOpoOro okHa

HacTpoek npodunsa (pucyHok 4) BeibpaTtb 3HayeHne «Leave all system apps enabled»

anga Toro, 4yToObl BCe npeaycraHoBJ1IEHHbIE CUCTEMHbIE MNMPUITOXKEHNA ObINKn BKNIOYEHbI K

poctynHel Aans npoduns. B none «Company Name» crnegyeTr ykasaTb HasBaHue

KOMMNaHuu (opraHusaumm).

2.5 Ecnu nnaHupyeTcs ncnonb3oBaHue ctpaternm «KopnopaTtusHbI pabounn

npocunb» (NnpumeHnma Ha AHgpoua 11 n Beiwe), none «kEMM Configuration Custom
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JSON data (as defined by EMM)» Heobxoanmo pobasute JSON cnepyrouero

cofepKaHus:

{
"mdmServerUrl": "<URL cepsepa MDM>",

"deviceManagementStrategy": " corporate_work_profile_management"

}
Bmecto <URL cepBepa MDM> HeobxooMmo ykasaTb agpec CBOEro cepsepa
SafeMobile.

B none “"deviceManagementStrategy" ykaszaHa cTpaTerms ynpasreHus

yCTpoONCTBOM. [JOCTYMHbI BApUaHTbI:

e corporate_work_profile_management — KkoprnopaTuBHbii pabouni
npocusb;
e device_management — TONbLKO YCTPOWUCTBO;

e auto — aBTOMaTMyeckuin BbIOOP CTpaTerum yrnpaBneHus.
[na nonyvyeHns crnpaBOYHOW MHOPMaUMM MO KOHKPETHOMY MapamMeTpy npu

co3gaHun npocuns cnegyeT HaxaTb Ha NUKTOrpaMmmy o

[ns 3aBepeHunsn co3gaHusa npoduna HaxaTb «Continuey.

EMM CONFIGURATION DEVICE SETTINGS

Custom JSON data (as defined by EMM) @ System applications

Android enterprise profile settings

Set EMM configuration and device settings.

a
Set up your device

stem apps enabled

£ Privacy Policy, EULAs and Terms of S

Root/intermediiate certificate @
UPLOAD CERTIFICATE FILE

Dual DAR @
[ Enable Dual DAR

QR code for enrollment @

Y
(" appacrcope
\

ADD LEGAL AGREEMENT

Company Name * @

NI SOKB

Enrollment screens

T
(¢ or )

ings for optional enrollment screens. < Accept & continue

2.6

yCTPOWUCTBA,

HaxaTb KHoOrMky Actions,

PucyHok 4 — OKHO ¢ HacTpoMKamMmu KOHdUrypaLuumm m yCTpoucTs

B pasgene «Devices» nepentn Ha Bknagky «All devices», BoibpaTb Bce

Bbl6paTb B BblNagarwowemM MeHI0 KHOMKY

«Configure Devices» 1 HasHaunTb UM co3gaHHbin MDM npocunb B cooTBETCTBUE C

PUCYHKOM 5.
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SAFEMOBILE

Configure selected devices

25 devices selected
Moadify the MDM profile of selected devices

Profile name

Add tags to selected devices

QOverwrite existing tags

User credentials

Keep current credentials

PucyHok 5 — HazHauyeHune npodunsa BbIOpaHHbIM YCTPOMCTBaM

2.7 Bbirpyantb cnncok MobunbHbIX YCTPOMCTB M3 pa3gena «Devices». [Ins
9TOro criefyet HaxaTb KHOMKY KHorky «Action» u BbibpaTb B BbiNagaroLlleM cnucke

ctpoky «Download all devices as CSV» (pucyHok 6).
SAMSUN® Samsung Knox Dashboard @

Knox Mobile Enroliment

Devices

UPLOADS(14) ALL DEVICES(134)

=
Q & ACTIONS

25 device(s) on this page are selected. Select all 154 device(s). Configure devices

Delete devices

RSBKCISXMXN SM-G975F/DS (s10+ ) 06 Nov 2019 TestDO_105_443 » DOEnoIL.

% IMEI/MEID SERIAL NUMBER MODEL ~ USERID TAGS ~ susMITTED | T PROFILE ~

Engineering Madel

15 Feb 2019 » Unassign.

RSBMAS3RDSW SM-AS05FM ( m ) 25 Jun 2019 SafeLoader » Enrolled

PucyHok 6 — CoxpaHeHue cnucka BblIOpPaHHbIX YCTPONCTB

MobunbHble ycTponctBa fgobasnsawrca B koHconb KME aguctpubytopom, vy
KOTOpOro OHW npuobpeTeHbl. Cnmcok yctponcte B KoHconm KME He copepxut

I/IH(bOpMaLl,I/II/I O TOM, KaKnM norib3oBaTtendam OHM BblOaHbI.

2.8 Bowtn B8 APM Agmunnctpatopa «UEM SafeMobile» n 3arpysutb ¢ann co
CMUCKOM YCTpONCTB B pasgene «O6bekTbl yyéta / KomnnekTbi» B COOTBETCTBUM C

PUCYHKOM 7.
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SAFEMOBILE

zuR gne OO0 «HMM COKE Uaw

PucyHok 7 — OKHO 3arpy3ku ¢panna co CNMCKOM yCTPOMCTB

B pesynbtate B «UEM SafeMobile» 6yayT co3gaHbl COTPYOHUKM U KOMNNEKTbI X

YCTPOMWCTB (PUCYHOK 8).

Mogkntounteca k «UEM SafeMobile» ¢ nomowbio KME cmoryT Tonbko Te

yctponctea, IMEI KoTopbix NnpeaBapuUTenbHO 3arpyXeHbl B CUCTEMY.

SAFEMOBILE [T
. san:uv:uh A | ) DSemars  Jeppmars Gein Comars wefine || Ssirpymrs sowsmcrs Fol|, 2| =

owe Campyains = Maresoserens gaw OraenTpmna Tenztion e Copiinmi noss Mawwrop | Crarye

£ Covpramm 3356120014505 KME ot 35500145055 3 o vk

& Ammvcrparops =

Qe - ISTITION0NEINES KHE root ISR
Fe

ST I5GSBRETES KME oot 5GBTS
Tt noomtsin
SR ITAIT KME roct IS

[ Hmanrmers

£ Homnnmcra Linoe

[] remos ::uewn Terp Teymne = O433Z 245377 e SHEMRAREE
Capoazmieim "
e - - =

ey e o o:m ‘e nEssTEasma INIEIPEISIEEN MDS2AS o OEEREE
cepmsze

e i i o SN HDSERS 155859 ]

i meusu ] raen paxparon OERAE E H
cemTH My Vv

& Tpmnu Eptivie e Orpan paepadorod 50 B41ITSEATIRISE 'Y |l [zl iEH

[ Wanores mwc=a < >

4 Coeuxpoemzausn aemrisi AD
Semurie wamanom W Crpmus |1 | w= i A Orcfpmmminz 1- 28wz 25 (40 |»
L S——
Beponn: 70 Tnuerein gw 000 «HUM COKE Lewtp pazpebormwe w2 1 000 yerpoiicrs{z), wononeaceswo 9, nefcrsyer ¢ 30.12.2022 no 01.01,2024

PucyHok 8 — Cnucok yctponcTB U3 danna

2.9 [octaTb yCTPOMCTBO Samsung M3 KOPOOKM U BKAOYUTb €ro, rnocrie yero

cnegoBaTb MHCTPYKUMAM Ha SKpaHe B COOTBETCTBUMU C PUCYHKOM 9.

2.9.1 BbibpaTb A3bIK MHTEPdENCa.

2.9.2 BbibpaTb cnMcok BONPOCOB AN 03HAKOMITEHUS.

2.9.3 Toakntountbea k cetn Wi-Fi. Ecnun B ycTponcteo yctaHosneHa SIM kapTa
C JoCTynoMm B ceTb VIHTepHeT, TO 3TOT Lwar MOXXHO NPONyCTUTb.

2.9.4 CornacutbCs C yCNnoBUAMM UCMNOSTb30BaHUS.
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SAFEMOBILE

YTO HY>KHO 3HaTb
nepes Hadanom

° JIULIEH3WOHHOE COrnalleHUe ¢ KOHeYHbIM
nons3oearenem

Ceegenus

H a L"I a ﬂ O . @ KonduaeHymansHocTs
C
Pycokun ¥ CeefieHus
. OTnpaeka oT4yeToB 06 owmnbKax
(Heo6s3aTeNbHO)
CeepfieHus

CBAsblBaHKe MHBOPMaLMM
~ (HeobsA3aTENBHO)

Ceepenna

370T TenehoH 3awWnieH ¢ NomoLubio Knox
Cloud Service. YTo6bl npogomxuTL
HACTPOMKY, HEOEXOAUMO NOAKMKOYUTLCS K
Wi-Fi unu MobunbHom cetn

MonyyaTb peknamHyto MHpopMaL Mo
(Heobs3aTENbHO)

Ceepnenus

o
3KCTPeHHbIi BbI30B CneumnanbHble BO3...
<

“ —e v
a

O6HoBNEHME... MpoBepka cBeAEHUMA... o
HacTponka

O6HoBNEHWe cyxbbl perucTpaumn Knox... e Teﬂe(bo Ha

90%
9TO MOXKET 3aHATH HECKONbKO MUHYT.
ALMWHUCTPATOP MOXET OTCNEXMBATL

W KOHTPO/IMPOBATH NapamMeTphbl,
KOPMopaTUBHbIMA ACCTYN, NPUIOKEHUS,
pa3pellenns, hyHKLWU 381N ThI OT Kpaxu,
a TaKXKe 1aHHbI€, CBA3AHHbIE C 3TUM
Tene(oHOM, BKTHOUAA CBEAEHWS O CETEBON

> % AKTUBHOCTW U MECTONONOXKEHUW TenedoHa,
JKYPHan BbI30BOB W >KypHan novcka
KOHTaKTOB.

Samsung Knox “cnonb3ayeT nuyHble
AaHHble. 1A nony4eHnsa AoNoNHUTeNbHbIX
cBefleHW 03HaKOMbTeCh ¢ MonuTuka

P

I0CTH 1g Knox.

Google

CrCTeMHbI 8AMUHWCTPATOP CMOXET OTBETUTL Ha
BalK AONONHUTENbHbIE BONPOCHI.

HaseaHue opraHusauyum GYAeT KOHTPOMPOBATL 3T0

YCTPOHCTBO [+ 0 np
APP
< anHﬂTb W NPpoOAO0IKUTE

PucyHok 9 — HacTpoiika napaMmeTpoB yCTPOMCTBA U NPUHATHUE YCITOBUM €ro NUCNOJIb30OBaHUSA

2.9.5 B okHe aktuBauum nuueHammn KNOX noarBepauTb OENCTBUE.
2.9.6 [JoxpaTbCa 3aBeplUeHUs YCTaHOBKM M HacTponkun knueHTa SafeMobile

(pncyHok 10). Jenctema nonb3oBaTtens npu aToM He TpebytoTcs.
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& & MopoxauTe...
LepxwuTte paboyne 370 yCTPOWCTBO He —
NPUIIOXKEHUA NOA PYKOK npefHa3HavyeHo A4Ns NMYHOro
MCMNONb30BaHMSA

CucTemHbIR agMWUHUCTPaTOp MOXeT
nony4yuTb AOCTYN K BALLKUM ﬂeﬁCTBWRM “
A3HHBIM Ha 3TOM yCTpCﬁCTBE

CucteMHbIA aAMUHUCTPATOP CMOXET
OTBETUTH Ha BaLLK A0ONONHUTE/IbHbIE
BONPOCHI.

&
=]
@

Hactpoiika
Hacrpoiika

< <
13:28 el 14.03 Eall
661 nocmoTpeTh
uio 0 noropge
Momex
y 000
% :
NOBTOPUTBL MONbITKY Kanexpapb [anepen Play Google lMpunoxex
Mapker ua Micros...
Mposepka nuueHsun Knox ycnewHo
JaBeplueHa.
< <

PucyHok 10 - MNMpouecc perncrpauum ycTpomMcTBa 1 ycTaHOBKM KnueHTa SafeMobile

210 3aHectn c¢ nomowbto APM AgmuHuctpatopa «UEM SafeMobile»
NHopMaLnio 0 TOM, KOMY BblAaHO YCTPOMCTBO MOXHO U3MEHMB aTpubyTbl COTPYAHMKA

B pasgene «O6bekTbl yyéTa / COTpyAHUKU» B COOTBETCTBUM C PUCYHKOM 11.
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SM

SAFEMOBILE

OTOT cnocob yaobHO MCNoNb3oBaTh, €CIIU HY>KHO U3MEHUTb AaHHble HeBOMbLIOro

Yycna CoTpyaHUKOB.
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PucyHok 11 — UsmeHeHue aTpnbyTOB cOTpyAHMKa B pasaene O6beKTbl yuyéta / CoTpyaHUKM

2.11

3arpyxas gaHHole B cpopmarte «xlIsx» (pucyHok 12). LlabnoH danna MoXHO cka4vaTtb,

BHecTn paHHble GONbLIOrO 4YMcria YCTPOWUCTB U COTPYAHMKOB MOXHO

Ha)kaB KHOMKy «Cka4aTb WwabnoH» B pasgene «O6bekTbl yyéTta / KomnnekTbi».

4 A B C D 3 F G H 1 J K | L
IMEI Serial number | ®amuana|  Wma Otuectso | JlomwHoCTE Jomen Hma nons3osartens E-mail MecTo pabotel 1 Mecto paors: 2 Mecto paboTel 3
355‘4—’130900315‘51 Anexcees [Mapk Maphosud |- safemobile.prgalekseev-mark-marhalekseev-mark-mark@tedroot KomnauuA paspatoTh| OTAEN NOTHCTHRH
359443090031952 Anewwd  |Erop Wropeewd |- safemobile.prdaleshin-egor-igor _|aleshin-egor-igor@test-nroot Komnanua paspafoTki OT4en NOrHCTHER
359443090031953 Benosa  |/WaKA Mapkosha |- safemaobile.prgbelova-lili-mark belova-lili-mark@test-mjroot KomnauuA paspafoTh| OTAEN NOTHCTHRH
359443090031854 Anekcees |Anekcei [Mesanosnd |- safemobile.prdalekseev-ale-ivanc |alekseev-ale-ivano@testjroot Homnanka paspaBoTr| OTAEN NOTHCTHEK

PucyHok 12 — U3meHeHuMe aTpubyTOB coTpyaHuKa B xIsx channe

Heobxoanmo 3anonHuTb nons:

e IMEI n/ unu Serial number;

o Odamunus;

e Uwms;

e MecTo pabotbl 1. [JomkHO coBnagaTb C KOopHeM obriactu ynpasreHus
agMuHucTpatopa. Tak and agMuHUCTpaTopa 4Ybs obnacTb ynpaBrieHus

HaumHaeTcs ¢ yana root. Mecto paboTtbl 1 4OMKHO 6bITh - root.

B pesynbTtate 3arpy3km B cucteme OyayT co3gaHbl KOMMMEKTbl, COTPYAHMKA U

noapasgeneHunsa opraHusaumoHHo-wTaTHon cTpykTypbl (OLUC) (pucyHok 13).
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PYKOBOACTBO AOMUHUNCTPATOPA oy 1

MpunoxeHue A
PopmupoBaHue npocpunsa tuna Device Admin

A.1 B okHe HacTponku nogkntodeHna k MDM cepsepy BbiGpaTe «Server URI
not required for my MDM» (pucyHok 14). lna npogorkeHus paboTbl HaxaTb KHOMKY

«Continue».

Device Admin profile details

Cefine your profile details. Contact your MDM for the information.

BASIC INFORMATION

Profile Name *

ProfileMame

Dascription
DEVICE ADMIN

0,200
MDM INFORMATION

MOM Server URI @

[ Server URI not required for my MOM ]

PucyHok 14 — OkHO HacTpouku nogkntoyeHnsa kK MDM cepBepy

A.2 B okHe HacTpoek npoduna BbINOSHATL Ccrieaywune OENCTBUA B

COOTBETCTBUMN C PUCYHKOM 15:
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PEFUCTPALMA YCTPOWCTB B «UEM SAFEMOBILE» C MOMOLLbIO KME, Sy, O]
PYKOBOACTBO AOMUHUNCTPATOPA

Device Admin profile settings

Set MDM configuration and device settings.

MDM CONFIGURATION @ DEVICE SETTINGS 0
MDM Agent APK * @ Enrallment settings Knox Mobile Enroliment
hittps: ffsafemobilest ore/androidid S/montorapk Skip Setup Wizard
[0 Allow end user to cancel enrollment
( ADOMOMAPES )
@7 4 @ Privacy Policy, EULAs and Terms of Service
stom JSON Data (as defined by MDM} © Al any End User License Agreements, Terms of Service, or other User agreements that
N N N This phane will be enralled with
{*mdmAddr-"dema safe-mobile. ru"} users must acknowledge before using the device. The is
always shown, OO0 "HUH COKE Lientp

e paspaBorEn”
@ ( ADDLEGAL AGREEMENT )
\ J
Support contact details *
000 "HHAPI COKE Lenmp paspafiorar’
+71956467563

4 ( EpiT )

3572000 - - Support

(] Associate a Knox license with this profile NEXT

PucyHok 15 — OkHo HacTpouku npocuns

A.2.1 [JobaBuTb CCbiNKy Ha aucTpmnbyTme knneHTta SafeMobile, HaxaB Ha KHOMKyY

«Add MDM Application». Ccbinka gormkHa 6bITe 4OCTYNHa U3 ceTn HTepHerT.

A2.2 . B pasgene «Custom JSON Data (as defined by MDM)» Heobxoanmo

nob6asutb JSON cnefytoLlero cogepxaHusi:

"mdmServerUrl": "<URL cepsepa MDM>",
"deviceManagementStrategy": "<ctpaTternsa ynpaBneHus>"

}

BmecTo <URL cepBepa MDM> Heobxoammo yka3aTb agpec cepepa SafeMobile.

BmecTto <cTpateruss ynpaBneHuUs> CcTpaTernio YynpaBreHUsi YCTPOWCTBOM.

[locTynHbl BapuaHTbI:

e device_management — TONbLKO YCTPONCTBO;

e device_and_knox_container_management — yCTpOMCTBO W KOHTEWHep
KNOX;

e auto — aBTOMaTU4eckuii BbIGOP CTpaTeErMmn ynpaBneHus.

A.2.3 YkasaTb TenegoH nnv agpec cnyxobl noaaEePXXKM KOMNaHUKW, HaXKaB KHOMKY
«Edit».

A.2.4 OnumoHanbHO p[00aBUTbL TEKCT MNONb30BATENIbCKOrO COrnaweHns, ¢
KOTOpbiM 00s513aH corfnacutbCs nosnb3oBaTtenb nepen nogknioyeHnem k «UEM
SafeMobile».
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SAFEHMOBILE

A.2.5 [ns coxpaHeHna npopunsa MDM cnegyeT HaxaTb KHOMNKY «Savey.
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