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lNMepeyeHb Ucnonb3yeMbiX TEPMUHOB U COKpaLLeHUn

Tabnuua 1 — NepeyeHb TEPMUHOB U COKpaLLEeHUN

CokpawieHue MonHoe HaumeHoOBaHUue

AD Active Directory (cnyx6a katanoroB)

ADB Android Debug Bridge (nporpammHoe obecrneyeHne ansa oTnagku,
BbISIBNEHNS OWNBOK B MPUMOXEHMAX N pa3broKMPOBKM YCTPONCTB
Ha OC Android)

FCM Cnyx6a otnpasku push-yBegomnerun (Firebase Cloud Messaging)

NFC Near field communication (6nuxHss 6eckoHTakTHas CBA3b)

NFC meTka YCTpOWCTBO, MUCNonb3yeMoe ANns nepefadyv uHopmaumm 4vepes
NFC Ha cmapTdOH, NnaHLWeTHbIN KOMMbIOTEP

QR-kog Quick Response Code (koa 6bICTporo oTknuka)

UEM Unified Endpoint management (YHuduumpoaHHOe ynpasneHue
KOHEYHbIMW YCTPOMCTBaMM)

APM ABTOMaTM3NpoBaHHOE paboyee MecTo

MCK MobunbHoe cpeacTBO KOMMYyHMKauuu (CMapTdOH, NaHLWeTHbIN
KoMMbloTep)

oC OnepauunoHHas cuctema

MK MepcoHanbHbIN KOMMBIOTEP

lMpoBun3anoHnMpoBaHmne lMepBoHavanbHasa HacTpoika ycTporcTBa Yepe3d QR unn NFC

rnc [Monb3oBaTernbckoe cornaiwlieHve

PM Pabounin npocpunb
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1 BBepeHue

HacToswee PykoBoAcTBO npegHasHayeHo A58 norb3oBaTens, oCyLecTBNALWEro yCTaHOBKY
KIMEHTCKONO KOMMOHEHTa KOMMIIEKCHON UMdpOoBON MynbTUNNIATOPMbl yNpaBneHns MoOUITbHbIMK
cpeacteamu kommyHukaumi « UEM SafeMobile» (ganee no tekcty — « UEM SafeMobile» unu cuctema),
a MMeHHO: MobunbHoro knneHta MCK Ha nnatdopme Android Bepcum ot 5.0 1 Bbiwwe.

Cuctema «UEM SafeMobile» npegcraBnset ns ceba nporpaMmMHbI KOMNEKC ANs yNpaBneHns
MOGBUIbHBIMY YCTPOUCTBAMM.

PykoBOACTBO cogepXuT onncaHme yctaHoBkn MobunbHoro knveHta SafeMobile n ganbHenwee
nogkntovyeHme MCK k cucteme «UEM SafeMobile».
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2 YctaHoBKa npunoxeHus «MoHUTOpP»

Mepen Havanom paboTbl Nonb3oBaTentd HeOO6XOOUMO MPOBEPUTbL KOPPEKTHOCTb 3HAYEHUN
OaTbl, BpeMeHn 1 4YacoBoro nosica Ha MCK. B Tom cnyyae ecnn 3T napameTpbl YCTaHOBIIEHbI
HeBepHO, cnenyet BblkMounTe Ha MCK aBTomMaTtuMyeckoe onpegeneHne pJatbl U BPEMEHM,
npeaocTaBnsemMoe CeTblo, U OCYLLEeCTBUTb HACTPOWKY BPYYHYHO.

BapuaHTbl ycTraHoBKM npunoxeHms « MOHUTOP» B 3aBUCUMOCTM OT NPOM3BOAUTENS U BEPCUM
Android ycTponctea, a UMEHHO:

e N9 KOpropaTMBHbLIX YCTPOUCTB npoussoacTea Samsung ¢ Android Bepcun 10 1 Bblwe, a
TaKke YCTPOWCTB APYrux Npoussoantenen, oTnnyHbix oT Samsung, ¢ Android Bepcun 7 n
BbiLLE;

e 519 KOpNopaTMBHLIX YCTPONCTB Npoussoactea Samsung ¢ Android Bepcumn 4.0 — 9;

e [ONA KOPMNOPaTUBHbIX YCTPOUCTB APYrnx MpousBoauTENen, OTMNWYHBIX OT Samsung,
¢ Android Bepcum 6;

e [ONA KOPMNOPaTUBHbIX YCTPOUCTB [PYrMx MpousBoauTenen, OTNWYHbIX OT Samsung,
¢ Android Bepcun 5.0 — 5.1.1;

e ONS NWYHBIX YCTponcTe ¢ Android Bepcun 7 1 BhiLe.

lpumeyaHue

Ana nonHoueHHol pabombi nipunoxeHuss «MoHumop» Ha ycmpoticmeax Xiaomi, Heob6xo0umMo
Hanuyue FCM-niywcepeepa, a makxe ykaszamb 8 Hacmpolkax AHOpouda:

e pasden lNapamempsi paspabomyuka, ebikodums napamemp MIUI Optimization;
e pasden lNpunoxeHus, npunoxeHue MoHUmMop, exkmo4YumMb Aemo3aaryck;
e pasden NpunoxeHus, npunoxeHue MoHuUMop, ebiknto4Yums KoHMpPosib akmusHocmu.

BAXXHO!

Ana peecucmpayuu MCK e cucmeme Ha ycmpoticmee QO/MKHO 6bII0 yemaHOB8EeHO MpusioXeHue
«MoHumop» He Huxe eepcuu 11.0, 8 NPoMUBHO cry4Yae peaucmpaluus ycmpoticmea 8 cucmeme
HEB03MOXHa.

Ecnu ycmpotcmeo nodknodeHo ¢ nipasamu DA (Device Administrator), mo npu nonsimke
rnosib308amerisi CHSIMb C MPUIOXeHUST MOHUMopa rnpasa DA npou3olidem cbpoc ycmpolicmea K
3ae800ckuM Hacmpolikam. Ecnu Heob6xo0uMO OMKIIYUMb ycmpolcmeo om yrpasrieHus, mo 3mo
Heobxodumo dename U3 KOHCOMU adMUHUCMpamopa, KoMaHOoU OMKAYeHUs om yrpaesneHus ¢
ydaneHuUeM moJsibKO KOprnopamugHbiX OaHHbIX.




N\
UEM SAFEMOBILE =V

.

MOBUIMbHBLIN KMMEHT ANDROID SAFEMOBLE

21 TlMoppepxnBaeMble yCTpOUCTBA

lMepen ycTaHoOBKOW npurnoxeHust ybeguTtecb, 4YTO YCTPOWCTBO BXOAUT B  CMMUCOK
noaaepXkmBaemMbiX YCTPOMCTB. B npoTnBHOM cnyydae, YyacTb (PyHKLUMOHaNa npunoXeHns MOXeT ObITb
He OOCTynHa.

Cnucok nogaepxxmnBaembix yCTpOVICTBZ

https://androidenterprisepartners.withgoogle.com/devices/#

Cnuncok yCcTponcTB, NPOTECTUPOBAHHBLIX Pa3paboTYNKOM NPUMOXKEHUS:

https://safe-mobile.ru/product/devices-os/
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2.2 YctaHoBKa npunoxeHus «MoOHUTOpP» Ha KopnopaTuBHoe
yCTpOUCTBO npousBoacTBa Samsung ¢ Android Bepcuu 10 u Bbiwwe,
a TaKXe YCTPOUCTB ApYyrux npomsBoauTtenemn, oTnmYHbIX OT
Samsung, ¢ Android Bepcuu 7 un Bbiwe

Ona yctaHoBkm Ha MCK npunoxeHus «MoHuTOp» Heob6XoOuMO BbIMOMHUTL criegylwme
Oencreus:

1. Mpomn3seecTn annapaTHbIn c6POC BCex NapaMeTpOB M yaaneHue BCex AaHHbIX 40 3aBOACKMX
HacTpoek (Factory Reset).

lpumeyaHue.

Mpun yctaHoBke Ha MCK Samsung npunoxeHns «MoOHUTOP» Takum cnocobom, MOOGUIbHBIN
knneHT SafeMobile nonyyaet npasa Device Owner, nostomy codgaHme KNOX-KoHTenHepa
Ha TaKnx yCTpPOMCTBaX HEBO3MOXHO.

2. MNocne nepesarpy3kn MCK B pesynbTaTe cbpoca K 3aBOACKMM HacCTpoWkam LUeCTb pas
HaXkaTb Ha NPUBETCTBUE Ha NepBOHa4YanbHOM 3KpaHe (pucyHok 1), nocne yero GygeT 3anyLeH
ckaHep QR-kogoB, Npy NOMOLLM KOTOPOTo cnefyeTt oTckaHmpoBaTb QR-Ko4, NpeaoCcTaBneHHbIN
AomMuHucTpaTopom cuctembl «SafeMobiler.

.l 68% @

[o6po noxanosatb!

PYCCKUIl ¥

IKCTPEHHbIN BbI30B CMELUANIbHBIE BO3MOXHOCTH

PucyHok 1 — NepBoHavyanbHbIN 3kpaH MCK

Mocne atoro 6yaeT BbiNonHeHa 3arpy3ka Ha MCK npunoxenus « MOHUTOpP».
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lMocne NpoxoXaeHnsa HECNOXHOro MacTepa nepBoHaYvanbHON HACTPOWKKU M 3anpoca OCHOBHbIX
paspeLleHui nosaBmTca yBegomrneHne «Cuctema sawmiieHay.

lIpumeyaHue.

e [lns OaHHO20 criocoba MooKIoYeHUss Heobxooumo nooknwoyeHue wi-fi ¢ ebixoO0oMm 8
UHMepHem;

e Ecnu ckaHep QR-ko0a He nosienssemcsi, HeobxodumMO 80Crob308ambCs CrlI0CObOM
rnookmo4yeHuUs us n. 2.3.

2.3 YctaHoBKa npunoxeHus «MOHUTOpP» Ha KopnopaTuBHoe
yCTPOUCTBO npousBoacTBa Samsung ¢ Android Bepcumn 5.0 — 9

Ona yctaHoBkn Ha MCK npunoxenna «MoOHUTOpP» Heo6XoaMmO BLINOMHUTL cregyowme
aencreus:

1. OTKprTb 6pay3ep 1 BBECTU agpec nopTtana perncrtpauunn, I'IOJ'Iy‘-IeHHbIIZ OoT agMUHUCTpPAaTOopa

cucteMbl. B ToM cnyyae ecnu noptan He4oCcTyneH, Heo6xoaMMo NPOBEPUTL HanMumne AocTyna B CeTb
NHTepHeT.

Ecnn goctyn Kk nopTtany OCyLLEeCTBMSIETCA C WCMONb30BaHUEM CEepPTUdUKATOB, BblAAHHbLIX
opraHusaumen, He BXOAsILEN B cOCTaB [oOBepeHHblXx, Ha MCK B03MOXHO nosBrneHne coobLueHust
«MopaknovyeHne He 3almLLEHO» (PUCYHOK 2).
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a)

MoakntoYeHue He 3aLiULLeHo

3NOYMBILLNEHHWKIA MOTYT NbITaTbCA NOXMTHUTH
Ballv faHHble ¢ caiTa 192.168.0.1
(Hanpumep, naponu, cooBLieHUA UK Homepa
6aHkoBckux KapT). [oapobHee...
NET:ERR_CERT_AUTHORITY_INVALID

[v] Aeromaruueckn oTnpaBnATE CUCTEMHYIO

MHDORMABLIMIO M KOHTEHT cTpaHuy B Google,

YTOGbI YNYUILWTL Pacno3HaBaHKe ONacHbIX
npunoxeHuA v caintos. Moautnka

KOHOMAEHUNANBHOCTH

HA3A[ K BE30MACHOCTH

OONONHHUTENbHbLIE

. A = 2

6)

He ynanoch NoATBEpAUT, YTO 3TO CEpBED

192.168.0.1. OnepaunoHHan cucTema
YCTPOWCTBa He [IOBEPAET ero cepTUduKaTy
6e30nacHOCTU. BOZMOXHO, Cepeep HacTpoeH
HenpasMNbHO WK KTO-TO NbiTaeTcs

nepexsaTuTb Balun faHHble

[IEPEATH HA CAW

HA3A[ K BE30MACHOCTU

CKPbITb NO4POBHOCTH

. 7 o =

PucyHok 2a), 26) — Coo6LeHns o He3aluLWeHHOM coeANHEeHUN

Mpu Haxatum «HA3AOA K BE3OMACHOCTWU» GyaneTt BbiNOMHEH BO3BpaT K nNpeablayLien
CTpaHuLe NHTepHeT-Opaysepa.

Mpu Haxatum «OQOMNOJIHUTENbHBIE» oTo6pasutcs okHO Gpay3epa € AOMOMHUTENBHLIMM
CBEAEHNSIMU O cepTudmKkaTe B COOTBETCTBMM C PUCYHKOM 2a).

Onsa NPOAOSIKEHNSA

paboTbl

HeobxoaMmo

HaXaTb Ha

CCbIIKyY

«MEPEUTU

HA CANT...(HEBE3OMACHO)» (pucyHok 26), B pe3ynbTaTe 4ero oToOpasuTCs OKHO nopTana
perncrpaumm (PUCYyHOK 3).

10
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)

‘ ¢4y CKAYATb MOHWUTOP ‘

3arpyaute MOHUTOP ANs
Android n nogkno4uTe
ycTpoicTBo Yepes Android
MoHuTop

PucyHok 3 — OkHO nopTana peructpauuu

RU o

Mpy nomoLLm KHOMNKK OCYLLECTBISETCS nepeknioveHne sa3blika nHrepgenca ¢ pycckoro Ha
o o EN

aHrnNunckni. ins o6paTHOro NepekntoyeHns npeaHasHavyeHa KHomnka .
2. 3arpysutb ann ans yctaHoBku npunoxeHna «MoHuTop». [na aTtoro criegyeT HaxaTb

«CKAYATb MOHWUTOP» (pucyHok 3), gatb cornacme Ha 3arpy3ky ¢avna «monitor.apk» wu
paspeLueHne Ha goctyn 6payaepa K poTo, MynbTUMeana n gannam Ha yCTponcTBe.

lMpumeyaHue

e Hekomopsbie bpaysepb! ckadugarom c¢halil ycrmaHo8KU HeKoppekmHo. Bmecmo cbatina

«monitor.apk» ckadueaemcsi ¢haln «monitor.bin». B amom criyyaem Heobxodumo
nepeumeHosame ¢haln 8 «monitor.apk» u npodomKUMb yCmMaHoBKY;

Qadn «monitor.apk», nony4eHHbIl om rfocmaswuka cucmembl, 803MOXHO MmaKxe
rnomecmums 8 KopHesol kamasioe MCK nocpedcmeom USB-kabens unu cemu Wi-Fi.

11
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3. 3anyctutb (pann «monitor.apk» 1 yctaHoBUTL NpunoxeHne « MOHUTOP».

Mo 3aBepueHnn yctaHoBkM B MHTepdence MCK oTtobpasntcsa 3Hayvyok npunoxeHuss « MoOHUTOp» B
COOTBETCTBUM C PUCYHKOM 4.

MoHuTOp

PucyHok 4 — 3Hauyok npunoxeHusa «MoHuTop» B uHTepdence yctpomcrea

Mocne yero, B npunoxeHnm «MoHUTOP» HEOBXOAMMO MPOWTM Npouesypy NOAKMYEHUsT K
cepBepy B COOTBETCTBMM C pasgenom 3.

12
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2.4 YctaHoBKa npunoxeHus « MoOHUTOpP» Ha KopnopaTuBHoe
YCTPOUCTBO APYrMX nponsBoauTesien, oTNIMYHbIX OT Samsung,
¢ Android Bepcuu 6

Ha ycTponcTtBe pJdaHHOro Tuna BO3MOXHa YCTaHOBKa npunoxeHnus «MoHuTop» C
ucnone3oBaHnem texHonornm NFC (npu ero Hanuyum), KoTopasa npuBeneHa B NpUoXeHun 1, nnu
nocpenctsom ADB, koTopasi npuBedeHa B NPUIOXeHUN 2.

Mocne 4ero, B NpunoxeHnm «MoHUTOP» HEOBXOAMMO MPOWTU Npoueaypy NOAKMYEHUsT K
cepBepy B COOTBETCTBMM C pasaenom 3.

OTn xe cnocobbl MOryT ObiTb MCMOMb30BaHbl ANsi YCTAHOBKU MpUIoxXeHna MoHuTop Ha
YCTPOWNCTBA C ype3aHHoW npoLwumskon Android Bepcum 7-11, B KOTOpbIX BEHAOP Bblpe3asi BO3MOXXHOCTb
nHMumnanmsauum Yyepes QR-kog nocne cbpoca Ha 3aBOACKMNE HACTPOMKM.

2.5 YctaHoBKa npunoxeHus « MoOHUTOpP» Ha KopnopaTuBHoe
YCTPOUCTBO APYruX nponssBoauTesien, oTNIMYHbIX OT Samsung,
¢ Android Bepcun 5.0 - 5.1.1

Ons yctaHoBkn Ha MCK pgaHHoro tvna npunoxeHus « MOHUTOp» HeEoOXoAMMO MONyuYuTb U
nNpownTe MOANMULMPOBAHHYK MPOLIMBKY YCTpoWcTBa. [Ona 3atoro Heob6xoouMmo npenocTaBuTb
ycTponctBo Ha TecT B OO0 «HUW COKB LleHTp pa3paboTkuy.

[Mocne ycTaHOBKM Ha YCTPOWCTBO TakoOW MPOLUMBKMA €ro MOXHO MNoAKkMyaTb, TakK Xe Kak
yCcTpoKncTBa npoussoactea Samsung ¢ Android Bepcumn 5.0 — 9 B cooTBETCTBMM C nogpasgenom 2.2
OAHHOWN UHCTPYKLMW.

2.6 YcrtaHoBKa npunoxeHusi <kMOHUTOpP» Ha FIM4YHOE YCTPOUCTBO C
Android Bepcun 7 u Bbiwe

[nsa yctaHoBku npunoxeHnsa «MoHuTop» Ha nnyHoe MCK Heo6xoaMmo nponTu Npouenypy kak
Ha ycTporcTBax npoussoacTea Samsung ¢ Android Bepcun 5.0 — 9 B cOOTBETCTBMM C Nogpasgenom
2.2 [aHHOM NHCTPYKLUMMW.

13
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3 MpumeHeHune npunoxeHua « MoHntop» ans
nopkntovyeHnsa MCK k cepBepy

Mpn wncnonb3oBaHuM npunoxeHust «MoHuTop» Ans nogkrtodeHns MCK  Heobxogmmo
BbIMNOMHUTL cnegylowme AencTBng:

1. Bapeructpuposate MCK B cucteme «SafeMobile» nocpeactBoM BBeAeHUSA YYETHbIX AaHHbIX
B OKHE NpunoxeHnsa « MoHUTop».

Monb3oBaTento npegocTaBnseTcs 4eTblpe BapuaHTa MOAKMAYEHUs, B 3aBUCUMOCTU
OT KOH(purypaumm cepBepa W [[aHHbIX, MpedocTaBneHHbIX AaMuUHUCTpaTtopoM. BapuaHT 4,
MopkntodeHre no ngeHTudukaTtopam yCTpoOMCTBa CTaHOBUTCS AOCTYNEH MOMb30BaTENO NPY HanMumm
y MoHutopa goctatoyHoro ypoBHsa npae (Device Owner nnn KNOX).

=l 55% @ 14:26

Peructpayus ycTpoWcTBa

OrckaqupydTe OR-xkon

{of npurnaleHna

BEEAUTE afpec CEPREPA M Kof
NpUrNaLISHAA

HomeHHan y4eTHaA 3anvceb

BeeguTe agpec cepeepa M JUMEHHYH
YYETHYID 3anMch

AeHTM(MKATOPL! yeTpoRcTea

BEEAWTE TONLKD APEC CEPREPA, SCNW
Ha HEeM Yy3e 3apericTPUPOBEH OfMH W3
uaeHTHhHKETOpOB yeTpoiRcTaa: IMEI
WNK CEPUAHLIA HOMEp

PucyHok 5 — BapuaHTbl nogKno4eHuns
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MOBWIbHBLIN KMTMEHT ANDROID SAFEMOBILE

e BapwuaHT 1:

ABTOpu3aumsa vepes ckaHuposaHne QR-koga, npegoctaBneHHOro AAMUHUCTPATOPOM
(pMCYHOK 6).

F il 69% i 12:55

A

PucyHok 6 — BBoa y4eTHbIX AaHHbIX Yepe3 ckaHupoBaHue QR-koaa

e BapwuaHTt 2:

ABTOpU3auMs NyTeM BBEOEHWs KoOa NpurnawieHns n agpeca cepsepa (PUCYHOK 7),
Nony4YeHHbIX y AgMmnHucTpaTopa cuctembl «SafeMobiley.

® .4l 68%i@ 12:57

< Kop npurnawenus

URL cepBepa ‘

https://server.company.ru

‘ Kop npurnateHuns ‘

9 uudp. Mpumep: 123456789

NMPOAOIKUTDb

PMCYHOK 7 - BBop Y4YeTHbIX AaHHbIX Yepe3 Koa npurnaweHuns
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MOBWIbHBLIN KMTMEHT ANDROID SAFEMOBILE

e BapwuaHTt 3:

ABTOpM3aumMsi  nNyTem  BBEAEHUA  OaHHbIX  nonb3oBatens B dopmare
«username@domainy, ucnonb3ys cnyxby katanoroe Microsoft Active Directory (pucyHok 8).

T .l 68%1d12:58

< JloMeHHas y4yeTHas 3anucb

URL cepsepa

https://server.company.ru

Jlorux

domain\login

Maponb

PucyHok 8 — BBoa yuyeTHbIX gaHHbIX Yyepe3 AD

e BapwnaHT 4.

Ycrtpowicteo, IMEI KoToporo unm cepuiiHbiin Homep 3aHeceHbl B B SafeMobile (paHee
NOAKMNI0YANOCh, UMK 3aperucTpupoBaHo AOMUHUCTPATOPOM) MOXHO MOAKIOUYUTL K CepBepy,
BBeAd TOMbKO ero agpec (pMCyHok 9).

=l 55% @ 14:26

WpenTudmrkaropbl ycTpoicTea

URL cepaepa

PucyHok 9 — lNogknto4veHue yepes ngeHTUhMKaTopbl yCTPOMCTBA YCTPOMCTBA

2. Ecnu AagmuHuctpatopom 3agaHo «lonb3oBaTtenbckoe cornaweHuwe», 1o Ha MCK
0TOBPa3nNTCHA OKHO C TEKCTOM MOJIb30BaTENbCKOro COrnalleHus.

16
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MOBWIIbHBIV KIIMEHT ANDROID

SAFEMOBILE

[ns NpogormkeHus npoueaypbl MNOOKMIOYEHUS CnedyeT COornacutbCa C YCIOBUSIMU, HaXas
«MPUHATDb». Mpun HaxaTun «OTKITOHUTb» OygeT ocyliecTBneH BO3BpaT K OKHY BBOAA YYETHbIX
AaHHbIX, U Npoueaypa nogknioveHnsa bygeT npekpalleHa.

3. Ecnn nogkntovaeTcs KopnopaTtMBHOE YCTPOMUCTBO, HEOBX0ANMO AaTb NPUNoXeHnto MoHuTop
npaBa agMuMHUCTpaTopa ycTponcTBa, Haxas «BKITIOYUTb» (pucyHok 10).

< AIMUHWUCTPATOP YCTPOICTBA

E MonuTtop

* YpaneHue BceX AaHHbIX
YaanaTtb gaHHble Ha TenedoHe 6e3
npeaynpexAeHns nytem c6poca AaHHbIX.

* W3meHeHune napons

pa36noKMpPOBKU 3KpaHa
M3MeHeHWe Naposisi pas36oKUpOBKU
3KpaHa

¢ HacTtpouTb npaBuna naponeu
YnpaBnsaTe ANMHOW Napons
pas6noKMPOBKN 3KpaHa U OrpaHUYEHUAMM
CHUMBOIOB

* OTcneXXuBaHue NonbITOK

pa36/IOKUPOBKU IKpaHa
OTCNEXMBATD YAC/IO HENPABUIBbHbBIX
naponei, BBEAEHHbIX NPW PasBNoKMpOBKe
3KpaHa, U 6nokuMpoBaTh TenedoH nuéo

OTMEHA BK/IIOYUTD

PucyHok 10 — OkHo npunoxeHus « MoHuTOp»
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MOBWIIbHBIV KIIMEHT ANDROID

SAFEMOBILE

4. Ecnu nogkniovaeTcs NMYHOE YCTPOWMCTBO, MPOM3OMAEeT co3gaHne pabodero npoduns u
KonupoBaHue B Hero npunoxeHnss MoHUTOpP, Monb3oBaTento npeanaraeTcs HEeCNoXHbI macTep

HaCTPOWMKK, B KOTOPOM [OCTaTOYHO HaxaTb KHOMKM «[MpUHSATL M NPOAOMXMTbY», a 3aTem «[aneex»
(pycyHok 11).

2114 P ] 21:15 *HJO

HacTpoiite pa6ounii npodune JaHHble B Bawem paGodyem
npodwne BUAHbI CUCTEMHOMY
afAMUHUCTPATOPY

YENoaMA MENONLAOBAHMA

I]l

a Q
' @

4 @ | | U | |
a) 6)

PucyHok 11 (a,6) — MacTtep co3pgaHusa pabouyero npocpuns
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MOBWIbHBLIN KMTMEHT ANDROID SAFEMOBILE

5. Ecnu nogkniodaeTcs KoprnopaTMBHOE YCTPOMCTBO Samsung, Ha akpaHe MCK otobpasutcs
OKHO C MOMUTMKON KOHpMOEHUMANbHOCTH (PUCYHOK 12).

1323 W@ * ©

KLMS Agent

MonuTuka KOHGUAEHUMANbHOCTU B OTHOLLIEHWI |
Samsung Knox

MocnepHee o6HoBNEHME: 6 HOAGPS 2020 T.
B komnaHuun Samsung Electronics

Co., Ltd. Mbl NOHMMaeM BaXKHOCTb
KOHbUAEHUMANbHOCTW A5 HALLUX
KnueHToB. HacTosiwas MNonutuka
KOHGbUAEHUNANbHOCTW B OTHOLLEHUN
Samsung Knox npv3BaHa noMoyb Bam
NMOHATb, Kak UMEHHO Mbl COBMpaeM U
MCMoJIb3yeM BallW NepCcoHalbHble AaHHble.
Hawwa MonuTtuka KoHpUAEeHLManbHOCTH, C
KOTOPOW MOXXHO 03HaKOMUTbLCS, Nepenas
no ccbinke https://account.samsung.com
/membership/terms/privacypolicy, Takxe
pacnpocTpaHsieTcs Ha UCMosib3oBaHNe
pewenus Knox. B Haweii MNonutuke

1 BHUMaTEeIbHO 0O3HAKOMMUJICS U

lMpaBa AAMUHUACTPATOPA MOMy4eHb!

OTMEHA

PucyHok 12 — MNonutuka koHduaeHUNanbLHOCTH
B paHHOM OkHe nonb3oBaTento crnegyeT O3HaKoOMUTbLCA WM MOATBEpPAUTb cornacuve C
npeanoXXeHHbIMN YCNOBUAMMU.

6. Ha nocnegHem 3Tane noAknm4YeHUs MoOnb3oBaTento HeobXoaAMMO BblAaTb MPUIIOXKEHUIO
MoHuTop paspelueHne Ha paboTy B OHOBOM pexmnme (pUcyHok 13).

PaspelunTb NpUIoKeHUo 3anyck B
¢GoHOBOM pexxnme?
Ecnu npunoxeHue "MoHUTOp" cMOXeT

3anyckaTtbes B HOHOBOM PEXMME, 3TO
YBE/IMUMT pacxop 3apsga 6atapen.

3Ty QYHKLMIO MOXHO OTK/IOUNTD,
OTKpbIB HacTpoitku > MNpunoxeHus n
yBeJOMNEHUA.

OTKNIOHUTb  PA3PELUUTb

PucyHok 13 — PaspelueHue Ha pa6oty B hOHOBOM pexume

19



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID

SM

SAFEMOBILE

Mpn ycnewHomM nogkntodeHun B mHTepdence MCK oTobpasntcsa yBegomneHne «Cucrtema

3awmiyeHa» (pMcyHok 14) 1 3Ha4yok [5] B BEPXHen 4acTtu sKkpaHa (pucyHok 15).

2525 il 66%m
nT, 25 NIOH. o]
YcTponcTtea MynbTumeana

YBeAoMNeHus c onoBeLLeHnemM

B Monutop 22.06.2021

MoHuTop
CucTema 3alumueHa

HacTpoiiku yBegomneHuit

PucyHok 14 - CoobweHune Ha MCK

Google

o A 1 200
o -E )
Kanewpaps lanepes  Play Google  Mpuaox

Mapxer eHua Mict...

T0Bb NPOCMOTPETS Bee NITOXEHIA, NPOBEANTE NAMBLEM BBEEX WK BEH3

COE =3

Tenegon  Kouraktsi Coobuen.. Murepuer  Kamepa

& [ L

PucyHok 15 — UHTepcperic MCK co 3Haukom npunoxeHus «MoHUTOp»
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MOBWIbHBLIN KMTMEHT ANDROID SAFEMOBILE

7. Mocne nogkntoyeHus kK MCK 6yagyT npuMmeHeHbl Npodunmn, HaCTPOeHHbIE AOMUHUCTPATOPOM
cuctembl «SafeMobiley.

[Mocne npumeHeHnsa npodwunen, ecnu AOMUMHUCTPATOPOM 3adaH cOOp MEeCTOMONOXEHUN
kopnopatusHoro MCK, B uHTepdelnce oTobOpasuTcs yBegomsieHue (pUCyHok 16) u 3anpoc o
npeaoCcTaBneHnn NpunoxeHunio «MoHMTOp» AOCTyNna K reonosnumm yCTpomcTBa NOCPEACTBOM CRYXObl
reonokauumn Google (pucyHok 17), B kKoOTopom cnegyeT Haxatb « OK».

@ MoHnuTop

[na onpegenexuna
mecTononoxeHui MDM-areHTy
HeobXxoguM AOCTYN K reosiokauum
Google Ha ycTpoicTBe. [1ns atoro
B Cnefyowem CUCTEMHOM OKHe
Heo6X0AUMO Ha)aTb KHonky "OK".

0K

PucyHok 16 — YBegommneHne o npeaocTaBrieHnn JOCTyna K reosiokauum

YT06bI NONy4YaTh 60M1€ee ToYHble
pesynbTaTbl, pa3peLumnTe
yCTPOWMCTBY UCNOMNb30BaTh
cny6bl reonokauum Google. v

OTMEHA 0K

PucyHok 17 — 3anpoc Ha npegocTaBrieHue AoCTymna K reosiokauum
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4 OCOGEeHHOCTU NOAKIYEHUSA JINYHbIX YCTPOUCTB

Mpun nogkntodeHmmn k SafeMobile nuyHoro MCK Ha ycTponctse co3gaetca pabounii npoduns.
OT0 ycnoBHas BblgeneHHas o0nacTb Ha YCTPOWCTBE, B KOTOpPOW paboTaloT KopnopaTUBHbIE
NPUITOXEHNSA, XPAHATCS KOPMNOpaTMBHbIE AaHHbIE U K KOTOPOW MOryT ObiTb MPUMEHEHbI MOMUTUKU
orpaHudeHnn. Taknm obpa3omM, camMO YCTPOMCTBO OCTAETCS JIMYHBIM U YCTAHOBINIEHHOE Ha HEM
npunoxeHne MOHUTOP CKPbITO M HE MOXET BbIMOSMHATbL HUKAKMX pyHKUMK. A B paboyem npodune
pabotaeTt konusa npunoxeHns MoHuTop (pucyHOK 18), KOTOpas B3anMMoOOEeNCcTBYyeT C CEepBEpPOM W
BbINOMHAET PYHKLNM YNpaBneHus.

O nporpamme

WHOOPMALMSA MNPUNOXEHNA

D

101

URLSS
t69.uemsm.ru:50069

URL MDM

https://t69.uemsm.ru:443/

YCTAHOB/EHO/OBHOBIEHO

13.03.2023, 12:03

BEPCHA

7.0.0.14

NOCNEAHAS CUHXPOHU3ALIUA

13.03.2023, 12:03 OBHOBUTb

BbIFPY3UTb /10T

PucyHok 18 —Konus npunoxeHus MoHUTOp Ha ycTpoMcTBe B paboyem npocune

B 3aBMCMMOCTM OT NpoM3BOAUTENS YCTPOMCTBA BO3MOXHbI [1Ba BapuaHTa pasMeLLeHns MKOHOK
npunoxexHmn B pabodem npodune. B nayHyepe moryT ObiTb BblAeneHbl OTAENbHbIE 3aknagku
«JlnyHbler/«Paboune» (pucyHok 19a), nmbo BCce NpunoxeHus oTtobpaxarTcsa eguHbiM Brnokom, a
NPUINOXEHNA 13 Npoduna BblAENATCA TOMNbKO HEBOMNbLUMM 3HAYKOM MOPTMEns B HWKHEM NPaBoM
yrny UKOHKM (pucyHok 196).
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MOBWIbHBLIN KMTMEHT ANDROID

SM

SAFEMOBILE

a)

1558 & B ©

Q. Mouck npunosxeHnia

NNYHBIE

e @

KonTaktel  MoHuTop

M b

Gmail Google P..

B Pab6ounii npodunn

<4 [ ]

@ Q

HacTpoi...

@ o VPas2%

PABQYME

daitne

e LQD

Wonaion L]

| 6)

PucyHok 19 (a,0) — [IBa BapuaHTa pa3melleHusi NpunoxeHum paboyero npoduns

Ha yctpoiictBax TpebyeTcsi noaTBepXAeHUE Mofb3oBaTens Mpy YCTaHOBKE W yAaneHun
KOpNopaTUBHBIX U HEKOPNOPATUBHBLIX NPUNOXEHUA, MO3TOMY B MOHUTOpPE eCcTb BKMagka CO CMUCKOM

NPUNOXEHUIA.

1210 & B EEVE67%

O nporpamme

WHOOPMALMUA MPUJTOXKEHUSA

Generic

Battery
YCTAHOBUTb
(
SurfShark
YCTAHOBUTb
(

PucyHok 20 — Bknagka B MoHUTOpe CO CMUCKOM NPUNOXeHUN
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5 OcobeHHOCTU pabOTbl C KOHTEMHEPOM Ha YCTPOUCTBAX
Samsung

Ecnu B APM AgmuHucTpatopa 3agaH npodunb ¢ cosgaHnem Knox-KOHTEMHepa Ha YCTPONCTBE
nNpoun3BOACTBa KOMNaHMm Samsung, To B MHTepdence MCK otobpasutcsa ysegomneHne o6 aktmsauum
Knox (pucyHok 21) nubo, npy BO3HMKHOBEHMM OLLUMOKM B MPoOLECCe aKTMBaLMW, COOTBETCTBYIOLLEE
coobLeHue.

@ SafePhone 1604 +
AxTHBauun Knox °
KHUK‘.D(\MUM}”)UH”

PucyHok 21 — YBegomneHue o6 aktuBauum Knox

B cnyyae BO3HMKHOBEHUSI OLUMOKM crieqyeT NpoBEPUTL Hanuume cetu VIHTepHeT Ans goctyna
K cepBepam Samsung C Liefbio akTMBaLumn cepauca.

Mocne ycnewHon akTMBaumm Knioda Knox otobpasnTca 3anpoc Ha co3gaHue KoHTerHepa Knox
(pycyHOK 22) U OKHO co3faHua pabouer obnactm ¢ ycnosmaMu OT MNPOU3BOAUTENSA YCTPOWCTBA
(pncyHok 23).

SafePhone 16:04
CospaaHue Knox KoHTeliHepa
B npouecce

PucyHok 22 — 3anpoc Ha co3aHue KOHTenHepa

msung
nNox

=Ll87% M11:54
—_ : ( )
- 7
\ﬁ O
HacTpoika

pa6oueii o6nactu

bynet cosfaHa paGodas o6nacTb,
HaxOAALLAACA MOf, YPABNEHUEM H
KOHTpOnem BaLlei opraHusauuu
MpUMeHAOTCA YCNOBUA UCNONE30BaHMA KNnox.

Ycnoeus ucnonbsosanua Knox

KDHQMAEHHMQHBHDBTB

OTMEHA NPUHATD >

i e
= 1J e

PucyHok 23 — YcnoBusi ucnosnb3oBaHus Knox
24
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OyHKUMSA ynpaeneHuss kKoHTemHepom Ha MCK nossBonsieT msonupoBaTb Apyr OT Apyra
nepcoHanbHble W KOpPNopaTUBHbIE MPUMOXEHUS M WX [daHHble Ha YCTPOWCTBE, YNpaBreHue
KOHTEMHEPOM OcCyLlecTBnseTcs C wucnonb3oBaHnem Samsung Knox. [Onsg cosgaHua Ha MCK
KoHTenmHepa Knox cregyeT cornacutbCs C MPEAnoXeHHbIMU YCIOBUSIMM, HaXaB Ha  KHOIMKY
«MPUHATb». lMocne aToro 3anycTutca NPoLecC COo3daHusa KOHTenHepa c pabouer obnactbio
Workspace. 3atem TpebyeTca 3agatb Tmn 6nokmposkn Knox: napone / PIN / y3op.

Ecnn koHTenHep Knox Ha MCK He TpebyeTcs, B OKHE CO30aHUs KOHTENHepa cnefyeTt HaxaTb
«OTMEHA».

lpumeyaHue

Ecnu Ha MCK 6bin ycmaHosneH Knox warranty bit 8 pe3dynbmame rpogedeHuUs He3ag00CKoU
MpowusKu, Mo co3daHue KOHmeUlHepa Ha ycmpolcmee He803MOXHO.
lpu ycmaHoeke Ha MCK mobunbHoeo knueHma SafeMobile e kadecmee Device Owner (c

ucrionb3osaHuem mexHonoauu NFC unu nocpedcmeom ADB) co30aHue KoHmelHepa Ha
ycmpolicmee He803MOXHO.
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MOBWIbHBLIN KMTMEHT ANDROID SAFEMOBILE

Mo 3aBeplUeHMM NpoLeaypbl Co3aaHusa KoHTenHepa B nHTepderice MCK oTobpasntcs MKoHKa
npunoxennss «Workspace» (pucyHok 24) npun OC Bepcuii 8 — 9 1 coobLieHune SafeMobile
006 ycnewHoM co3gaHun KoHTenHepa (pucyHok 25). MMpu OC Bepcum 7 oTOGpasvTCsi MKOHKa

npunoxeHmsa «Knox» n

B cnyyae BO3HMKHOBEHWMS OLWIMOKM Npu co3gaHum koHTenHepa Knox B mHTepdence MCK

oTobpasnTCcs 3HaYOK 9 1 coobLeHne ¢ MHopmaumern o NpuYnMHax, No KOTOpbIM He yAanock co3gaTb
KOHTEnHep.

O

Workspace

% . ﬁ ] @j

TenepoH  KoHTakThl CoobuieH.. WutepHer  Kamepa

- w =

PucyHok 24 — 3Ha4yok npunoxeHusa «Workspace» B uHTepdence MCK

@ safePhone 11:55

Coapnakue Knox KonTeiHepa °
Knox koHTeitHep cosaan

PucyHok 25 — CoobGLweHne o co3gaHum KOHTenHepa
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B nHtepderice MCK npunoxeHus, yCTaHOBINEHHbIE B KOHTEMHEDP M BHE €ro, 6yayT oTnmyaTbCA.
Ha nkoHkax npunoxeHuin, yCTaHOBINEHHbIX B KOHTENHeEpP, OTOBpaxaloTCcs cneunanbHble MHAMKaTOPb! B
COOTBETCTBUU C PUCYHKOM 26.

8 &= 96% M15:21

WORKSPACE

eec

Mowu Tanepes  GPS Test
taitnbi

PucyHok 26 — OkHo npunoxeHus «Workspace»

CneumnanbHble MHOUKaToOpbl ByayT Takke BOCMPOM3BOAUTLCA HA yBEAOMIIEHUSX U paboumx
OKHaX MPUMNOXEHUN B KOHTeWHepe. [na Toro, 4ToObl 3anyCTUTb MPUNIOXKEHME WKW MPOCMOTPETb
yBedoMIeHne HeobxoaMmo BBECTM Naporsib Knox, 3agaHHbIn Npy co3gaHum KOHTENHepa.
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6 MpoBepka nogkntoyeHusa MCK k cucteme «SafeMobile»

Mpun ycnewHom nogkntodeHnn MCK B APMe AgmuHucTtpaTtopa B ctonbue «Ctatyc» rnaBHOM

Tabnuubl ansa aboHeHTa MCK oTOOpassaTcsa 3Haudku «B cetu» u «Haxoautca nop
ynpaBneHnemM» B COOTBETCTBUN C PUCYHKOM 27.

Oraen/Tpynna CoTpyaHuk - JomuHOCTE TenedoH Cratyc

Omaen paspafoTin Aazruncs Mpuropwit Masnosud HavanbHmk ﬂm E u
Mpynna ucnonHeHua Wearoe AnskcaHap Bacuneeewy Cneuwankct +70000000020 ==m E n
000 "Komnatms" NeTpos Bacuniil ©enopoeny Iupextop +375660000321 wHEPPRREE ]
pynna NpoekTHPoBaHNA Cnaopos Backnwia MeTposmy Cneuwanncr —?'-C )

.{5 Y |k Z-:i:-.
SHEB E H

Tpynra NposKTHPoEaHNA DEnopos Hukonall Hukonaeam Baaywmit cneumanue

PucyHok 27 - 3anucb o MCK coTpyaHuka B rnaBHoun Tabnuue APM AgmunHucTpartopa

B rnaBHon Tabnvue APM AgmnHncTtpaTopa B ctonbue «Ctatyc»:
e nOnd NINYHBIX YCTPOUCTB oTobpasntca 3Ha4oK (pucyHok 27), a ans
KOpNopaTMBHbIX — 3HAYOK “;

e pu Hanuynm koHTenHepa Ha MCK oTtobpasuTcsa 3Havok .= «Samsung Knox» (pucyHok 27), a
npwv OTCYTCTBUM KOHTenHepa — 3Ha4vokK “ I «KoHTelHep OTCyTCTBYET»;

e npun Hannyum npodunsa Ha MCK oTobpasuTtbcsa 3Ha4YoK ﬂ «Pabounn npocpuns Android».

Onsa Toro 4ytobbl Ha MCK, nocne nogkntoveHust kK cucteme «SafeMobile», nmenacb BO3MOXHOCTb

YCTaAHOBKM MyGNUYHbIX NPUIIOXKEHUI, COTPYAHUKY HEOBXOoaMMO ayTeHTUMuMpoBaTbCa B MarasvHe
nyonnyHbIX npunoxeHunn Google Play.
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7 COop noroB nocrie yCTaHOBKMU

MpunoxeHne «MoOHMTOP» NO3BONSET BbIFPY3UTb JlorM paspaboTtunmka Ana aHanusa wu
ncnpaeneHns ownbok. Ytobbl BbIrPY3nTb NOrM Npyv NEPBMYHON HACTPOMKE HEOBXOAMMO BbIMNOSHUTL
cnegyowime OencTeung:

1. Ha norotune HaxaTb 5 pas, nocne 4Yero ycTpomncTBO OTKPOET pabounin 3KpaH;

Viper ycraHoeka

PucyHok 28 — norotun npunoxeHus

2. 3antn B «MOHUTOP» N HaxaTb KHOMKY «|E|»;

3. BbibpaTb onumio MeHo «BbIrpy3nTb apxuB foroBy», nocne yero B nanky «download» 6yaet
BbIFPY>XEH apXuB C Noramu;

Peructpauun

BoirpysuTe noru

QR-kop,

Orekannpyite OR-kog

Kog npurnaw

Beegute appgf cepeepa u kog

AoMeHHan yyeTHanA 3anuce

BBeguTe agpec cepeepa M BOMEHHYIO
YHETHYIO 3aNUCh

PucyHok 29 — KHONKa BbIrpy3Ku fioros
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8 YctaHoOBKa ApnbIKOB NMPUNOXEeHUN

Ecnn B APM ApgmuHuctpaTtopa 3agaH npodune “Apnbik paboyero ctona Android”, To B
nHTepdence MCK otobpasnTtbesa ysegomneHue “[lo6aeneHune apnbika” (pucyHok 30).

@000

Ynpaenexue BelBoA MeAnafaHHbIX
=i YcraHoBKa NpUNOMEHHI v
KocHuteck 3aeck, YTobkl YCTEHOEMTE NPUNOKEHWA.
B Nobasnenne ApPNbIKa 1309 ~
Momanyiicta, AodaBbTe APALIK
El Monutop 1222 W

Cucrema 3awiena

HacTpoiikn ysegomnenuin  OUYMCTHTL

PucyHok 30 — YBegomneHue o nob6aBneHumn aprbika

[ns pobaBneHus apnbika Ha pabouni cTon HeobxoanMo HaxaTb Ha yBeJoMIMeHue, fanee Ha
MCK nosiBuTCst OKHO NOATBEPXKOAEHMSA pa3MeLleHNs siprbika Ha paboyem ctone (pucyHok 29). MNocne
NoATBEpPXOEeHNA nosBUTCH yBegomrneHne o6 ycnewHoM gobasrneHun sprblka, cam apnblk 6yaer
pacnonoxeH Ha rnaBHOM 3KkpaHe (pucyHok 31). Bece apnbikv 6yayT BbiaenaTbcsa norotunom SafeMobile

®.

Jl06aBuTb Ha rNaBHbIi 3KpaH?
[na no6aBnexus Ha raBHbIi 3KpaH KOCHUTECh

3HauYKa U y/lepXnBaiiTe ero uam BoCronb3ynrech
KHOMKoM “[lo6aBuTb”.

Python

OTMeHa Jo6aButb

) 4

PucyHok 31 — OkHO noaTBepxaeHus gob6aBneHNA Apnbika
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Fhall 55%&

Python

Apnsik ana Python gobaeneH Ha
TMABHBIN 3KPaH.

cC ® {1 ©

O

PucyHok 32 — YBegomneHue 1 sipnblik paboyero crona
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Ecnn B APM AgMuHMUCTpaTopa CHAT paHee Ha3Ha4deHHbIn npodunb “Apnbik paboyero crona

Android”, To B uHTepdence MCK sipriblk NOTYyCKHEET, CTaB YepHO-0enbiM, Npu NOMbITKE HaXKaTus MNo
Hemy ByaeT BblAaBaTbCs yBeAOMIeHne (PUCyHok 33).

e all 66%8

Apnbik BN BEIKNKYEH
aAMWHWCTPATOPOM

c ® § ©

O

PucyHok 33 — BbIkntoUyeHHbIN ApIbIK paboyero cTtona

OTKMIOYEHHBIW OT ynpaBneHus Apnblik MoxHO yaanutb ¢ MCK nocpegctBom BbloeneHus
Apnbika (3axaTtvem) n yganeHnem ero ¢ paboyero crona (pucyHok 34).

PucyHok 34 — YaaneHue sipnbika ¢ MCK
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9 NMpocmoTp nHdopmaumm o KoHdUrypaumm cepsepoB B

NMPUNOXEeHUn «MOHVITOp»

MHdbopmauunio o KoHdurypauum cepBepoB MOXHO nonyuntb B pasgene «Hactpowkn — O

nporpammMe», B KOTOPOM OTOOpaxarTca cnegyrowme gaHHble (pUcyHok 35):

¢ ID (Homep komMnnekTa)

e Cnu1cok cepBepoB, pasaarolumx cepTudmkaTbl. Kaxagas cTpoka cnmncka CoCTOUT U3:

o HasBaHve cepBepHoro ceptudukaTa, nory4eHHoro ot cesepa;
o URL cepsepa;
o WHaukaTop KavyecTBa NOAKMOYEHMUS:

= 3eneHbIn — eCTb COeANHEHME, AaHHble NepeaatTcs;

= JKenTblh — cepBep AOCTYNEH, HO Hemnb3s nepedatb AaHHble U3-3a

npobnem c ceptudpmkatamm (SslHandshake);
= KpacHbln — cepBep HeAOCTYMNeH: HeT ceTn, poyTa 1 T.4.
e [laTa ycTaHOBKM U OBHOBEHUSA MPUMOXEHUS;
e Bepcusa npunoxeHus;
e /Hdopmauna o nocrneaHeun nNpuHyanTENbHOW CUHXPOHU3aUNN cepTUdUKaToB;

o KHonka HpVIHy,EI,I/ITGJ'IbHOIZ CUHXPOHM3aUNN — NpU HaXXaTun 3anyckaeTca npouecc

oBHOBNEHMA cepTUdUKaTOB;
e KHOMKa «BbIrpy3unTb norm» (CM. pasgen 7)

1m5 #0000 @4 0100%

O nporpamme

WHbo MpunoxeHua Paspelwenun HasHaueHun

1D
111

Cepeep ynpaenexus (MDM)
https://t64.safe-mobile.ru

Cepeep komaHj (SS)
t64.safe-mobile.ru:50064

MTLS ceprudgmkar
AKkTyanex

YcTaHoBNeHo/06HOBNEHO
14.03.2024, 15:08

Bepcusa
9.5

MocnepHAA CMHXPOHKU3aALMA

e
15.03.2024, 11:02 ¥

PucyHok 35 — Cnncok noaknoyeHUn K cepsepam ceptudukaTon
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[ns npocmoTpa nogpoOHOW MHGOPMaUMM O KaKOOM MOAKMIOYEHMM CcrnegyeT HaxaTb Ha
Ha3BaHWe WHTepecyloLlero cepeepa, Mocne 4ero OTKPOETCH 3KpaH C noapobHon mHdopmauunen
(pvcyHok 36). SkpaH onucaHusa MHopMaLmK O MOAKMIYEHUM K CepBepPY COOAEPXKUT:

e URL cepBepa;

e Onar Certificate pinning;

e Cnuncok cepTUdmKaToB, B KOTOPOM Kaxaasa CTpOKa Cnmncka CoaepXuT:
o CepBepHblit cepTudumkar;

o Cy0ObekT.

Cepeep ynpaeneHus (MDM)

Tekywee NogKAOMEHHE
URL
https://t64.safe-mobile.ru

Certificate pinning
OTKNKOYEH

Ceptudukatbi(1)

Safephone Root CA
CN=Safephone Root CA

PucyHok 36 — UHchopmaLMa o noaknoyYeHUn K cepBepy ceptudmkaTonB
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[ns npocmoTpa noapobHon MHpopmaumMm o cepTudmkaTe cnegyeT HaxaTb Ha Ha3BaHue
ceptudmkaTa, nocrne 4Yero OTKPOETCH 3KpaH C COOTBETCTByOLWen uHdopmaumen (pucyHok 37),
KOTOpbI COCTOMUT U3:

e (Ortnevatok cepTudukara.

e CybbexT.

e Bepcus.

e CepuiiHbIN HOMEDP.

o [lepuoa oencreus, He paHee.

e [lepuoa oencreus, He No3gHee.
e Wspgatensb.

1029 ®«00 0 ¥4 0100%

Safephone Root CA

OcHosHoe

OTneuaTtok cepTudukarta
€0 c0 3e 2d 3 72 b7 3f e4 6a 22 b6 c3 ec d7 98 97 c5
cf 31

CybbekT
CN=Safephone Root CA

Bepcua
3

CepuiiHbIiA HOMep
b 43 c6 3b 0a 35 99 f0

Mepuop pencTeus, He paHee
2021-09-23 19:22:20

MNepuop AeAcTBUA, He No3AHee
2031-09-21 19:22:20

Wapatens
CN=Safephone Root CA

PucyHok 37 — UHcpopmauma o nonyyeHHOM cepTucpukarte

10 [JonycTumoe BpemMs OTKIMKa

Mpn Hanuumm cBsI3M C cepBepoM MobunbHbIN KNueHT SafeMobile nepegact nHdopmaumio o
cobbITUN N3 o4Yepeamn Ha cepBep B TeYEeHNe OAHOW CeKyHAbI.
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11  KopnopaTuBHbIe KITMUEHTCKME NPUNOXEHUA

Mocne ycrtaHoBkM Ha MCK knmneHTckon dactm AgmuHucTpaTtop npu nomowm APM
AOMUHUCTPATOpa MOXEeT YCTaHOBUTb Ha YCTPOMCTBO Creayrolimne KoprnopaTUBHbIE KIMEHTCKuUe
NpUNoXeHus (B 3aBUCMMOCTM OT KOMMEKTa NOCTaBKN COCTaB NPUMOXEHUA MOXET OTNMYaTbCA):

o SafeStore — npunoxeHue, KOTOpoe NpegocTaBnsieT MONb30BaATENO BO3MOXHOCTb
ynpaBneHnss [OOBEPEHHbIMU MPUNOXKEHUSAMWU B COOTBETCTBUM C Ha3HaAYEHUSIMU
agMUHMCTpaTopa.

11.1 OnucaHue aencTBun Npu pabote ¢ npunoxeHmem «SafeStore»

MpunoxeHne «SafeStore» ycraHaeBnueaetcsi aBTomatudeckm Ha MCK, npu ycnosuu, 4To B
APM AgMuHucTpaTopa 3agaHa ero ycraHoBka g aHHOro yCTponcTea.

Mocne vyctaHoBkn npunoxeHne «SafeStore» oTobpaxaetcs B uHTepdenice MCK B
COOTBETCTBUU C pUCyHKOM 38.

i 96% W 12:54

SafeStore

=Y ® ® &
e *+0

TenedoH KoHTakThl CooBuleHus WMHTEpHET MeHo

PucyHok 38 — NMpunoxeHune «SafeStore»

Mpn pabote ¢ npunoxeHunem «SafeStore» rnaBHoe OKHO OTOGPA3MTCs COOTBETCTBMM C
pUCYHKOM 39 CO CMMCKOM YCTAHOBIEHHbIX U JOCTYMHbIX 4SS YCTAHOBKN KOPNOPATUBHbBIX MPUMOXEHUNA,
COBMeCTUMbIX ¢ nnatdopmon MCK.
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o W e BaY M10.09
SaleStore
¥ PO Bo
r-—-.. Eﬁc-_
@ Tenedou D

Generic bkl
. Battery

PucyHok 39 — NmaBHOe oKkHO npunoxeHus «SafeStore»

B CTpPOKe Cnncka BOCNpon3BOONUTCA UKOHKa MPUINOXXeEHUA, ero HaseaHne, Bepcua U AoCTynHasA
4ana peann3auum npoueanypa c Bbl6paHHbIM npunoxeHnem, a MMeHHO:

® [POCMOTP UHOPMaLIMK O MeCTe YCTaHOBKM;
e yCTaHoBKa/yganeHue npunoxeHuns Ha MCK.

Onsa yctaHoBku npunoxenns Ha MCK cnenyeT yCTaHOBUTb raslouky B CTPOKE C BblOpaHHbIM
npunoxexHvem. B aTom cnyyae npunoxeHue yCTaHOBUTLCA Ha YCTPOWCTBE M Ha paboyem cTone
0TOOpasnTCA ero NKoHkKa.

Mpn cHATMM ranodkn npunoxeHne OyoeT ymaneHo ¢ MCK, nocne noarBepXaeHus
NpaBUNbHOCTU AEUCTBUSA B NPUCITAHHOM YBEAOMITEHUN.

OGHoBMEHWe BepcUii B CnCKe NPUIOXKEHNI OCYLLLECTBNSETCS aBTOMaTUYECKN.
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12 Tllony4deHue pannoB Yepe3 npunoxeHne «MoHUTop»

Monb3oBaTenns MCK wnmeeT BO3MOXHOCTbL nofiydyaTb @annbl  OT  agMuHUCTpaTopa
«SafeMobile». Npu BbINONHEHUN agMWHUCTPATOPOM KOMaHgbl MO OTnpaBke ¢hanna nonb3oBaTesb
MCK nonyyaet yBegomneHue o nonyvyeHmun gavina (pucyHok 40).

11:42 X 2 all 95%8
BT, 21 Map. e
YnpasneHve BbiBoA MeanaaaHHbIX

MoHuTop 11:42
JocTaneH ¢aiin monitor_logs_10..

e YcTaHoBKa NpUIoXKeHNiH
KocHuTech 3A€Cb, YTOGbI YCTaHOBUTD MPY..

@ MonuTop 1045
Cuctema 3aluiLeHa

Hactpoitkn ysepomnennin 0O4mMcTUTL

PucyHok 40 — YBegomneHue o nonyyeHuu damna

®ann 6yget coxpaHeH B nanke «BHyTpeHHee xpaHunuwe\Download» (pucyHok 41)

143 mEs ol 95%@

i Q

I}ﬂ:j BHyTpeHHee xpanunmie » Download {}
= va T

ApXMTEKTYPHanA cxema.png

21 map. 11:36 166 Kb
» arm.log
21 map. 10:50 12,88 MB

monitor_logs_106.zip
21 map. 11:42 55,91 KB

PucyHok 41 — Oto6paxeHue canna Bo «BHyTpeHHeM xpaHunuiie»
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13 Ocob6eHHocTn paboTbl MCK B pexmnme «KMOCK»

MNonb3oBaTtento MCK goctyneH BXoA M BbIXOA U3 pexuma «Knocka» (Mpy COOTBETCTBYIOLLMX
HacTporikax «SafeMobiley).

lMpumevyaHue Ons1 aOMuUHUCmMpamopa.
L eknoyeHUs B03MOXHOCMU 8x0da U 8bixoda U3 pexuma «KUOCK» He0bX00UMO!
1. HasHayumb ycmpotlcmesy npourie «Pexum kuocka Android»;
2. B Hacmpotlkax npogpunsa «Pexum kuocka Android» pa3pewums «Bbixo0 u3 pexuma Kuocka
10 Naposny;
3. YcmaHosumeb naposib 011 8bixoda U3 pexuma «KUOCK».

Lnsa kKoppekmHol pabombl SPfbIKOB 8 pexume Kuocka, 006a8MneHHbIX npoguriem
"Apneik paboyezo cmosia Android” He06x00uMo ydumeieams criedyrouee:

1. Ecnu e npocgbune sipribika 3a0aH "UID eeb 6pay3epa, 8 KOmopom HeobxoOUMO OMKpbigamb

URL...", mo amom xe UID OdomxeH 6bimb dobaeneH 8 nonumuky "Cnucok UlD'os
omobpaxaembix rpunoxeHul" npoguns "Pexum kKuocka Android”, NpuUMEHEeHHO20 K
OaHHOMY ycmpolcmey.

2. Ecnu e npocpune spnbika He 3adaH «UID eeb-6pay3epa, 8 KOmMOpoM Heob6xodumo
omkpbieamb URL...», mo spnbik 6ydem omkpbieambcs 6pay3epomM «rM0 YyMOIHaHUK».
CoomeemcmeeHHo UID «6paysepa no ymondaHuto» 0ormkeH bbimb dobassieH 8 rnoiaumuky
«Cnucok UlD'oe omobpaxaembix npunoxeHut» npogunsa «Pexum kuocka Androidy,
MPUMEHEHH020 K OaHHOMY ycmpolicmeay.

PeXum «KMOCK» aBTOMATUYECKM MNPUMEHSIeTC K YCTPOMCTBY, MOCre HasHayeHust
agMVHUCTPATOPOM NPoduns K1ocka.

[ns Bbixoga 13 pexnma «KMock» HeobxoamnmMo BbINOMHUTL Cneayolmne 4enNcTBus:

1. HaxaTb kHOnKy «HacTporkuy.

2. Haxatb kHonKy «Bbixoa».

3. BsecTu napornb Ans BbIX0A4a U3 KMOCKa, HaxaTb KHOMKY «BbInTn» (pucyHok 42), nocne yero
YCTPONCTBO BbIXOANUT U3 PEXUMA «KNOCKY.
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[ins Bo3BpaTa B PeXUM «KMOCK» HEOBXOAUMO BbINOMHUTL Crieayowmve AeicTBUS:

|> Maponb

Bbixoq

BBeaunTe naponb Ans BbixoAa U3 KMOCKA

BbiiiTn

PucyHok 42 — Bbixopg, N3 pexuma «KMOCK»

1. OTtkpbiTb Ha MCK npunoxeHne « MoHUTOP».
2. Ha rmaBHOM 3KpaHe NPUITOXEHMUSI HaXaTb KHOMKY «Pexunm kmnocka» (pucyHok 43). MNMocne
yero MCK 6yget pabotatb B pexxmMmMe «KMOCK», a Ha paboyemM akpaHe ycTponcrtsa OyayT

0T06pa)KeHbI AOCTYynNHbIE ONA UCMOJTIb30BaHUA NPUNOXEHUA.

11:40 8 v v o Al 96%8

O nporpamme

WHOOPMALUA NPUNOXEHUA
T
104

URLSS

t89.uemsm.ru:50089

URL MDM

https://t89.uemsm.ru:443/

YCTAHOBIEHO/OBHOBIEHO

21.03.2023,10:45

BEPCYA

7:1.0.1

MOCAEAHSA CUHXPOHM3ALIAS

21.03.2023,11:30 OBHOBUTH

PEXWUM KMOCKA BbIFPY3UTb NIOTU

I Q) <

PucyHok 43 — KHonka Bxofia B peXXuM «KUOCK»
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13.1 HacTpouku ycTponcTBa B peXXMMe «KNOCK»

[nsa gocTtyna K HacTpolkam YCTPOWCTBa B PEXUME «KMOCK» HEOOXOOAUMO HaxaTb KHOMKY
«HacTponku» (pucyHok 44), nocne 4ero OTKPOETCH 3KpaH ynpaBneHnsa HacTponkamu yCTponcTBa.

1759 @ @ - [CR 4 EEE3

e/a

SafeStore

PucyHok 44 — KHonka «HacTpounkun»

OKpaH HacTpPOeK YCTPOMCTBA B PEXMME «KMOCK» COOEPXKMUT crneayoLime onumm (pUcyHok 45):

Hactponku

¥ Wi-Fi

E 06 ycTponcTee

-®- ApkocTb

ﬁ Bnokupoeka akpaHa

[> Bbixog

PucyHok 45 — HacTpowkn ycTporcTBa, B pexxnme paboTbl «KKMOCK»

e Wi-Fi — npu HaxaTumn oTKpbiBaeTcs akpaH HacTtpoek Wi-Fi (cm.pasgen 12.1.1);
e OO6 ycTpomcTBe — MpU HaXaTUM OTKPbLIBAETCSH 3KpaH C MHGopMaumen ob ycTponcTee
(pycyHoK 46). JkpaH coaepXuT crneayoLwyo nHgopmaumo o6 yCTponCTBE:
o Mopgenb — Ha3BaHMe MoLenu YCTPONCTBa;
o Bepcua Android — Bepcua OC Android;
o IMEI - International Mobile Equipment Identity npeactasnaer cobown
MeXayHapoaHbI naeHTudunkaTop MobunbHoOro obopynosaHus;
o CepuiiHbIn HOMEpP — 3aBOLCKOW, CEPUNHBIN HOMEP YCTPOWCTBA;
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SAFEMOBILE

NHdopmauus

Mopenb

ZTE BLADE V9

Bepcusa Android

Android 8.1.0

IMEI

867097030313918

CepuitHbI HOMep

320384394426

PucyHok 46 — UHcpopmaumsa 06 ycTponcrtee

APKOCTb — MU HAXaATMUM OTKPbIBAETCA 3KpaH PErysIMPOBKM SIPKOCTM SKpaHa (PUCYHOK 47a).
[aHHbIN 3KpaH COAEePXUT (YHKUMOHAMN HaCTPOEK, MO3BOMSLMNX YCTAHOBUTb SPKOCTb
BPYYHYIO UITM BKITIOUUTb PEXNM aBTOMATUYECKON HACTPOMKUN SPKOCTU (PUCYHOK 476);

a)

ApKoCTb

flpkocTb

ABTOMaTHUyeckas APKOCTb

6)

ApKoCTb

fipkocTb

ABTOMaTMYecKas ipKOCTb

Q)

PucyHok 47 (a,6) — A — 3aKpaH HaCTPOMKKN APKOCTU 3KpaHa. b — Pexxum aBTOMaTnyeckom HacTpPOMKU

APKOCTU BKITHOYEH

KHonka «Bbixog» — napu Haxxatmum yCTpOVICTBO BbIXOOUT N3 peXnMma «KNMOCK».
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13.1.1 Hactpounkn Wi-Fi

Pasgen HacTpoek Wi-Fi cocTtouT uns:

e Cnucka 6ecnpoBofHbIX CeTel, HangeHHbIX YCTPOUCTBOM (pucyHok 48). Kaxpgas cTpoka
cnucka otobpaxaer:
o KauecTBo curHana 6ecnpoBofHOW CeTu, B BUAE NUKTOrpamMMbl;
o HassaHwue ceTy;
o WHavkaumsa nogknioYeHHON Ha TEKYLIUIA MOMEHT CETH;

Wi-Fi

AKADO-6356
CONNECTED

4

Keenetic-2186

MTS_GPON_8DD1

MGTS_GPON_8889

KazNet_2G

Beeline_2G_F41861

dlink

9 ¢ ¢ ¢ 4 9 ¢

RT-WiFi-E343

PucyHok 48 — Cnucok 6ecnpoBoaHbIX ceTel, 0OHapyXeHHbIX YCTPOMCTBOM
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e Crnmcka coxpaHeHHbIX ceTel (OTKpbIBaeTCcA KHOMkoM « CoxpaHeHHble ceTu») (pUcyHok 49).
OT1obpaxaeT cnucok ceTen, 4ob6aBnNeHHbIX NOMb30BATENEM;

PucyHok 49 — Cnucok 6ecnpoBoAHbIX ceTeil, AO6GaBNeHHbIX Nofib3oBaTesniem

° q)yHKLI,VIOHaJ'Ia ,EI,O68BJ'IeHI/IFI norbL3oBaTtenemM HOBOW CETU B CMUCOK CETEN.

Y7106kl 4O6ABUTL HOBYIO CETb HEOOXOANMO BbINOMHUTL Creaywmne AeicTBUS:

CoxpaHeHHble ceTu

AKADO-6356

niisokb

1. HaxaTb KHOMKy «+ [Jo6aBWUTb CeTb» B HWKHEWN 4YacTu pasgena Hactpoek Wi-Fi (pucyHok
50a), nocne 4ero oTkpoeTcs akpaH pyHKUMoHana gobasneHns HoBon, becnpoBogHON ceTh

(pncyHok 506);

a)

Wi-Fi

Y VIV IO_UI VIN_ Uty

MGTS_GPON_9992
MTS_GPON_9e8f90
moto g(6) 2806

Beeline_2G_F17F38

ef2c

O ¢ 9 ¢ ¢ 9 ¢

AVATAR

+ [o6aButb ceTb

AT_401_RAC_056905_WW_

zivyschydovishem 2.4

CoxpaHeHHble ceTu

6)

Jo6aBuUTb ceTb

‘ HasBaHue cetu

Baegue SSID

3awura

‘ Maponb

[[J Noxasars napons

CKkpbITas ceTb

( N
( ormena )
X //

PucyHok 50 (a,6) A — pacnonoxeHue KHonku «+[o6aBuTb ceTb». b — akpaH ¢pyHKLUMOHanNa
«[lo6aBnTb ceTb»
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2. 3anonHuTb crneayolime nons gaHHbIMU:

e HasBaHue cetu (SSID) - HasBaHue ceTu, oTobOpaxaemoe npu ee oOBHapyXeHun
YCTPOWCTBOM,;
e 3awwmTa — BbIGOP TMNa 3aLNTLI HOBOW CETU U3 BbiNafatoLLEero Cnmcka;
HeT (He ykasbiBaTb TUN 3alUThI);
Enhanced open;
WEP;
WPA/WPA2-Personal;
WPA3-Personal;
e [Maponb (Ans npocmoTpa BBEAEHHOrO Napons crnedyeT BKNIOYMTb Yek-6okc «[llokasaTb
naponb»);
o CkKpbiTas ceTb — BbIbOp T1na oTobpaxxeHus ceTu;
o [a - ceTb He BygeT oTobpaxaTbCsa B CNUCKE OBHAPYXEeHHbIX ceTen AN YCTPOWCTB;
o Het - ceTb Gynet oTobpaxaTbCcsa B CNMCKke 0BHapPY>KEeHHbIX ceTen Ansl YCTPOUCTB;

O O O O O

3. HaxaTb kHonky «CoxpaHuTb», nocne 4ero Hoeasi ceTb ByaeT oTobpaxaTbCs B Cnucke
«CoxpaHeHHble ceTu.

lMpumeyaHue Ansi aOMuHUcmMpamopa

Lrisa moeo umobbl Hacmpolku cmasiu docmyrHbI Nosib308amersito, Heobxodumo 8 ripogure «Pexum
Kuocka Android» nonumuku:

e Hacmpotika nodkntodeHust k WiFi;

o UVHghopmayus 06 ycmpolicmee;

e Paspewums HacmpoUlku ducres.

45



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID

13.2 HacTtpouka pa3bnokupoBKM IKpaHa B peXXMme KMOCK

B pexunme KMOCK OOCTYMHO HECKOSNBbKO PEXMMOB paboTbl pa30nokMpoBKkM 3kpaHa. [NonHbin
CMUCOK BapMaHTOB COOTBETCTBYET CUCTEMHbLIM BO3MOXHOCTAM Moenu TenedoHa.

MpvMep BapuaHTOB BNOKMPOBKM 3KpaHa:

o be3 6nokuposku,

e Pas3bnokumpoBka 3KkpaHa 4Yepe3 cBawn,

e Pa3bnokunpoBka Yyepes rpadnyeckuin Koy,
e PIN-kopg,

e [laponb.

Takke, B 3aBUCMMOCTM OT MOAENM MOFYT MPUCYTCTBOBATb BapuaHTbl pa3briokMpoBKM C
NOMOLLbIO OTneYyaTka nanbueB U encKoOHTPO Mb.

[na Bbibopa pexvma pas3broKMPOBKM 3KpaHa HEOOXoOMMO OTKPbITb MEHK «HacTponku» n
BblbpaTk «bnokuMpoBka akpaHa» (pucyHok 51), nocne 4vero GygeT OTKPbLIT 9KPaAH C CUCTEMHbIMU
HacTporkamu TernedoHa OGIOKMPOBKM 3KpaHa. BBecTun naponb pa3brnoKMpoBKM 3KpaHa (ecnun yxe
3ajaH), nocrie 4Yero oTKkpoeTcs aKpaH Bblbopa cnocoba 6MoKMPOBKM aKkpaHa (MpUMep Ha pUCyHoke 52).

HacTtponku

¥ Wi-Fi
E 06 ycTponcTee

-8 fipkocThb

B Bnokupoeka skpana

E-) Brixopg,

PucyHok 51 — PacnonoxeHue onuumn «bnoknpoBka akpaHa»
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1611 1 B B ®E80%
T Brokupoeka 3akpaHa Q

Het

MpoBecTy No aKkpaHy
Tekywmnin cnoco6 6NOKUPOBKH

Ipadmueckuin KNy
PIN-kopg,

Maponb

PucyHok 52 — HacTpoiku 6noKupoBKu 3KpaHa

BbibpaTb 0aMH M3 BapuaHTOB OrOKMPOBKM-Pa3broOKMPOBKM 3KpaHa, 3adaTb napameTpbl B
COOTBETCTBUM C MOAENbIO TenedoHa:

o [1na ucnonb3oBaHusa PIN-koga coenaeT 3agaTth NocrneaoBaTeribHOCTb Ludp ANMHHOM OT 4
ao 17 3HakoB;

e [Ina ucnonb3oBaHWda naponga crneayeT 3agaTb nNocnenoBaTesibHOCTb CUMBOSOB ASIMHHON
oT 4 0o 17 3HaKOB;

e [Ina mncnonb3oBaHWsl ONUUIA «OTMNeYaToK Mnanbua» uinn «OENCKOHTPOmb» LOMMKEH ObiTb
3agjaH oavH n3 BapuaHToB: naposnb, PIN-kog vnu rpadmyecknii koY (B 3aBUCUMOCTU OT
Moaenu TenedoHa).

lMpumeyaHue

Lns cmexbl criocoba unu naporisi brIoKUPOBKU 3KpaHa (8 mom qucsie npu 6110Kuposke ycmpolcmea
unu cMeHe naposns adMuHUCmMpPamopom) Heobxodumo:

e 3alimu e «HacmpoUKu».

e Bgecmu delicmsyrowuti naporib.

o 3adamb Heobx00uMbIl Naposib Uu crnocob brIoKUPOBKU coarnacHO OaHHOU UHCMPYKUUU.

Ecnu delicmeyrowuli naposib He uzgecmeH, mo Heobxodumo obpamumbcs K aOMuHUCmpamopy 3a
Ha3Ha4YeHUeM HOB020 Maporisi Ha ycmpolcmeo.

47



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID

14 BpemeHHas pa30fI0KMpOBKa YyCTPOMUCTBA

B pesynbrate pabGoTbl NOMUTUK U npodunert yCTPOUCTBO MOXeT OblTb aBTOMaTUYeCKU

3abnokMpoBaHo (Hanpumep, B pesynbtate paboTbl KOMaHObl «3abnokMpoBaTb YCTPONCTBOY) (PUCYHOK
53).

YCTpONCTBO
3a610KNpoB

aHO afiMUHU
CTPaToOpoOM

PucyHok 53 — QkpaH 3a6noKMpOBaHHOIr0O CUCTEMON YCTPOMCTBA
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14.1 Pa36nokupoBka npu 3abnNokKupoBaHHOM 3KpaHe

[na BpPeMEeHHOro CHATUSI ONOKMPOBKM YCTPOWCTBA HEobXoouMO BbIMOMHUTL crnegylowme
JencTBuS:

1. TMonyunTb naponkb pasbnoknMpoBKM YCTPOMCTBA OT agMuHUcTpaTopa. [aponb AencTeyeT B
TeyeHun 60 MUHYT OT BpeMeHU, 3agaHHOro AIMUHUCTPaATOPOM Npu co3fgaHum naponsd. 3a
3TO BPeEMs ero Heo6xoanMOo NPUMEHUTb Ha YCTpoNCTBe Ans pa3bnokuposku. Ecnn 3a ato
BpeMs He Naporib He 6bIN yCNeLHO NPUMEHEH K YCTPOMCTBY, TO cneayeT 3anpocuTb HOBbIN
naponb y agMuHucTpaTopa.

2. Pa3bnokupoBaTb 3KpaH yCTPOMCTBA.
3. 6 pas HaxaTb Ha aKpaHe (tap), nocrne 4Yero OTKPOETCs SKpaH BBOAA Napons pas3dnoknpoBku
(pncyHok 54).

BBepuTe KoA pa3z6bnoKUpoBKU

BeeguTte BpeMeHHbIA KO, NONY4YEHHbIA OT
agMUHKUCTparTopa

65960153 ‘

PucyHok 54 — OkpaH BBOoAa napons

4. BBecTu naporb, NOMyYeHHbIN OT agMUHUCTpaTopa. [1ns BBoga napons gaetcs S nonbIiToK
(no ymonuanuio). Ecnu, nocne 5 nonbITok naposnb He Gbin NPUHAT YCTPONCTBOM, cnegyeT
3anpocuTb HOBbIN NApPOnb Y agMUHMUCTpaTopa.

5. Haxatb kHonky «[anee», nocne 4yero yCTponcTeo byaeT pasbrnokuposaHo B TeveHumn 30
MUHYT (MO YMOM4YaHuo).

6. [nsa Bo3Bparta ycTponcTBa nof ynpasneHue cuctemon cnegyeT nepesarpys3nTb YCTPONCTBO
Unn 4oXaaTbCs OKOHYaHUS BPEMEHU Pa3brOKMPOBKN.
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14.2 Pa36nokupoBKa Npu Hanm4umm aocTtyna K NnpunoXxXeHuro
«MoHuTop»

[na cHATMS orpaHnyeHuni (Bce BMAbl CBA3W, Bann yCTponcTea, hard reset u T.n.) HaNOXeHHbIX
Ha YyCTPOWCTBO B pe3ynbTaTe NPMMEHEHUS NOSIMTUK HEOOXOAMMO BbINOMHUTL Cnegyowmne AeNcTBus:

1. TonyuynTb Nnaponb pasbnoknpoBKM YCTPOMCTBA OT agMuHUCTparTopa. [aponb gencTeyeT B
TeyeHun 60 MUHYT OT BpeMeHHU, 3agaHHOro AIMUHUCTPATOPOM Npu co3fgaHum napons. 3a
3TO BpeMsi ero HeobxogMMo NPUMEHUTL Ha YCTPOMCTBE Ansa pa3dnokmposku. Ecnn 3a aTo
BpeMS He nNaporib He BbIN YCNeLHO NPUMEHEH K YCTPOMCTBY, TO cneayeT 3anpocuTb HOBbIN
naponb y agMuHucTpaTopa.

2. 3anycTtutb npunoxeHne « MoHUTOPY.
3. OtkpbITb pasgen «Hdo».

4. 6 pasHaxaTb (tap) Ha 3aronoske okHa «O nporpamme» (PUCYHOK 55), nocrne Yero oTKpoeTcs
3KpaH BBOAA Naponsi pa3bnoknpoBku (PUCYHOK 56).

e all 96% 0

O nporpamme

WHDOPMALIMA NMPUNOXEHWA

104

t89.uemsm.ru:50089

PucyHok 55 — O6nactb Bbi3oBa 3KpaHa pa36/10KMpOBKU
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BeeauTe KoA pasbnoKUpoBKK

BBeguTe BpeMeHHbIA KOJ, NoNyYeHHbIi oT
aAMUHKCTpaTopa

65960153 l

O @

1 2 3 &
4 5 6 OK
7 8 9 P
0 '

PucyHok 56 — OkpaH BBoAa napons

5. BBecTu naposnb, NOSy4YEHHbIN OT agMUHUCTpaTopa. [ns BBoga napons gaetcs S rnonbIiToK
(no ymonuanuio). Ecnu, nocne 5 nonbITok naponb He Gbin NPUHAT YCTPOMCTBOM, cnegyet
3anpocuTb HOBbIN NApPOnb Y agMUHMUCTpaTopa.

6. HaxaTtb kHonky «[anee», nocne 4yero yCTponcteo GyaeT pasbrnokuposaHo B TedeHun 30
MUHYT (MO YMOM4YaHuo).

7. [nsa Bos3BpaTta yCTpOWCTBa Nof ynpasneHue cMctemoun crnegyeT nepesarpys3nTb YCTPONCTBO
NN JOXAaTbCSA OKOHYaHWUSI BPEMEHW Pa3BroKMPOBKN.
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14.3

Pa3bnokupoBka ycTpoucTBa B pexume padotbl « Knock»

[ns cHATMS orpaHnyeHuni (Bce BMAbI CBA3W, Bann yCcTponcTea, hard reset u T.n.) HaNOXeHHbIX
Ha YyCTPOWCTBO B pe3ynbTaTe NPMMEHEHUS NOSIMTUK HEOOXOAMMO BbINOMHUTL Cnegyowmne AenNcTBus:

1.

4.

14.4

Mony4ynTb Naponb pa3bnokMpoBKM YCTPONCTBA OT agMUHUCTpaTopa. [Naponb aencreyeT
B TeyeHun 60 MMHYT OT BpEMEHM, 3aAaHHOro AAMMHMUCTPATOPOM NPWU CO34aHUKN Napons.
3a 370 Bpemsi ero Heobxo4MMO NPUMEHUTL Ha YCTPONCTBe AN pa3bnoknposku. Ecnn
3a 3TO BpemMs He naposfb He Obin yCnewHo MpPUMEHEH K YCTPOMCTBY, TO cneayeT
3anpoCuTb HOBbIV NApPOsb Y aAMUHUCTpATOopPA.

Pa3brnokupoBaTb 3KpaH YCTPOMCTBA;

B ntobom cBobogHOM MecTe aKkpaHa 6 pas HaxaTb (tap), nocrne 4Yero OoTKpoeTCcsa aKpaH
BBOJA Naponsi pa3brioKMPOBKY;

[anee warn aHanorMyHbl 4eNCTBUAM, ONMUCaHHbIM B pasfgerne 14.2, HauMHas ¢ NyHKTa
5.

Pa36nokupoBKa yCTPOMCTBa Yepe3 npunoxeHne Habopa

HomMmepa Tenec¢oHa

Mpun AOCTYNHOM NPUNOXeHn1 BBoAga HoMepa TernedoHa BO3MOXEH BbI30B OKHa pa30roKMpOoBKM
yepes BBOA secret koga *##240506#*#*. [Onsa pasbrnokumpoBkM 3TUM cnocobom Heobxogmmo
BbINOMHUTL CreayoLwme 0encTBus:

1.

4.

Mony4ynTb Naponb pa3bnokMpoBKM YCTPONCTBA OT agMUHUCTpaTopa. [Naponb aencrTeyeT
B TeyeHun 60 MMHYT OT BpEMEHM, 3a4aHHOr0 AQMMHMUCTPATOPOM NPW CO34aHUN Napons.
3a 3710 BpeMsi ero Heobxo4MMO NPUMEHUTL Ha YCTPONCTBE AN pa3bnoknposku. Ecnn
3a 9TO BpPeEMsi He Mapofib He Obln yCnewHo MPUMMEHEH K YCTPOWCTBY, TO cneayeT
3anpocuTb HOBbIN NApPOnb Y agMUHUCTpaTopa.

Ha TenedoHe 3anyCcTuTb NnpunoxeHue, npegHasHavyeHHoe Ans TenedoHHbIX 3BOHKOB;

B none BBOoOa Homepa TenedoHa BBeCTU koa *##240506#*#*, nocrne 4ero oTkpoeTcs
3KpaH BBoAa naponsi pa3trnoknpoBKKN (PUCYHOK 56);

[anee warvn aHanorMyHbl AeNCTBUAM, ONUCAHHbIM B pasgene 14.2, HauMHas ¢ NyHKTa
5.

lpumeyaHue
1.
2.
3.

LaHHbil criocob pa3briokuposku pabomaem yepes npunoxeHue Google dialer.
LaHHbIl criocob pa3bnokuposku He pabomaem 8 KOHMeUlHepe.

Ha Hekomopbix ycmpolicmea Samsung makol eapuaHm pa3briokuposKu MoXem He
pabomampb, m.K. ycmpoulcmeo He rnoddepxxusaem rpuUMEHEHUE CMOPOHHUX secret
kodos.
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NMpunoxeHune 1: YctaHoBKa npunoxeHnsa « MoHUTOpP»
c ncnonb3oBaHmnem texHonorum NFC

3apaHee noAroToBfiEHHYID MeTKy Heobxoammo nonyuutb B OO0 "HUUM COKB LeHTp
paspaboTkn".

MpoBuanoHnpoBaHme ¢ nomowbid NFC mMeTKM credyeT OCyLWecTBASTb Cregyowmm
obpasom:

1. MpomnseecTn annapaTHbIN cOPOC BCEX NapaMeTPOB 1 yaareHne BCcex AaHHbIX 40 3aBOACKMX
HacTpoek (Factory Reset).

lpumeyaHue.

lpu ycmaHoske Ha MCK Samsung npunoxeHuss «MoHumop» makum criocobomM, ycmaHoeka
MoburnbHoz20 knueHma SafeMobile 6ydem ocywecmensamscs 8 kadecmee Device Owner, noamomy
co30aHue KOHmeliHepa Ha makux ycmpoulcmeax He803MOXHO.

2. MNMocne nepe3sarpy3kn MCK B pesynbTaTte cbpoca K 3aBOACKMM HACTpOVKam, Koraa nosiBUTCs
nepBoHavarnbHbI 3KkpaH (pucyHok M11.1), nogHectn NFC meTtky k MCK nonb3osartens.

.l 68% @

[o6po noxanosaTb!

PYCCKUIl ¥

IKCTPEHHbIN BbI30B CMELUANIbHBIE BO3MOXHOCTH

PucyHok 1.1 — NepBoHa4YanbHbIn 3kpaH MCK
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3. 3atem Oypet BbinonHeHa 3arpy3ka Ha MCK npunoxeHus «MoHuTop». M0 OKOHYaHWK

3arpyskm npunoxeHumss B uHTepdence MCK oTobpasutcs 3Ha4vok npunoxeHust «MoHuTOop»
(pucyHok I11.2).

MoHuTOop

PucyHok N1.2 - UHTepdenc MCK co 3Haukom npunoxeHmnsa «MoHuTop»
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NMpunoxeHune 2: YctaHoBKa npunoxeHnsa « MoHUTOpP»
nocpeacrsom ADB

Mepen yctaHoBKoW npunoxeHns « MOHUTOP» CrieayeT BbIMOMHUTL CrieayloLmne OeNCTBUS:

MpoeepuTtb Ha MCK oTcyTCTBME YYETHLIX 3anMcen nonb3oBartens. Ecnu ydyeTHble 3anmcu yxe
ObINM HAaCTPOEHbI, NX HEOBXOANMO yaanNUTb.

MpoeepuTb Hannume Ha MK nporpammbl ADB. B cnyyae ee oTcyTCTBUS, Nporpammy TpebyeTtcs
YCTaHOBUTb.

YcTtaHoBky npunoxeHna «MoHuTop» nocpeactsom ADB cneayer ocywecTBnATb Creayowmm
obpasom:

1.

Ha MK ansa pabotbl ¢ nporpammon ADB BbidBaTb komaHaHyto cTpoky Windows («Myck» /
«BbinonHuTtb» / «cmd» / «kEnter»).

2. TlepewnTtn B KaTanor ¢ nporpammon ADB. (Hanpumep: cd c:\adb\).

3. Mogkntounte MCK k MK nocpeactesom USB-kabens. Ha MCK skntounte otnagky no USB,
noaTBepauTb goBepeHHoe coeauHenne c MK (npouepypa 6yger 3aBuceTb OT Moaenu
YCTPOWCTBA).

4. TpoBepuTb HanuumMe MNOOKIIOYEHHOTO YCTPOWCTBA, BLINOMHMB KoMaHay: adb devices
Mpun ycnewHom nogknio4YeHMmn yCcTponcTea coobLieHne B KOMaHOHOW CTpoke ByaeT aHanormyHo
coobueHnto Ha pucyHke M2.1.

BER C\Windows\system32\emd.exe - “ - ﬂl&
C:wadbh>adbh devices
List of devices attached
ZY223LBHF4 device
C:vadb>
PucyHok N2.1 - YcnelwHoe nogkno4veHne yCTPOUCTBa

5. OcywecTtBuTb ycTaHoBKY npunoxeHus «MoHuTop» Ha MCK Bpy4yHyto nocne ckaumBaHus C
nopTana permctpaumm unmu c noMoLLbio komaHabl: adb install <nymsb k ¢haiiny monitor.apk>
Mo OKOHYaHWM ycTaHOBKKU NpunoxeHnss «MoHuTop» B MHTepderice MCK otobpasnTtcs 3Haqok
NPUNoXeHs.

lpumeyaHue

He ebinonHsmb repsbil 3anyck rpunoxeHus «MoHumop» 0o e2o ycmaHoeKku 8 kadecmee Device
Owner (snadenbua ycmpotcmea).

6. HasHauutb npunoxeHve «MoHuTOp» B KadectBe Device Owner (BnagenbLla ycTpOWCTBA),
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BbINONHMB koMaHay: adb shell dpm set-device-owner ru.niisokb.mcc/.AdminReceiver

Ha Bpems BbINONHEHUSA 3TON KOMaHAbl U3 yCTPOMCTBa HEOOX0AMMO BblHYTb SIM-kapTy.
Mpw ycnewHoM BbINONIHEHUWN YCTAHOBKM COOBLLIEHNE B KOMAHAHOW CTpoke ByaeT BbIrnmageTb B
COOTBETCTBUU C pUcyHKom [12.2.

db zhell dpm set-device-owner ru.niizokb.mcc/.AdminRece iver i
Suce Device owner set to package ComponentInfol{ru.niisokb.mcecs/ru.niisokb.mcc
AdminRece iver:

Active admin szet to component {ru.niisokb.mcec/pu.niisokb.mcc.AdminReceiver)

C:vadb>_

PucyHok N2.2 - CoobuieHne 06 ycnewHom yctaHOBKe
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MNMpunoxeHune 3: Bo3MoOXHble NpobnemMbl Npu yCTaHOBKE U
3KcnnyartaumMm 1 cnocoobl UX pelleHus

Mpun ycTaHOBKe OTOOpaXkaeTcA OKHO npeaynpexaeHna Play 3awunTbl

Ecnn npu yctaHoBke MOHWTOpa oToOpaxkaeTcss OKHO npeaynpexaeHus Play 3awwutbl, TO
HeobX0AMMO BbINOMHUTL CrieayloLme AeNCTBUS:

1. PackpbITb BbiNagatowwmin nHgpobnok «CeegerHns» (pucyHok M3.1);

3a6nokupoeaHo Play
3awuTon

E MoHuTOp

HDMHO)KE‘HWE‘ MOMET BbITb ONACHbIM.

CeepeHuna A

PucyHok N3.1 — UHdobnok «CBegeHnsa»

2. Haxmute «Bcé paBHO ycTaHoBUTL (HeGesonacHo)» (pucyHok I13.2), nocne 4ero ycraHoBka

npunoxeHust « MOHUTOP» NPOJOIHKUTCS.

3abnokuposaHo Play
3awuTon

E MoHuTop

HDL’IHO)KE‘HHG MOMET 6bITb ONACHbIM.

CsepeHus ~

[axke ecnu Bbl yxe cnbllWany npo
aTOT NPOAYKT MNK pa3paboTumKa,
yCTaHaBMMBaTh NPUIOKEHUA U3
HEHaEXHbIX MCTOUHUKOB He
pekomenayetca. MNogpo6Hee

Bce paBHO yCTaHOBUTb
(He6e3onacHo)

PucyHok 3.2 — KHonka «Bce paBHO ycTaHOBUTbL (He6e3onacHo)»
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