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MepeyeHb ncnonb3yemMbiX TEPMUHOB U COKpaLLEeHUN

Tabnuua 1 — NepeyeHb TEPMUHOB U COKpaLLEeHUN

CokpawieHue MonHoe HaumeHoOBaHUue

AD Active Directory (cnyx6a katanoroB)

ADB Android Debug Bridge (nporpammHoe obecrneyeHnne ansi oTnagku,
BbISIBNIEHMS OLLUMOOK B NPUNOXEHUSIX N pa3brioKMpPOBKN YCTPONCTB
Ha OC Android)

FCM Cnyx6a otnpasku push-yBegomnerun (Firebase Cloud Messaging)

NFC Near field communication (6nuxHss 6eckoHTakTHas CBA3b)

NFC meTka YCTpPONCTBO, UCNOSb3yeMoe ASis nepedadn nHopmaumm Yepes
NFC Ha cmapTdOH, NnaHLWeTHbIN KOMMbIOTEP

QR-kog Quick Response Code (koa 6bICTporo oTknuka)

UEM Unified Endpoint management (YHudvunposaHHoe ynpasneHve
KOHEYHbIMM YCTPOMCTBaMM)

APM ABTOMaTM3NpoBaHHOE paboyee MecTo

MCK MobunbHoe cpeacTBO KOMMYHUKaLMK (CMapPTAOH, NNaHLWETHbIN
KoMMbloTep)

oC OnepauunoHHas cuctema

MK MepcoHanbHbIN KOMMBIOTEP

lMpoBun3anoHnMpoBaHmne lMepBoHavanbHasa HacTpoika ycTporcTBa Yepe3d QR unn NFC

rnc [Monb3oBaTernbckoe cornaiwlieHve

PM Pabounin npocpunb
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1 BBepeHue

HacTtoglee PykoBoACTBO nNpeaHa3Ha4yeHOo ANns nonb3oBaTens, OCyLEeCcTBSIOWEro yCTaHOBKY
KITMEHTCKOIO KOMMOHEHTAa KOMMMNEKCHON LnMdpoBON MynbTMNAaTOpPMbl yNpaBieHns MOOUIbHbIMK
cpeacteamu kommyHukaumn « UEM SafeMobile» (ganee no tekcty — « UEM SafeMobile» nnn
cuctema), a UMeHHo: MmobunbsHoro knneHta MCK Ha nnatdopme Android Bepcum oT 5.0 1 BbILwE.

Cucrema «UEM SafeMobile» npencrasnset n3 cebs nporpaMmHbIN KOMMASEKC ANg
ynpasneHnst MOOMnbHbIMW YCTPONCTBAMMU.

PykoBOACTBO COAepXUT onncaHne ycTaHoBKU MobunbHoro knveHta SafeMobile n
panbHenwee nogkntodeHne MCK k cucteme «UEM SafeMobile».
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2 YctaHoBKa npunoxeHus «MoHUTOpP»

Mepen Havyanom paboTbl NOMb30BaTENO HEOOXOANMO NPOBEPUTL KOPPEKTHOCTL 3HAYEHUI
OaTbl, BpeMeHu n yacosoro nosica Ha MCK. B Tom cnyyae ecnv 3Tu napameTpbl yCTaHOBMEHDI
HeBepHO, crieayeT BblkntounTb Ha MCK aBTOMaTnyeckoe onpegeneHne gatbl U BpEMEHN,
npeaocTaBnsemMoe CeTblo, U OCYLLEeCTBUTb HACTPOWKY BPYYHYHO.

BapuaHTbl ycTaHoBKM NpunoxeHna « MOHUTOpP» B 3aBUCUMMOCTU OT NPOU3BOAMTENSA N BEPCUM
Android ycTponctea, a UMEHHO:

e N8 KOpnopaTMBHLIX YCTPONCTB Npoudsoactea Samsung ¢ Android Bepcumn 10 1 Bblwe, a
TaKkke YCTPONCTB APYrnx NPou3BoanTeNnen, oTNMYHbIX OT Samsung, ¢ Android Bepcumn 7 u
BbiLLE;

e 518 KOpNopaTMBHLIX YCTPONCTB Npoussoactea Samsung ¢ Android Bepcumn 4.0 — 9;

e N5 KOPMNopaTUBHbIX YCTPONCTB APYrux NponsBoauTenemn, OTiMYHbIX OT Samsung,
¢ Android Bepcum 6;

e N8 KOpNopaTUBHbIX YCTPOWCTB APYrnMX Npou3BoauTenen, OTANYHbLIX OT Samsung,
¢ Android Bepcun 5.0 — 5.1.1;

e [ONS NWYHBIX YCTponcTB ¢ Android Bepcun 7 1 BhiLe.

llpumeyaHue.

[ns nonHoueHHoU pabomsi npurnoxeHusi « MoHUmop» Ha ycmpoticmeax Xiaomi, Heo6xo0uMo
Hanuyue FCM-nywcepesepa, a makxe ykaszamb 8 Hacmpoukax AHOpouda:

e pasden lNapamempsi pa3pabomyuka, ebikodums napamemp MIUI Optimization;

e pasden lNpunoxeHus, npunoxeHue MoHUmMop, exkno4YUMb Aemo3sarnyck;

e pasden lNpunoxeHus, npunoxeHue MoHumop, ebikmo4Yums KoHmporss
akmusHocmu.

BAXXHO!

Ecnu yempoticmeo nodkroveHo ¢ npasamu DA (Device Administrator), mo ripu ronesimke
ronb3o08amerisi CHIMb C NPUoXeHuUs MoHuUmopa npasa DA npou3otidem cbpoc ycmpoticmea K
3a800cKUM HacmpolikaMm. Ecriu Heob6xodumMo OMKIYUMb ycmpolicmeo om yrpasseHus, mo 3mo
Heobxodumo derramb U3 KOHCOMU aOMuHUcCmpamopa, KomaHOoU OMKIIoYeHUsT om yrpasieHus ¢
yOarieHUeM moJsibKO KOpriopamueHbIX OaHHbIX.
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21 TlMoppepxnBaeMble yCTpOUCTBA

Mepen ycTaHOBKOW NpunoxeHus yoéeantech, YTO YCTPOMCTBO BXOAUT B CMIMCOK
nogaepxmBaemMblx YCTPOUCTB. B NpoTMBHOM cry4vae, YacTb OyHKLMOHaNa NpunoxeHus
MOXeT ObITb He AOCTYMNHa.

Cnuncok nogaepXuBaeMbix YCTPOWUCTB:
https://androidenterprisepartners.withgoogle.com/devices/#
Cnmncok yCTponcTB, NPOTECTUPOBAHHbBIX PA3paboTUMKOM NPUNOXKEHNS:

https://safe-mobile.ru/product/devices-os/

2.2 YctaHoBKa npunoxeHus « MoHUTOpP» Ha KoprnopaTuBHoOe
yCcTpoucTBO npousBoacTBa Samsung ¢ Android Bepcuu 10 u Bbliwwe,
a TaKXe YCTPOUCTB ApPYyrux npomsBoauTenemn, oTnMYHbIX OT
Samsung, ¢ Android Bepcuun 7 u Bbiwe

[nsa yctaHoBkn Ha MCK npunoxeHust «k MoHUTOpP» HEOOXO4MMO BbINOSTHUTD
cnegylowime AencTesns:

1. MpownseecTtun annapaTHbIn COPOC BCeX NapaMeTpoB U yaaneHne BCcex AaHHbIX 40 3aBOACKUX
HacTpoek (Factory Reset).

lMpumeyaHue.

Mpwn yctaHoeke Ha MCK Samsung npunoxeHust « MOHUTOP» Takum CnocoboM, MOBUIbHbIN
knueHT SafeMobile nonyyaeT npasa Device Owner, noatomy cos3gaHne KNOX-koHTenHepa
Ha Taknx yCTpPoOMCTBax HEBO3MOXHO.

2. MNocne nepesarpyskn MCK B pesynbtaTte cbpoca k 3aBOACKMM HacTpovkam LLeCTb pa3s
Ha)kaTb Ha MPMBETCTBME HA NepBOHAYarbHOM 3KpaHe (pUCyHoK 1), nocne vero 6yget
3anyLieH ckaHep QR-kogoB, Npyu NOMOLLKM KOTOPOro crieayeT oTckaHupoBath QR-kog,
npegocTaBrieHHbIN AOMUHUCTpaTopoM cuctemMbl «SafeMobile».
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.l 68% @

[o6po noxanosatb!

PYCCKUIl ¥

IKCTPEHHbIN BbI30B CMELUANIbHBIE BO3MOXHOCTH

PucyHok 1 — NepBoHavyanbHbIN 3kpaH MCK

Mocne atoro 6yaeT BbiNonHeHa 3arpy3ka Ha MCK npunoxenust « MOHUTOp».

Mocne NpoxoXaeHnst HEeCNOXHOro MacTepa NepBoHaYanbHON HACTPOWMKKN 1 3anpoca OCHOBHbIX
paspelLleHnii NosiBUTCS yBeaoMneHne «Cucrtema saluiieHa.

llpumeyaHue.
Ecnu ckaHep QR-ko0a He nosierisiemcsi, Heob6xo0UMO 80CN0/1b308aMbCS CrIOCO60M OBKITHHEHUS
usn. 2.3.

2.3 YctaHoBKa npunoxeHus « MOHUTOpP» Ha KopnopaTuBHoe
yCTPOUCTBO npousBoacTBa Samsung ¢ Android Bepcumn 5.0 — 9

Onsa yctaHoBkn Ha MCK npunoxeHusa «MoHuTOp» Heo6X0aANMO BbINOMNHUTL CriegytoLme
Oencreus:

1. OTKpbITb Bpay3ep 1 BBECTM agpec nopTana perMcTpauum, NonyyYyeHHbIn oT
agMUHUCTpaTopa cucTeMbl. B Tom cnyyae ecnv nopTan He4OCTYNeH, HeoGXoANMO NPOBEPUTL
Hanuune gocTyna B ceTb VIHTepHerT.
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Ecnn gocTtyn Kk nopTany ocyLecTBsSEeTCA C UCMONb30BaHNEM CEPTUEHMKATOB, BblAaHHbIX
opraHusaumen, He BXOAsLEN B cocTaB AoBepeHHbIX, Ha MCK BO3MOXHO nosiBrieHne coobLleHns
«MopknoyeHne He 3alWmLLEHO» (PUCYHOK 2).

A He ynanoch NogTEEpAUTE, YTO 3TO Cepaep
192.168.0.1. OnepaunoHHan cucTemMa

YCTPOWACTRA He OBEPALT ero CepTUdUKaTY
nOﬂ,Kﬂ O4YeHue He 3a|_|_“4 LueHO HesonacHOCTH. Ba3MOXHO, cepeep HacTpoeH
HEenpaBuNbHO WNK KTO-TO NbITaeTcA
3N0YMBILWNEHHUKA MCTYT MbITATBCA MOXUTUTB NEpeXBATHTD BALLIW QaHHbIe
Balln flaHHble ¢ caiTa 192.168.0.1
(Hanpumep, Naponu, cooBILEHUN UNK HoMepa NEPENTAHA CAWT 192.168.0.1 (HEBEIONACHO)
GankoBcKux kapt). [loapobHee..,
NET::ERR_CERT_AUTHORITY_INVALID

[] AeTomarusecku oTnpaenaTs cucTemMHyio
MHAOPMALIMIO W KOHTEHT cTRaHuu B Google,

YTOGbI YNYHLWWTL Pacno3HaBaHNe onacHs!X

NpUNoXeHui u caiitos. Nonutuka

KOH(DUACHUMANBHOCTH

HA3A[ K BE3OMNACHOCTH HA3AQ K BE3OMNACHOCTH

LOMNONTHATENBHbIE CKPbITb NO4POBHOCTH

- 2 O ¢ T R

a) 6)
PucyHok 2a), 26) — CoobLieHnsa o He3alm eHHOM COeaUHEHUN

Mpu HaxaTtm «HA3AL K BE3OMACHOCTW» OyaeT BbiNonHEH BO3BpaT K NpeablayLuen
CTpaHuue nHTepHeT-6pay3epa.

Mpwn HaxaTtnm «AOMOJIHUTEJIbHbLIE» oTo6pasntcsa okHO Gpay3epa ¢ 4ONOAHUTENBHBIMA
CBeOEeHNsMN O cepTUduKaTe B COOTBETCTBMM C PUCYHKOM 2a).

Ons npopomkerns paboTbl HE06X0aMMO HaxaTb Ha cobinky « MEPEUTU
HA CAWUT...(HEBE3OMACHO)» (pucyHok 26), B pedynbTaTe 4ero oTobpasuTcs OkHO nopTtana
perncrTpaumm (PUCyHOK 3).
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SAFEMOBILE

)

‘ ¢4y CKAYATb MOHWUTOP ‘

3arpyaute MOHUTOP ANs
Android n nogkno4uTe
ycTpoicTBo Yepes Android
MoHuTop

PucyHok 3 — OkHO nopTana peructpauuu

RU o
|_|pl/l NOMOLLN KHOMKA ocyullecTBnAeTCA nepeknoyeHmne A3blka MHTep(bel/lca C PYCCKOro Ha

o o EN
aHrnuiickuin. [ins o6paTHOro NnepeknioYeHmnst npegHasHayYeHa KHorka .

2. 3arpysuTb hann ons yctaHoBku npunoxeHna «MoHuTop». [1ns aToro crnegyeT HaxaTb
«CKAYATb MOHUTOP» (pucyHok 3), aaTb cornacme Ha 3arpysky anna «monitor.apk» n
paspelueHne Ha goctyn 6payaepa K poTo, MynbTMMeana n dannam Ha yCTponcTBe.

lMpumeyaHue.

e Hekomopsbie bpay3epbi ckadugarom ¢halisl ycmaHOBKU HEKOpPeKmHo. Bmecmo ¢hadina

«monitor.apk» ckadyueaemcs ¢hatin «monitor.biny. B amom criy4aem Heobxodumo
nepeumeHosame ¢haln 8 «monitor.apk» u npodomKUMb yCmMaHoBKY;

@adn «monitor.apk», Nofy4YeHHbIU om rnocmasuwiuka cucmemMsl, B03MOXHO makKxe
rnomecmums 8 KopHesol kamasioe MCK nocpedcmeom USB-kabens unu cemu Wi-Fi.
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3. Banyctutb chann «monitor.apk» 1 ycraHoBUTbE npunoxexHve « MoOHUTOPY.

Mo 3aBepLueHnmn yctaHoBkM B nHTepdence MCK oTtobpasnTtcs 3Havok npunoxeHus « MoHuTop» B
COOTBETCTBUMU C PUCYHKOM 4.

MoHuTOp

PucyHok 4 — 3Ha4yok npunoxeHusa «MoHuTOp» B MHTepchence ycTtponcrea

Mocne Yero, B NpunoxeHnm « MoHUTOP» HEOGXOAMMO NPOWTH NpoLieaypy NOAKMHYEHUS K
cepBepy B COOTBETCTBUM C pa3fenom 3.

2.4 YcrtaHoBKa npunoxeHusi <k MOHUTOpP» Ha KOpnopaTUBHOE
YCTPOUCTBO APYruX nponssBoauTesien, oTNIMYHbIX OT Samsung,
¢ Android Bepcumu 6

Ha ycTponcTBe gaHHOro Tuna BO3MOXHa yCTaHOBKa NpunoxeHnsa « MoHUTop» ¢
ncnonb3oBaHvemM TexHonorun NFC (npu ero Hanu4umm), kKoTopasi NpuBeAeHa B NpUoXxeHnn 1, nnm
nocpenctsom ADB, KoTopasi npuBedeHa B NPUIOXeHUN 2.

Mocne yero, B NnpunoxeHnn « MoOHUTOP» HEOBXOAMMO NPOWTH NpoLEeaypY NOOKIOYEHUS K
cepBepy B COOTBETCTBUM C pa3fenom 3.

31 e cnocobbl MOryT GbITb UCNONBb30BaHbI ANs1 YCTAHOBKM NpUnoxeHns MoHUTop Ha
YCTPOMWCTBA C ype3aHHon npoiumekon Android Bepcum 7-11, B KOTOPbIX BEHAOP Bblpesan
BO3MOXHOCTb MHUUManu3aumm Yepe3 QR-koa nocne cbpoca Ha 3aBOACKME HACTPOWNKM.

10
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2.5 YctaHoBKa npunoxeHus «MoOHUTOpP» Ha KopnopaTuBHoe
YCTPOUCTBO APYrMX NponsBoauTesien, oTNIMYHbIX OT Samsung,
¢ Android Bepcun 5.0 - 5.1.1

Ons yctaHoBkn Ha MCK gaHHoro tuna npunoxenus « MoHUTOp» Heob6xoanmo NonyYmTb 1
NpOLWNTb MOAMPULNPOBAHHYHO NPOLUMBKY YCTPOMCTBA. [1na aToro Heobxoanmo nNpefocTaBuTb
ycTponctBo Ha TecT B OO0 «HUW COKB LleHTp pa3paboTkuny.

lMocrne ycTaHOBKM Ha YCTPONCTBO TaKOW MPOLUMBKN €0 MOXHO NOOKITHYaTh, TaK e Kak
yCTpoKcTBa npoudeoactea Samsung ¢ Android Bepcum 5.0 — 9 B COOTBETCTBMM C Noapasgerniom 2.2
OAHHOWN UHCTPYKLMW.

2.6 YcrtaHoBKa npunoxeHusi <kMOHUTOpP» Ha FIM4YHOE YCTPOUCTBO C
Android Bepcuu 7 u Bbiwe

[ns yctaHoBku npunoxerHnss «Monutop» Ha nuyHoe MCK HeobxogmMmo nponTtu npoueaypy
Kak Ha ycTpomncTeBax npoussoactesa Samsung ¢ Android Bepcun 5.0 — 9 B cOOTBETCTBUN C
nogpasgenom 2.2 oaHHOW UHCTPYKLMN.

11
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3 MpumeHeHune npunoxeHua « MoHntop» ans
nopkntovyeHnsa MCK k cepBepy

Mpun ucnonb3oBaHun npunoxeHunss «MoHutTop» ans nogknoyeHns MCK Heobxogumo
BbIMNOMHUTL cnegylowme AencTBng:

1. 3apeructpuposatb MCK B cucteme «SafeMobile» nocpeacTtsom BBegeHUS YYETHbBIX
AaHHbIX B OKHE NpunoXeHus « MoOHUTOpY.

Monb3oBaTento NpefoCcTaBnAeTCca YeTblpe BapMaHTa NOAKIYEHUS, B 3aBUCUMOCTH
OT KOH(purypaumm cepsepa v AaHHbIX, NpegocTaBneHHbIX AQMUHUCTPaTopoM. BapuaHT 4,
MopkntoveHre No naeHTudukaTopam yCTponcTBa CTaAHOBUTCS AOCTYNEH NOMb30BaTENIO NPU HANN4mMm
y MoHutopa goctatoyHoro ypoBHsa npae (Device Owner nnn KNOX).

=l 55% @ 14:26

Peructpayus ycTpoWcTBa

OrckaqupydTe OR-xkon

{of npurnaleHna

BEEAUTE afpec CEPREPA M Kof
NpUrNaLISHAA

HomeHHan y4eTHaA 3anvceb

BeeguTe agpec cepeepa M JUMEHHYH
YYETHYID 3anMch

AeHTM(MKATOPL! yeTpoRcTea

BEEAWTE TONLKD APEC CEPREPA, SCNW
Ha HEeM Yy3e 3apericTPUPOBEH OfMH W3
uaeHTHhHKETOpOB yeTpoiRcTaa: IMEI
WNK CEPUAHLIA HOMEp

PucyHok 5 — BapuaHTbl nogKno4eHus

12
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BapwuaHT 1.

ABTOpM3aums Yepes ckaHupoBaHne QR-koaa, npeaocTaBneHHOro AQMUHUCTPaATOPOM
(pMCYHOK 6).

= .l 69% i 12:55

D

PucyHok 6 — BBoa y4eTHbIX AaHHbIX Yepe3 ckaHupoBaHue QR-koaa

BapwuaHrT 2.

ABTOpM3aumsa nyTeM BBeAEHUSA KoAa npurnawleHus n agpeca cepeepa (PUCYHOK 7),
nony4eHHbIX y AoMmnHucTpaTtopa cuctemsl «SafeMobilex.

F .l 68% @ 12:57

< Kop npurnawiexus

‘ URL cepBepa ‘

https://server.company.ru

‘ Koa npurnatuexns ‘

9 uudp. Mpumep: 123456789

NMPOAOIKUTD

PucyHok 7 — BBog y4eTHbIX AaHHbIX Yepes3 KoA npurnallieHus

13
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BapwuaHT 3.

ABTOpM3aUna NyTeM BBeAEHNA AaHHbIX NoNb3oBaTtens B hopmMate «username@domainy,
ncnonb3ys cnyxby katanoroe Microsoft Active Directory (pncyHok 8).

T .l 68%1@12:58

< JloMeHHasn yyeTHas 3anuchb

URL cepsepa

https://server.company.ru

Jlorux

domain\login

Maponb

PucyHok 8 — BBoa yuyeTHbIX gaHHbIX Yyepe3 AD

BapuaHT 4.

Ycrtpowcteo, IMEI koToporo nnm cepuiiHbin Homep 3aHeceHbl B B[] SafeMobile (paHee
NoAKMYanoch, Unn 3aperncTpupoBaHo AOMUHUCTPATOPOM) MOXHO MOAKIYNTL K CEpBEpY, BBEAS
TOSbKO ero agpec (pUCcyHok 9).

=l 55% § 1426

WpenTugmkaropbl ycTpoicTea

URL cepaepa

PucyHok 9 — lNogkno4veHne yepes ngeHTUmUKaTopbl yCTPOMCTBA YCTPOMCTBA

2. Ecnu AamuHuctpaTtopoM 3agaHo «fonb3oBaTenbckoe cornaweHuey, 1o Ha MCK
0TO6Pa3nTCst OKHO C TEKCTOM MOSIb30BATENLCKOrO COrnalleHumsl.
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[ns npogomkeHns npoueaypbl NOAKTIOYEHUST CNeaQyeT COrnacuTbCs C YCNOBUSIMU, HAXKaB
«MPUHATDb». Mpn HaxaTnm «OTKITOHUTb» GygeT ocyLuecTBNeH BO3BPAT K OKHY BBOAA YYETHbIX
AaHHbIX, U Npoueaypa nogknioveHnsa bygeT npekpalleHa.

3. Ecnu nogkritoyaeTca KoprnopaTnMBHOE YCTPONCTBO, HEOBXOANUMO AaTb NPUOXEHUIO
MoHuTOp Npasa agMUHUCTpaTopa ycTponcTtea, Haxkas «BKITIOUUTb» (pucyHok 10).

< AJJMUHWCTPATOP YCTPOMUCTBA

E MonuTtop

* YpaneHue BceX AaHHbIX
YaanaTtb gaHHble Ha TenedoHe 6e3
npeaynpexAeHns nytem c6poca AaHHbIX.

* W3meHeHune napons

pa36noKMpPOBKU 3KpaHa
M3MeHeHWe Naposisi pas36oKUpOBKU
3KpaHa

¢ HacTtpouTb npaBuna naponeu
YnpaBnsaTe ANMHOW Napons
pas6noKMPOBKN 3KpaHa U OrpaHUYEHUAMM
CHUMBOIOB

* OTcneXXuBaHue NonbITOK

pa36/IOKUPOBKU IKpaHa
OTCNEXMBATD YAC/IO HENPABUIBbHbBIX
naponei, BBEAEHHbIX NPW PasBNoKMpOBKe
3KpaHa, U 6nokuMpoBaTh TenedoH nuéo

OTMEHA BK/IIOYUTD

PucyHok 10 — OkHo npunoxeHus « MoHuTOp»

4. Ecnv nogkrnoyaeTcs IMYHoe YCTPONCTBO, NpomnsongeT co3gaHme paboyero npouns un
KOMMpPOBaHME B HErO NpunoxeHust MoHUTOP, NONb30oBaTENO NpeanaraeTcsi HECMNOXHbIAN MacTep
HaCTPOMKUN, B KOTOPOM JOCTATOYHO HaXKaTb KHOMKKN «[MpUHATL N NPOgomKNTby, a 3ateM «[danee»
(pncyHok 11).
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a)

21:14

HacTtpoiiTe paboumit npodunb

YCNoamA MCNoNe 208aHns

A0

TpwHATS 1 npagORUTS
L . 6)

afAMUHUCTPATOPY

*Mdn

[LaHHble B Balwem paGouem
npodune BUAHbI CUCTEMHOMY

PucyHok 11 (a,6) — MacTep co3naHua pabo4ero npoduns

5. Ecnu nogkritoyaeTcs KoprnopaTuBHOE YCTPONCTBO Samsung, Ha akpaHe MCK otobpasutcs
OKHO C NOMUTUKON KOH(PMAEHUMANbLHOCTU (PUCYHOK 12).

1323 @ * © "=

KLMS Agent

MonuTuka KOHGUAEHUMANbHOCTU B OTHOLLIEHWI |
Samsung Knox

MNMocnepHee o6HoBNEHWE: 6 HOI6Pst 2020 T.
B komnaHuu Samsung Electronics

Co., Ltd. Mbl NOHUMaeM BaXHOCTb
KOHbUAEHUMANbHOCTW A5 HALLUX
KMeHToB. HacTosiwas MNonutuka
KOH(®UAEHUNANbHOCTU B OTHOLLEHUN
Samsung Knox npu3BaHa NnoMoyb Bam
MOHATb, Kak UMEHHO Mbl cOBupaem u
MCMOJIb3yeM BallK NepCoHalbHble AaHHble.
Hawwa MonuTrka KoHpuAeHLManbHOCTH, C
KOTOPOW MOXHO 03HaKOMUTLCS, Nepenas
no ccbinke https://account.samsung.com
/membership/terms/privacypolicy, Takxe
pacnpocTpaHsieTcs Ha UCMoNb30BaHKe
pewwenus Knox. B Hawwei MNonutuke

( ) f BHUMaTENbHO 03HAaKOMUIICA U

MpaBa AfMUHUCTPATOPa NOJy4eHb!

OTMEHA

PucyHok 12 — Nonutuka koHmnaeHUManbHOCTH
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B gaHHOM OKHe nosib3oBaTesnto crnegyeTt 03HAKOMUTbCA U nNoaTBepAnuTb corfacue c
npennoXXeHHbIMN YCIMOBUAMMN.

6. Ha nocnegHem atane noaknoyeHns nonb3oBaTento HeobxoanMo BblaaTb NPUOKEHUIO
MoHuTOp paspelueHune Ha paboTy B GOHOBOM pexunme (pUCyHoK 13).

PaspelumTb NpUIoKeHNo 3anyck B
¢GoHOBOM pexxnme?
Ecnu npunoxeHue "MoHUTOp" cMOXeT

3anyckaTtbcs B HOHOBOM pexXunMe, 3To
YBE/IMUMT PacXop 3apsaga 6atapen.

3Ty DYHKLMIO MOXHO OTKHOYMUTD,
OTKpbIB HacTpoiku > MNpunoxeHuns un
yBeAOMIEHUS.

OTK/IOHUTb  PA3PELLUWTb

PucyHok 13 — Pa3pelueHue Ha pa6oty B (hOHOBOM pexume

Mpwn ycnewHom nogkntodeHun B nHtepderice MCK otobpasutcs ysegomneHme «Cuctema

3awmiieHa» (pucyHok 14) n 3Ha4vok @ B BEPXHEWN YacTu 3kpaHa (pUCyHok 15).

225 B =42 66%m
nT, 25 WIOH. o
YcTpolicTBa MynbTumeana

YBeAoMNeHUs C ONoBeLLeHneM

B Monutop 22.06.2021

MoHuTop
CucTema 3alumuieHa

HacTpoiiku yBegomneHui

PucyHok 14 - CoobueHune Ha MCK
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Google

0@

Kanenpaps lanepen Play Google Mpunox
Mapxer eHun Micr..

OB APUCMOTPETS Boe NAIOXEHNS. MPOBEIINTE MEMSLIEN EBESX WM 83

CO6E &3

Tenegon  Kowrakiol Coobuen.. Wirepier  Kamepa

= [ <

PucyHok 15 — Untepdennc MCK co 3Haukom npunoxeHuss «<kMoHUTOpP»

7. Nocne noakntoveHnst kK MCK 6yayT npumMmeHeHbl Npounun, HaCTPOEHHbIE
AgmuHucTpatopoM cuctembl «SafeMobiley.

Mocne npumeHeHust npodunen, ecnn AODMUHUCTPATOPOM 3a4aH COOpP MECTOMOSIOXEHWN
kopnopatmsHoro MCK, B uHtepdence otobpasuntcs ysegomneHme (pucyHok 16) n sanpoc o
npeaoCcTaBneHnn NpunoxeHunio «MoHMTOp» AOCTyNna K reonosvumm yCTpomcTBa NOCPEACTBOM ChyXObl
reonokauumn Google (pucyHok 17), B koTopoMm cnegyet Haxatb « OK».

@ MoHuTOop

[na onpepgeneHus
mecTononoxeHui MDM-areHTy
HeobXxoguM AOCTYN K reosiokauum
Google Ha ycTpoicTBe. [1ns atoro
B CNefyowemMm CUCTEMHOM OKHe
Heo6X0AUMO Ha)aTb KHonky "OK".

0K

PucyHok 16 — YBegommneHne o npeaocTaBrieHnn JOCTyna K reosiokauum

YT06bI NONy4YaTh 60M1€ee ToYHble
pesynbTaThl, paspeLlunTe
yCTPOWMCTBY UCNOMNb30BaTh
cny>6bl reonokauuu Google. v

OTMEHA OK

PucyHok 17 — 3anpoc Ha npegocTaBrieHue ocTymna K reosiokauum
18
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4 OCOGEeHHOCTU NOAKIYEHUSA JINYHbIX YCTPOUCTB

Mpun nogkntoyeHnn k SafeMobile nuyHoro MCK Ha ycTporicTBe co3gaeTcsa pabounin npoduneb.
970 ycnoBHas BblgeneHHasi 0bnacTb Ha yCTPOMCTBE, B KOTOPOW paboTaloT KopnopaTuBHbIE
NPUIOXEHWS, XPaHATCHA KOpNopaTUBHbIE AaHHbIE U K KOTOPOWN MOTYT BbITb NPUMEHEHBI NONIUTUKN
orpaHudeHunin. Takum obpasom, camo YCTPONCTBO OCTAETCS JIMYHBbIM U YCTAHOBINIEHHOE Ha HEM
npunoxeHmne MOHUTOP CKPLITO U HE MOXET BbINOSTHATL HUKAaKUX yHKUMIA. A B paboyem npodune
paboTtaeT Konusa npunoxeHna MoHuTop (pucyHok 18), KoTopas B3aumMogencTByeT C CEpBEPOM U
BbINOMHAET PYHKLNM YNpaBneHus.

O nporpamme

WHOOPMALMSA MNPUNOXEHNA

D

101

URLSS
t69.uemsm.ru:50069

URL MDM

https://t69.uemsm.ru:443/

YCTAHOB/EHO/OBHOBIEHO

13.03.2023, 12:03

BEPCHA

7.0.0.14

NOCNEAHAS CUHXPOHU3ALIUA

13.03.2023, 12:03 OBHOBUTb

BbIFPY3UTb /10T

PucyHok 18 —Konus npunoxeHus MoHUTOp Ha ycTpoMcTBe B paboyem npocune

B 3aBrcMMOCTM OT NPOM3BOAUTENS YCTPONCTBA BO3MOXHbI jBa BapuaHTa pasMeLleHns
WKOHOK MpuroxeHun B pabovem npodune. B nayH4yepe MoryT ObITb BblAeneHbl OTAENbHbIE 3aKnagku
«JInyHbler/«Pabounex» (pucyHok 19a), nubo Bce npunoxeHusa otobpaxatoTcs eauHbiM 61okoM, a
NPUIOXEHNA N3 NPOUNS BbIAENATCA TOMbKO HEGOMbLLUNUM 3HAYKOM MOPTMEnsa B HXHEM NPaBoOM
yrny UKOHKM (pucyHok 196).

19
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a)

1558 « B © @

Q Mouck npunoskeHuii

NUYHBIE PABQYME

eeaan

KoHTakTsl  MoHutop  HacTpoii...

M b

Gmail Google P...

B Pabouwit npoduns

<4 [ ]

0 ¥ [52%

Daine!

] 6)

PucyHok 19 (a,0) — [IBa BapuaHTa pa3melleHusi NpunoxeHum paboyero npoduns

Ha ycTpoiictBax TpebyeTca NoaTBEPXKAEHWE NONb30BaTENs NPU YCTAHOBKE M yAaneHun
KOpNopaTUBHBIX M HEKOPNOPATUBHBIX NPUIOXEHWUIA, NO3TOMY B MOHMTOPE eCTb BKIaaka Co CMMCKOM

NPUNOXEHUIA.

PucyHok 20 — Bknagka B MoHUTOpe CO CMUCKOM NPUNOXeHUN

1210 & B EEVE67%

O nporpamme

WHOOPMALMUA MPUJTOXKEHUSA

Generic

Battery
YCTAHOBUTb
(
SurfShark
YCTAHOBUTb
(

20
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5 OcobeHHOCTU pabOTbl C KOHTEMHEPOM Ha YCTPOUCTBAX
Samsung

Ecnu B APM AgmuHncTpaTtopa 3agaH npodunb ¢ co3gaHmem Knox-KoHTenHepa Ha
YCTPOMCTBE NPOU3BOACTBA KOMNaHUM Samsung, To B MHTepdence MCK otobpasntca ysegomneHune
00 aktuBauumn Knox (pucyHok 21) nn6o, npy BO3HMKHOBEHNN OLLMOKM B NPOLECCE aKTMBALMM,
COOTBETCTBYIOLEe coobLLeHmne.

@ SafePhone 1604 +
AxTHBauun Knox °
KHUK‘.D(\MUM}”)UH”

PucyHok 21 — YBegomneHue o6 aktuBauum Knox

B cnyyae BO3HMKHOBEHMS OLLUMOKM criedyeT NpoBepuTb Hannymne cetm MIHTepHeT ans goctyna
K cepBepam Samsung C Liefbio akTMBaLumn cepauca.

Mocne ycnelwHon aktuBauum kntoda Knox otobpasnTtcs 3anpoc Ha co3gaHne KOHTENHepa
Knox (pucyHok 22) n okHO co3gaHus paboyen obnactu ¢ yCrioBUaAMM OT NPOM3BOAUTENS YCTPONCTBA
(pncyHok 23).

SafePhone 16:04
CospaaHue Knox KoHTeliHepa
B npouecce

PucyHok 22 — 3anpoc Ha co3aHue KOHTenHepa

msung
nNox

=Ll87% M11:54
—_ : ( )
- 7
\ﬁ O
HacTpoika

pa6oueii o6nactu

bynet cosfaHa paGodas o6nacTb,
HaxOAALLAACA MOf, YPABNEHUEM H
KOHTpOnem BaLlei opraHusauuu
MpUMeHAOTCA YCNOBUA UCNONE30BaHMA KNnox.

Ycnoeus ucnonbsosanua Knox

KDHQMAEHHMQHBHDBTB

OTMEHA NPUHATD >

i e
. = 1J e

PucyHok 23 — YcnoBusi ucnosnb3oBaHus Knox
21
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DyHKUMS ynpaBneHnsa koHTenHepom Ha MCK noseonsieT nsonvMpoBaTb Apyr OT gpyra
nepcoHarnbHble N KOPNOPaTMBHbIE NPUMIOXKEHUS N UX AaHHbIE HA YCTPOWCTBE, yrpaBneHne
KOHTEMHEPOM OCYLLLECTBNAETCS C Ucnonb3oBaHMeM Samsung Knox. [1na cosgaHna Ha MCK
KOHTenHepa Knox cnegyeT CornacutbCsi C NPeanoXeHHbIMU YCIOBUSIMU, HaXKaB Ha KHOMKY
«MPUHATb». NMocne atoro 3anycTuTca Npouecc co3fgaHus KoHTenHepa ¢ paboyen obnacTbto
Workspace. 3atem TpebyeTcsa 3agatb Tmn 6nokmposkn Knox: napone / PIN / y3op.

Ecnn koHTenHep Knox Ha MCK He TpebyeTcs, B OKHe co3haHus KOHTeNHepa credyeT HaxaTb
«OTMEHA».

lMpumeyaHus.

Ecnu Ha MCK 6bin1 ycmaHosneH Knox warranty bit e pesynbmame ripogedeHusi He3ago0cKoU
rpowusKu, mo co3daHue KoOHmeliHepa Ha ycmpolicmee He803MOXHO.

lpu ycmaHoeke Ha MCK moburnbHo20 krnueHma SafeMobile e kayuecmee Device Owner (¢
ucnione3ogaHuem mexHonoauu NFC unu nocpedcmeom ADB) co3daHue koHmelHepa Ha
ycmpouticmee He803MOXHO.

Mo 3aBepLueHMM NpoLieaypbl co3aaHnsa KoHTenHepa B uHTepgence MCK oTobpasntcsa nkoHka
npunoxeHnst «Workspace» (pucyHok 24) npu OC Bepcuint 8 — 9 u coobuwieHne  SafeMobile
00 ycneuwHom co3gaHum koHTernHepa (pucyHok 25). Mpn OC Bepcumn 7 oToBpasnTCs MKOHKA

npunoxeHnsa « Knox» ﬂ

B cnyyae BO3HMKHOBEHUS OLLIMOKK Npu co3gaHmum koHTenHepa Knox B nHtepdgerice MCK

0TOOpa3snTCs 3HAYOK Q n cooOLLeHne ¢ nHdopmaumen o npudmnHax, No KOTopbiM He yaanoch
co3faTtb KOHTENHEp.

22
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©

Workspace

CO®E &3

Tenedgox  KoutakTol CoobuieH.. Wuteprer  Kamepa

= o ¢

PucyHok 24 — 3Ha4yok npunoxeHusa «Workspace» B nHtepcerice MCK

@ safePhone 1155
CospaHue Knox KoHTeAHepa °

Knox KoHTeiHep coanan

PucyHok 25 — CoobGLyeHne 0 co3paHumu KOHTenHepa

B nHtepdence MCK npunoxeHusi, yCTaHOBIEHHbIE B KOHTEWHEP U BHE ero, byayT

oTnmyaTbCs. Ha MKOHKax NPUNOXEHWUI, YCTAHOBMNEHHbIX B KOHTEHEp, 0ToOpaxatoTcs cneumarbHble

MHOWKATOPbI B COOTBETCTBUN C PUCYHKOM 26.
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WORKSPACE

eee

Mou fanepes  GPS Test
Gainbi

PucyHok 26 — OkHo npunoxeHusa «Workspace»

CneuvanbHble MHOMKaTopbl ByayT Takke BOCNPOM3BOAUTLCA Ha yBEOOMIIEHNSX U pabodmx
OKHax NPUMOXeHWUI B KOHTENHepe. [1na Toro, YTobbl 3anycTUTb NPUIOXEHUEe UM NPOCMOTPETb
yBeioMIneHne Heobxoanmo BBeCTM Naponb Knox, 3aaaHHbIN Npy co3aaHny KOHTenHepa.

24
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6 MpoBepka nogkntoyeHusa MCK k cucteme «SafeMobile»

Mpun ycnewHom nogkntodeHmn MCK B APMe AgmuHucTtpaTtopa B ctonbue «Cratyc» rnaBHom

Tabnuupbl onst aboHeHTa MCK oTobpasaTcst 3Haukm «B cetn» n «Haxoautcsa noa
ynpaBneHnemM» B COOTBETCTBUN C PUCYHKOM 27.

Oraen/Tpynna CoTpyaHuk - JomuHOCTE TenedoH Cratyc

Omaen paspafoTin Aazruncs Mpuropwit Masnosud HavanbHmk ﬂm E u
Mpynna ucnonHeHua Wearoe AnskcaHap Bacuneeewy Cneuwankct +70000000020 ==m E n
000 "Komnatms" NeTpos Bacuniil ©enopoeny Iupextop +375660000321 wHEPPRREE ]
pynna NpoekTHPoBaHNA Cnaopos Backnwia MeTposmy Cneuwanncr —?'-C )

.{5 Y |k Z-:i:-.
SHEB E H

Tpynra NposKTHPoEaHNA DEnopos Hukonall Hukonaeam Baaywmit cneumanue

PucyHok 27 - 3anucb o MCK coTpyaHuka B rnaBHoun Tabnuue APM AgmunHucTpartopa

B rnaBHon Tabnvue APM AgmnHnctpaTopa B ctonbue «Ctatyc»:

® NS NUYHbIX YCTPOMUCTB OTOBPA3nTCA 3HAYOK « (PUCYHOK 27), a Ans
KOpnopaTMBHbIX — 3HAYOK “;

e pu Hanu4um KoHTerHepa Ha MCK otobpasunTca 3Hayok -« «Samsung Knox» (pucyHok 27), a
npu OTCYTCTBUKN KOHTEMHEPA — 3HAYOK «KoHTenHep oTcyTCTBYET».

e npu Hann4yum npodunsa Ha MCK oTobpasuTbcs 3Ha4OK ﬂ «Pabounn npocpmne Android».

nsa Toro 4ytobbl Ha MCK, nocne nogkntoyeHns k cucteme «SafeMobile», nmenacb BO3MOXHOCTb

YCTaHOBKM NYOMNMNYHbBIX NPUNOXEHUIA, COTPYOHUKY HEOBXOANMO ayTEHTMULMPOBATLCS B MarasvHe
ny6nnyHbIx npunoxeHun Google Play.
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7 COop noroB nocrie yCTaHOBKMU

MpunoxeHne « MoHUTOP» NO3BONSIET BbIrPY3UThb fork paspaboTymka Ans aHanusa u
ncnpaeneHust ownbok. YTobbl BbIrpy3nTh N1OMY Npy NEPBUYHOM HACTPOViKe HEOBXOANMO
BbIMOSHUTL Creaytolme AeNcTBUS:

1. Ha norotune HaxaTb 5 pas, Nocne 4Yero ycTporncTBO OTKPOET pabounin SKpaH;

Wiper ycTaHoBKa

PucyHok 28 — norotun npunoxeHus

2. 3anTtn B «MOHUTOP» M HaXaTb KHOMKY «|E|»;

3. BbibpaTb onuuio MeHto «BbIrpy3nTb apxvB nOroB», NOCne Yero B Nanky
«download» 6ygeT BbIrpy>KeH apxuB C noramu;

PerucTtpaunsa

Bbirpysute noru

QR-kog,

OrekaHupyiTe OR-kog

Kog npurnaw

Beegute appgf cepeepa v kog

AoMeHHan yueTHanA 3anuce

BeefuTE aApec CEPREpE W AOMEHHYIO
YHETHYIO 3aNKcs

PucyHok 29 — KHoNnKa BbIrpy3Ku fioros
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8 YctaHoOBKa ApnbIKOB NMPUNOXEeHUN

Ecnn B APM AgMnHncTpaTopa 3agaH npodunb “Apnbik paboyero ctona Android”, To B
nHtepdence MCK otobpasnTtbesa yeegomnenue “[loGasneHune apnbika” (pucyHok 30).

@000

Ynpaenexue BelBoA MeAnafaHHbIX
=i YcraHoBKa NpUNOMEHHI v
KocHuteck 3aeck, YTobkl YCTEHOEMTE NPUNOKEHWA.
B Nobasnenne ApPNbIKa 1309 ~
Momanyiicta, AodaBbTe APALIK
El Monutop 1222 W

Cucrema 3awiena

HacTpoiikn ysegomnenuin  OUYMCTHTL

PucyHok 30 — YBegomneHue o nob6aBneHumn aprbika

[ns no6asneHns sApnbika Ha pabo4ynn cton HeobxoaAMMO HaxaTb Ha yBeAOMMeHune, fanee Ha
MCK nosiBUTCS1 OKHO NOATBEPXKAEHMSA pa3MeLLEeHMs spribika Ha pabovem ctone (pucyHok 29). MNocne
NoATBEpPXOEeHNS NoABUTCS yBegomreHne ob ycnewHoM gobasneHnn siprbika, cam apnblk 6yaeT
pacnonoXeH Ha rmaBHOM 3kpaHe (pucyHok 31). Bce apnbikm 6yayT BbIAENATLCS OrOTUNOM

SafeMobile @

r Y

Jl06aBuTb Ha rNaBHbIi 3KpaH?

[na no6aBnexus Ha raBHbIi 3KpaH KOCHUTECh
3HauYKa U y/lepXnBaiiTe ero uam BoCronb3ynrech
KHOMKoM “[lo6aBuTb”.

Python

OTMeHa Jo6aButb

) 4

PucyHok 31 — OkHO noaTBepxaeHUs nob6aBneHNA Apnbika
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Fhall 55%&

rl:_.‘. thon

Apnsik ana Python gobaeneH Ha
TMABHBIN 3KPaH.

cC ® {1 ©

O

PucyHok 32 — YBegomneHue 1 sipnblik paboyero crona

Ecnu B APM AgmMuHMUCTpaTopa CHAT paHee HasHa4YeHHbIn npodunb “Apnbik paboyero ctona

Android”, To B uHTepdence MCK sipribik NOTYCKHEET, CTaB YepHO-0enbIM, NPU NOMbITKE HAXXaTUs No

Hemy OyaeT BblaaBaTbCs yBeAoMeHue (PUCYHOK 33).
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Frall 66% 8

ApnbIK BbiN BEIKNIOYEH
A0MUHWUCTPATOpPOM

Cc ® 4 ©

O

PucyHok 33 — BbikntoyeHHbIN ApnbIK pabo4yero crona

OTKMOYEHHbIN OT ynpasneHus apnbik MoxkHO yaanuTs ¢ MCK nocpeactsom BblaeneHus
spnbika (3axaTtnem) n yganeHnem ero ¢ paboyero ctona (pucyHok 34).

PucyHok 34 — YaaneHue sipnbika ¢ MCK
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9 NMpocmoTp nHdopmaumm o KoHdUrypaumm cepsepoB B
npunoxeHun « MoHUTOpP».

MHdopmauuio o KoHurypauum cepeepoB MOXHO Mony4dnTb B pasgene «Hactponkmn — O
nporpammMe», B KOTOPOM OTODOpaxarTca cnegyrowme gaHHble (pUcyHok 35):

¢ ID (Homep komMnnekTa)

e Cnu1cok cepBepoB, pasaarolmx cepTudmkaTbl. Kaxagas cTpoka cnmncka CoCTOUT U3:
o HasBaHue cepBepHoro cepTudmkara, nosly4eHHOro oT ceBepa;

o URL cepsepa;
o WHavkaTop KavyecTBa NOAKMOYEHMNS:

3eneHblt - eCTb COEQUHEHNE, OaHHbIE NepenarnTCs;

XKenTbl - cepBep OOCTYNEH, HO HeMb3s nepeaaTth AaHHble U3-3a
npobnem c ceptudpmkatamm (SslHandshake);

KpacHbIl - cepBep HEQOCTYMNEH: HET CeTH, poyTa U T.4.

e [laTa yCTaHOBKW M OGHOBIEHMS NPUMOXKEHUS;
e Bepcusa npunoxeHus;

e /Hdopmauna o nocrneaHen nNpuHyanTeNbHOW CUHXPOHMU3aUNN cepTUdUKaToB;
o KHonka npuHyauTenbHON CUHXPOHU3ALMK — NPU HaXaTuK 3anyckaeTcs

npouecc o6HOBNEHNSA CepTURPMKATOB;
e KHOMKa «BbIrpy3nTb noru» (cM. pasgen 7)

PucyHok 35 — Cnncok noaknoyeHUn K cepsepam ceptudukaTon

1m5 #0000 @4 0100%

O nporpamme

WHbo MpunoxeHua Paspelwenun HasHaueHun

1D
111

Cepeep ynpaenexus (MDM)
https://t64.safe-mobile.ru

Cepeep komaHj (SS)
t64.safe-mobile.ru:50064

MTLS ceprudgmkar
AKkTyanex

YcTaHoBNeHo/06HOBNEHO
14.03.2024, 15:08

Bepcusa
9.5

MocnepHAA CMHXPOHKU3aALMA

e
15.03.2024, 11:02 ¥
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[nsa npocmoTtpa nogpobHoM MHopMaumm O KaKaoM NOAKMIOYEHUN criefyeT HaXkaTb Ha
Ha3BaHWe MHTepeCyoLWero cepeepa, nocne Yero OTKPoeTCs 3KpaH ¢ nogpobHown
UHdopmaumen (pucyHok 36). SkpaH onmcaHnsa NHpopmaunmn o NOSKIOYEHUN K cepBepy
COAEPXMT:

e URL cepBepa;

e Onar Certificate pinning;

e Cnimcok cepTndmkaToB, B KOTOPOM Kaxkgasi CTpoKa CrMCKa COOEPXUT:
o CepBepHblt cepTrudumkar;

o Cy0ObekT.

Cepeep ynpaeneHus (MDM)

Tekyllee NOAKAOMEHNE
URL
https://t64.safe-mobile.ru

Certificate pinning
OTKNKOYeH

Ceptudukatbi(1)

Safephone Root CA
CN=Safephone Root CA

PucyHok 36 — UHdopmaumsa o nogknioyeHun Kk cepsepy ceptudukaTon
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[ns npocmoTpa nogpobHon HopmaLmm 0 cepTudmkaTte cnegyert HaxaTb Ha Ha3BaHUe

ceptudmkaTa, Nocre Yero OTKPOeTCs IKPaH C COOTBETCTBYHOLLEN HOpMaLmen (pucyHok 37),

KOTOprVI COCTOMUT n3:

e Ortnevartok cepTudukara.

e CybbexT.

e Bepcus.

o CepuiHbI HOMEp.

o [lepnog oencrteus, He paHee.

o [lepuog oencrteusl, He No3gHee.
e W3parvens.

1020 000 4 0100%

Safephone Root CA

OcHosHoe

OTneuaTtok cepTudukarta
€0 c0 3e 2d 3 72 b7 3f e4 6a 22 b6 c3 ec d7 98 97 c5
cf 31

CybbekT
CN=Safephone Root CA

Bepcua
3

CepuiiHbIiA HOMep
b 43 c6 3b 0a 35 99 f0

Mepnop aencTeNA, He paHee
2021-09-23 19:22:20

MNepuop AeAcTBUA, He No3AHee
2031-09-21 19:22:20

Wapatens
CN=Safephone Root CA

PucyHok 37 — UHcpopmauma o nonyyeHHOM cepTucpukarte
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10 KopnopaTuBHbIe KITMEHTCKNe NpUunoXxeHus

Mocne yctaHoBkM Ha MCK knveHTckon Yyactu AgMuHucTpaTtop npu nomowin APM
AOMUHUCTPATOpPa MOXET YCTaHOBUTb Ha YCTPOMCTBO CreaytoLme KoprnopaTuBHbIE KIMEHTCKNE
NPUNoOXeHus (B 3aBUCMMOCTM OT KOMMEKTa NOCTaBKN COCTaB NPUMOXEHUA MOXET OTNMYaTbCA):

o 3AC-CoobweHunsa — NnpunoxeHue, npegHasHayeHHoe A11s NONyYeHMs U OTNpaBKy
BHYTPEHHUX COOBLLEHNI KOPNOpaTUBHON CETU (HE 3aBUCSLLUX OT onepaTopa CBA3N);

e SafeStore — npunoxeHune, KOTOpoe NpegoCcTaBNAEeT NONb30BaTENO BO3MOXHOCTb
ynpaBneHns 4OBEPEHHbIMU NPUMOXKEHUSAMU B COOTBETCTBUM C Ha3HAYEHUAMMU
agMuHucTpaTopa.

10.1 OnucaHue aencTBUM Npu pabote ¢ npunoxeHmem «SafeStore»

MpunoxeHne «SafeStore» yctaHaBnmMBaeTca asTomaTnyeckn Ha MCK, npu ycnosuu, 4to B
APM AgmuHucTpaTopa 3afiaHa ero yctaHoBKa Ans JaHHOro yCTpoucTea.

Mocne yctaHoBku npunoxeHne «SafeStore» otobpaxaetca B uHTepdence MCK B
COOTBETCTBUM C pUCYHKOM 38.

F il 96% 0 12:54

SafeStore

(N RO )

TeneoH KoHTakTbl CooGWIEHUA WHTEpHET MeHto

PucyHok 38 — NpunoxeHue «SafeStore»
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Mpwn pabote ¢ npunoxeHnem «SafeStore» rmaBHoe OKHO 0TOOpPA3NTCA COOTBETCTBUN C
pycyHKoMm 39 CO CMMCKOM YCTaHOBMEHHbIX W AOCTYMNHbIX ANA YCTAHOBKN KOPNOPATUBHBIX MPUITOXEHWUNA,
CoBMeCTUMbIX ¢ nnatdopmornt MCK.

a4 9. o B4 W10.09

SafeStore

[F=5) 3AC- o
@ TenedoH [_]

Generic P
. Battery

PucyHok 39 — NmaBHoe okHo npunoxeHus «SafeStore»

B cTpoke cnuncka BOCNpomn3BOAUTCS MKOHKA NPUIOXKEHWS!, €ro Ha3BaHWe, BEPCUst U AOCTyMnHas
ANs peanusauummn npoweaypa ¢ BblopaHHbIM NPUMOXEHNEM, @ UMEHHO:

® POCMOTpP MH(pOpMaLMM O MECTE YCTaHOBKY;
e yCTaHoBKa/yganeHue npunoxeHuns Ha MCK.

[ns yctaHoBku npunoxeHnss Ha MCK cneayeT ycTaHOBUTL ranoyky B CTPOKE C BblGpaHHbIM
npunoxeHvem. B aTom cnyyae npunoxeHue yCcTaHOBUTLCS HA YCTPOMCTBE U Ha paboyem cTone
0TOOpAasnTCA ero MKoHKa.

Mpwn cHATUM ranoykn npunoxexHue dyget yaaneHo ¢ MCK, nocne nogresepxaeHus
NPaBUNbHOCTN OENCTBUS B MPUCIIaHHOM yBEOOMIEHNUN.

O6HoBneHne BepCMVI B CnncKe I'IpI/IJ'IO)KeHI/II7I ocyulecTBnaeTca aBToMaTU4eCKN.
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11 Tony4eHue cpannoB Yepe3 npunoxeHne «MoHUTOp»

Monb3oBaTens MCK umeeT BO3MOXHOCTb Nonyvatb pannbl OT agMUHUCTpaTopa
«SafeMobile». Mpn BbINONTHEHMM aAMUHUCTPATOPOM KOMaHAbl MO OTNpaBke anna nonb3oBaTenb
MCK nonyyaet yBegomneHue o nonyvyeHuun gavina (pucyHok 40).

11:42 X 2 all 95%8
BT, 21 Map. e

@000

Ynpasnexve BbiBOA MenafaHHbIX

MoHuTop 11:42
JocTaneH ¢aiin monitor_logs_10..

e YcTaHoBKa NpUIoXKeHNiH
KocHuTech 3A€Cb, YTOGbI YCTaHOBUTD MPY..

@ MonuTop 1045
Cuctema 3aluiLeHa

Hactpoitkn ysepomnennin 0O4mMcTUTL

PucyHok 40 — YBegomneHue o nonyyeHuu damna

®ann 6yget coxpaHeH B nanke «BHyTpeHHee xpaHunuwe\Download» (pucyHok 41)

143 mEs ol 95%@

i Q

I}ﬂ:j BHyTpeHHee xpanunmie » Download {}
= va T

ApXMTEKTYPHanA cxema.png

21 map. 11:36 166 Kb
» arm.log
21 map. 10:50 12,88 MB

monitor_logs_106.zip
21 map. 11:42 55,91 KB

PucyHok 41 — Oto6paxeHue canna Bo «BHyTpeHHeM xpaHunuiie»
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12 Ocob6eHHocTn paboTbl MCK B pexmnme «KMOCK»

Monb3oBatento MCK goctyneH BxoA v BbIXOA U3 pexunmMa «Kuocka» (npy COOTBETCTBYHOLLMX
HacTporikax «SafeMobiley).

lMpumeyaHue Ons1 aOMuUHUcCmMpamopa.
Lns eknoyeHUs1 803MOXHOCMU 8x00a U 8bIx00a U3 pexxuma «KUOCK» Heobxodumo:

1. HasHayumb ycmpotlcmesy npourie «Pexum kuocka Android»;

2. B Hacmpotlkax npogpunsa «Pexum kuocka Android» pa3pewums «Bbixo0 u3 pexuma Kuocka
10 Naporoy;

3. YcmaHosumeb naposib 011 8bixo0a U3 Pexuma «KUOCK».

Lns koppekmHol pabomel SpribIKO8 8 pexxuMe Kuocka, dobasrneHHbIX rpogunem
"Apneik paboyezo cmosia Android” He06x00uMo yHumeieams criedyrouee:

1. Ecnu e npocgpune sipnbika 3adaH "UID eeb bpaysepa, 8 KOmopom HeobxoO0uUMO OMKpbI8amb
URL...", mo amom xe UID dormxeH 6bimb 0obaerneH 6 nonumuky "Criucok UID'oe
omobpaxkaembix rpunoxeHud" npogpuns "Pexum kuocka Android", npuMeHeHH020 K
OaHHOMY ycmpoucmey.

2. Ecnu e npocgpune sipnbika He 3adaH «UID eeb-bpaysepa, 8 KOmopom Heobxo0uMOo
omkpbisamb URL...», mo sprbik 6ydem omkpbieambcsi 6pay3epom «ro YyMOTHaHUKO».
CoomeemcmeeHHo UID «6paysepa no ymonyaHuo» 0ormkeH 6bimb 0obasrieH 8 noaumuky
«Cniucok UID'oe omobpaxkaembix rpunoxeHut» npoghuns «Pexum kuocka Androidy,
MPUMEHEHHO20 K OaHHOMY ycmpolicmeay.

Pexum «Knock» aBTOMaTUYECKU NPUMEHSIETCS K YCTPOMCTBY, NOCIe Ha3HavyeHust
agMVHUCTPATOPOM NPoduns K1ocka.

[ns Bbixoga 13 pexnma «KMock» HeobxoamnmMo BbINOMHUTL Cneayolmne 4enNcTBus:

1. HaxaTb kHOnKy «HacTporkuny;

2. HaxaTtb KHOMKy «Bbixoay;

3. BsecTtu naponb ns BbIXOA4a U3 KNOCKA, HaXXaTb KHOMKY «BbIiT» (pUCyHOK 42), nocne
4yero YCTPOWCTBO BbIXOAUT U3 peXnma «KNOCKY.
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Bbixoq

BBeaunTe naponb Ans BbixoAa U3 KMOCKA

Maponb

PucyHok 42 — Bbixopg, N3 pexuma «KMOCK»

[ins Bo3BpaTa B PeXUM «KMOCK» HEOBXOAUMO BbINOMHUTL Crieayowmve AeicTBUS:

1. OtkpbiTb Ha MCK npunoxeHne « MoHUTOP»;

2. Ha rnaBHOM 3KpaHe NpUITOXeHMst HaxkaTb KHOMKY «Pexxum knocka» (pucyHok 43). MNocne
yero MCK 6yget paboTaTtb B pexume «KMOCK», a Ha paboyem akpaHe ycTponcTea byayT
oTobpaXkeHbl 4OCTYMHbIE ANSA UCMOMb30BAHUSA MPUTOXEHUS.

11:40 8 v v o Al 96%8

O nporpamme

WHOOPMALUA NPUNOXEHUA
T
104

URLSS

t89.uemsm.ru:50089

URL MDM

https://t89.uemsm.ru:443/

YCTAHOBIEHO/OBHOBIEHO

21.03.2023,10:45

BEPCYA

7:1.0.1

MOCAEAHSA CUHXPOHM3ALIAS

21.03.2023,11:30 OBHOBUTH

PEXWUM KMOCKA BbIFPY3UTb NIOTU

I Q) <

PucyHok 43 — KHonka Bxofa B peXXuM «KUOCK»



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID S M

12.1 HacTpoWKu ycTpomncTBa B peXXMMe «KNOCK»

[lna goctyna K HacTpolkam YCTPOWCTBA B PEXNME «KMOCK» HEOOXOANMMO HaxaTb KHOMKY
«HacTponku» (pucyHok 44), nocne 4ero OTKPOETCH 3KpaH ynpaBneHnsa HacTponkamu yCTponcTBa.

Chrome

PucyHok 44 — KHonka «HacTponkun»

OKpaH HacTpPOoeK YCTPOMCTBA B PEXMME «KMOCK» COOEPXMUT creayoLlime onumm (pUcyHok 45):

HacTtpouku

@ Wi-Fi
E 06 ycTpoiicTBe
-®- fipkocTb

|:—> Bbixopg,

PucyHok 45 — HacTpowkn ycTporcTBa, B pexxnme paboTbl «KKMOCK»

e Wi-Fi — npu HaxaTumn oTKpbiBaeTcs akpaH HacTtpoek Wi-Fi (cm.pasgen 12.1.1);
e 006 ycTponcTBe — Npy HaXXaTum OTKPLIBAETCS 3KpaH ¢ nHdopmauunen ob ycTponctee
(pycyHoK 46). JkpaH coaepXuT crneqyoLwyo nHgpopmaumo o6 yCTponCTBe:
o Mopgenb — Ha3BaHMe MoLenu YCTPONCTBa;
o Bepcua Android — Bepcua OC Android;
o IMEI - International Mobile Equipment Identity npegctasnset cobon
MeXAYyHapoaHbI naeHTudnkaTop MobunbHOro obopynoBaHus;
o CepuiHbIN HOMEpP — 3aBOACKOW, CEPUNHBIA HOMEP YCTPOWNCTBA;

38



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID S M

NHdopmauus

Mopenb

ZTE BLADE V9

Bepcusa Android

Android 8.1.0

IMEI

867097030313918

CepuitHbI HOMep

320384394426

PucyHok 46 — UHcpopmaumsa 06 ycTponcrtee

e SpKoCTb — NpW HaXXaTUM OTKPLIBAETCS 3KpPaH PEryrMPOBKU SPKOCTU 3KpaHa (PUCYHOK
47a). JlaHHbI 3KpaH CoAepXMT PYHKLMOHANM HACTPOEK, MO3BONSAIOLWMNX YCTaHOBUTL
APKOCTb BPYYHYIO UM BKIHOYUTb PEXMM aBTOMATUYECKON HACTPOWKN APKOCTM (PUCYHOK

4706);
fApkocTb ApkocTb
flpkocTb flpkocTb
#* —@ # —
ABTOMaTMyeckas AAPKOCTb ABTOMaTuU4yeckas SAPKOCTb @
a) 6)

PucyHok 47 (a,6) — A — 3KpaH HacTPOMKU SIPKOCTU IKpaHa. b — Pexxnm aBTOMaTnyecKom HaCTPOMKMU
APKOCTU BKITHOYEH

e KHonka «Bbixoa» — napu HaxaTum yCTPOMCTBO BbIXOANUT U3 PEXMMA «KMOCKY.
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12.1.1 Hactpounkn Wi-Fi

Pasgen HacTpoek Wi-Fi cocTtouT uns:

Cnincka 6ecnpoBoaHbIX ceTer, HaAEeHHbIX YCTPONCTBOM (PUCYHOK 48).
Kaxpas ctpoka crnucka otobpaxaer:
o KauecTBo curHana 6ecnpoBofHOW CeTun, B BUAE NUKTOrpamMMbl;
o HassaHwue ceTy;
o WHaukauma nogknto4YeHHON Ha TEKYLINIA MOMEHT CETH;

Wi-Fi

AKADO-6356
CONNECTED

4

Keenetic-2186

MTS_GPON_8DD1

MGTS_GPON_8889

KazNet_2G

Beeline_2G_F41861

dlink

9 ¢ ¢ ¢ 4 9 ¢

RT-WiFi-E343

PucyHok 48 — Cnucok 6ecnpoBoaHbIX ceTel, 0OHapyXeHHbIX YCTPOMCTBOM
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e Cnmcka coxpaHeHHbIX ceTen (OTKpbIBAETCHA KHOMKON « CoxpaHeHHble ceTuy) (pUCyHOK 49).
OT1obpaxaeT cnucok ceTen, 4ob6aBNeHHbIX NOb30BaTENEM;

niisokb

AKADO-6356

CoxpaHeHHble ceTu

PucyHok 49 — Cnucok 6ecnpoBoAHbIX ceTeil, AO6GaBNeHHbIX Nofib3oBaTesniem

° q)yHKLI,VIOHaJ'Ia ,EI,O68BJ'IeHI/IFI norbL3oBaTtenemM HOBOW CETU B CMUCOK CETEN.

Y7106kl 4O6ABUTL HOBYIO CETb HEOOXOANMO BbINOMHUTL Creaywmne AeicTBUS:

1. HaxaTb kHonky «+ [1o6aBuTb ceTb» B HUXHEN YacTu pasgena HacTpoek Wi-Fi (pucyHok
50a), nocne 4yero oTKpoeTcH aKkpaH (pyHKUnoHana gobasneHns HoBon, 6eCNpPOBOAHOM

ceTu (pmucyHok 5006);

Wi-Fi

v VIV 1O_JI VIN_ 1 U TU

MGTS_GPON_9992
MTS_GPON_9e8f90
moto g(6) 2806

Beeline_2G_F17F38

AT_401_RAC_056905_WW_
ef2c

9 ¢ ¢ ¢ 9

@ zivyschydovishem 2.4

< AVATAR

+ [o6aeutb ceTb

CoxpaHeHHble ceTn

a)

6)

[ob6aBuTb ceTb

HasBaHue cetn

Beeaute SSID

3awuTa

Maposnb

[7] Nokasats napons

CKpblITas ceTb

OTmeHa

PucyHok 50 (a,6) — A — pacnonoxeHue KHonku «+[lo6aBuTb ceTb». b — akpaH dyHKkunoHana
«[lo6aBnTb ceTb»
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2. 3anonHuTb crneayolime nons gaHHbIMU:

e HasBaHue cetu (SSID) — Ha3BaHWe ceTn, oTobpaxkaemoe npu ee obHapyXeHum
YCTPOWCTBOM,;
e 3awwmTa — BbIGOP TVNa 3aLWNTLI HOBOW CETU U3 BbiNafatoLLEero Cnmcka;
HeT (He yka3sbiBaTb TUN 3alUThI);
Enhanced open;
WEP;
WPA/WPA2-Personal;
WPA3-Personal;
¢ [aponb (ana npocMmoTpa BBEAEHHOrO Napons cregyeT BKUYNTb Yek-60oke «MokasaTb
naponb»);
o CkKpbIiTas ceTb — BblIbOp Tuna oTobpaxeHus ceTu;
o [a - ceTb He BygeT oTobpaxaTbCa B CNUCKE OBHAPYXEeHHbIX ceTen AN YCTPOWCTB;
o Het — ceTb GymeT oToOpaxaTbCsi B CNMCKE OOHAPY)XEHHbIX CETEN ANS YCTPOWCTB;

O O O O O

3. HaxaTtb kHonky «CoxpaHuTb», nocne Yyero HoBas ceTb ByaeT oTobpaxaTbCsa B CNucke
«CoxpaHeHHble ceTu.

lNMpumeyaHue Ans1 aOMuHUCcmMpamopa.

Lrsa mozao ymobbl Hacmpoliku cmarsu 0ocmyrHbl Mosib3ogamersito, Heobxodumo 8 rpogburse
«Pexxum kuocka Android» nonumucku:

e Hacmpotika nodkntodeHust k WiFi;

o UHghopmayus 06 ycmpolicmee;

e Paspewums HacmpoUku ducrisies.
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NMpunoxeHune 1: YctaHoBKa npunoxeHnsa « MoHUTOpP»
c ncnonb3oBaHunem texHonorum NFC

3apaHee NoaroToBreHHY0 MeTKy Heobxoammo nonyunts B OO0 "HUMU COKB LeHTp
paspaboTkn".

MpoBuanoHnpoBaHme ¢ nomowbio NFC MeTKM crnegyeT OCyLeCcTBNATL ClegyoLwmnm
obpasom:

1. MpomnsBecTn annapaTHbIN COPOC BCEX NAapaMETPOB U yaaneHne Bcex AaHHbIX 4O 3aBOACKMX
HacTpoek (Factory Reset).

lpumeyaHue.

lpu ycmaHoseke Ha MCK Samsung npunoxerusi « MoOHUmMop» maxkum criocobom, ycmaHoeka
MoburnbHoz20 knueHma SafeMobile 6ydem ocywiecmensamscs 8 kadecmee Device Owner, noamomy
co30aHue KOHmeliHepa Ha makux ycmpoulcmeax He803MOXHO.

2. MNMocne nepesarpy3kn MCK B pesynbtate cOpoca k 3aBOACKMM HAacTpOWMKaMm, Koraa nosiBUTCA
nepBoHavarnbHbIN 3KpaH (pucyHok 51), nogHectn NFC meTky k MCK nonb3oartens.

.l 68% @

[o6po noxanosaTb!

PYCCKUIl ¥

IKCTPEHHbIN BbI30B CMELUANIbHBIE BO3MOXHOCTH

PucyHok 51 — lNepBoHa4anbHbIN 3kpaH MCK

43



UEM SAFEMOBILE
MOBWUJTbHbI KMTMEHT ANDROID SM

3. 3atem bygeT BbinonHeHa 3arpy3ka Ha MCK npunoxerHnsa « MoHuTop». 1o okoH4YaHun
3arpysku npunoxeHus B nHtepdgence MCK otobpasntcsa sHavyok npunoxeHmst <K MoOHUTOp»
(pncyHok 52).

MoHuTOop

PucyHok 52 - UHTtepcennc MCK co 3Haukom npunoxeHuss KkMoHUTOpP»

NMpunoxeHue 2: YctaHoBKa npunoxeHns « MoHUTOp»
nocpeacrsom ADB

I"Iepen yCTaHOBKOIZ NPUNoOXeHnA ((MOHMTOp» cnepnyeTt BbINOJIHUTL cnepyrune DEencTBuS:

e npoBeputb Ha MCK oTCcyTCTBME YUETHbIX 3anucen nonb3osaTens. Ecnun yyeTHble 3anucu yxe
ObIN HACTPOEHbI, X HEOOXOANMO yaanuTb;

e npoBepuTb Hanuume Ha MK nporpammbl ADB. B crniydae ee oTcyTcTBUs, nporpammy TpebyeTcs
YCTaHOBUTb.

YcTtaHoBky npunoxeHust «MoHuTop» nocpeactsom ADB cnegyeT ocylecTBnATbL Creayowmm
obpasom:

1. Ha K gna pa6otbl ¢ nporpammon ADB Bbi3BaTb KomaHaHyto cTpoky Windows («Iyck» /
«BbinonHutb» / «cmd» / «Enter»);

2. Tepentn B kaTanor ¢ nporpammon ADB.
(Hanpumep: cd c:\adb));

3. Mogkntounte MCK « MK nocpeacteom USB-kabens.
Ha MCK BkntounTb otnagky no USB, noateepanTtb goBepeHHoe coeanHeHune ¢ MK
(mpoueaypa bygeT 3aBnceTb OT MOOENN YCTPOMCTBA);

4. TlpoBepuTb HanMyne NOOKNIYEHHOro YCTPOMUCTBA, BhLINONHUB kKoMaHay: adb devices
Mpun ycnewHoM NOoAKIHYEHMN YCTPOMCTBa coobLeHe B KOMaHOHOW CTpoke byaeT
aHarnorM4Ho cooOLLEHMIO Ha pUCYHKe 53;
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BER C\Windows\system32\emd.exe - . - e B |l

C=wadbXadh devices
Lizt of devices attached
F¥223LBEF4 device

C:wadh>

PucyHok 53 - YcnewHoe noaknoyeHne ycTpomcTea

5. OcyuwlecTBuTb yCcTaHOBKY npunoxeHmsa «MoHuTop» Ha MCK Bpy4Hyto nocne ckadunBaHus ¢
nopTana permctpaumm nnu ¢ NnoMoLLbio komaHabl: adb install <nymsb k ¢haliny monitor.apk>

Mo okoHYaHWM ycTaHOBKKU NpunoxeHns «MoHuTop» B uHTepdence MCK otobpasuTtca 3Ha4vok
NPUINOXEHUS;

lpumeyaHue.
He ebinonHsame nepebil 3anyck rnpunoxeHus « MoHumop» 0o e2o ycmaHo8KU 8 kadecmee Device
Owner (snadesnbya ycmpolicmea).

6. HasHauuTb npunoxeHne «MoHuTop» B kKayecTBe Device Owner (Bnagensua ycTponcTea),
BbINONHMB koMaHay: adb shell dpm set-device-owner ru.niisokb.mcc/.AdminReceiver

Ha BpeMsi BLINONHEHUS 3TOM KOMaHAbl U3 YCTPONCTBA HEO6X0AUMO BbIHYTb SIM-kapTy.
Mpun ycnewHoM BbINOMHEHUN YCTaHOBKN COOBLLEHE B KOMaHAHOW CTpoke ByaeT BbirnsaaeTb B
COOTBETCTBMM C PUCYHKOM 54.

db zhell dpm set-device-owner ru.niizokb.mccrs.AdminRece iver

Device owner set to package ComponentInfol{ru.niisekb.mecs/vu.niisokb.mce
.AdminRece iver?
Active admin szet to component {ru.niizsokb.mccs/ru.niisokb.mcc.AdminReceiver?

C:vadh>_

PucyHok 54 - CoobLieHue 06 ycnewHoOW ycTaHOBKe
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MNMpunoxeHune 3: Bo3MoOXHble NpobnemMbl Npu yCTaHOBKE U
3KcnnyartaumMm 1 cnocoObl UX peLlleHusn

Mpu ycTaHOBKe oTOOpaxkaeTcs OKHO npegynpexaeHua Play 3awuThbl

Ecnn npn ycTaHoBKE MOHUTOpa oTobpaXkaeTcst OKHO npegynpexgenns Play 3awuTsl, 10
Heo6Xxoa4nMO BbINOMHUTL Criegytoume 4encTBUS:

1. PackpbITb Bbinagatowwmin nHpobnok «CeegeHms» (pUCyHok 55);

3a6bnokupoeaHo Play
3awuTon

E MoHuTop

HDMHOHEHME MOXeET 6biTb ONAcHbIM.

CeefeHunA v

PucyHok 55 — UHdho6nok «CBeaeHus»

2. Haxmunte «Bcé paBHO ycTaHoBUTL (HeGe3onacHo)» (pMCyHoOK 56), nocne Yero yctaHoBka
npunoxeHusa «MoHUTOpP» NPOOOIMKNTCS.

3abnokupoBaHo Play
3awuTon

@ MoHuTop

H[JMHO)KE‘HME MOXeT BbITb ONACHbLIM.

CeepeHus ~

Haxe ecnu Bbl y>Ke crbiWwanui npo
aTOT MPOAYKT MK pa3paboTumka,
ycTaHaBnMBaTb NPUIOXEHWS U3
HeHafeXXHblX UCTOYHUKOB He
pekomeHayetcs. MoapobHee

Bce paBHO yCTaHOBUTb
(He6esonacHo)

PucyHok 56 — KHonka «Bce paBHO ycTaHOBUTL (HeGe3onacHo)»
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