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UEM SAFEMOBILE
PYKOBOACTBO MO YCTAHOBKE SCEP

YcTtaHOBKa cepBepHOro KOMMNOHeHTa.

Ha BM, npegHasHaveHHon ana SCEP-cepsepa, npy npoxoxgeHun mactepa nepBoHa4vanbHON

HacTponkn setup.sh, cneagyeT BbiOpaTh:

=
e

zertificate? [v/n/ 7
it long modulus (2 primes)

=
e

@ Mmoo

cdulus | rimes)

3anonHue Common Name cBoMM 3Ha4YEeHUNEM.
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Hactpounka B APM agMmnHucTpartopa

1. Mpu ncnonb3oBaHUK camonognucaHHbix ceptudmkaToB Ha URL-ax cepsepa SafeMobile, B pasgene

«CepBepHble cepTudmKaTbl» crneayeT 3arpy3uTb https-cepTudmkaT, KoTopblin 6yaeT NpPoBePSATLCS

KnueHnTtom npu o6palleHumm K cepsepy, Ha nopt 8082.

) Acfsente @ ¥aamuTe

ca PEM
sep PEM
A PEM
pdc. safemobile. ru

SCEP_CERT PEM

HaHreHoBaHHE ®opmat dakina.. CyGeekT WMzaaTens

Ch=5afephone Rook C Ch=5afephone Rook C

CH=safemobile-PDC-CA,  CH=safemobile-PDC-CA,
DC=safemabile, DC=pro  DC=safemabile, DC=pro

Ch=safemobile-PDC-CA, Ch=safemobile-PDC-CA,
DC=safemobile, DC=pra  DC=safemobile, DC=pro

Chi="*,uemsm.ru Ch=R3, O=Let's Encrypk, C=US  25.08,2022 21:35:34

MepHoa ASACTEHSA, HE NO3AHES
10.11.2031 14:25:10
19.06,2032 10:27:46

19.06, 2032 10:27:46

OCHOBHOE

# HabIMEHOE AHUE:

OTMeuaToK cepTutikaTa

®opmat dhaina

%209

CyBrexT

Bepcia

CepMFHBIA HOMED

Mepmo, ABMCTEWS, HE paHee

Mepmog ASMCTENS, HE ND3aHeE

MzaaTene

Mapone

MpMEATHBIA KoY

SCER_CERT

Paszgen «CepBepHble cepTUdUKaTbI»

2. MNpu ncnonb3oBaHun camonognuncaHHbix ceptudmkaToB Ha URL-ax cepeepa SafeMobile, B pasgene

«MogkntoveHne k cepeepam» HacTpouTb URL nogkntodeHnsa k SCEP-cepBepy 1 HasHauuTb emy paHee

3arpy>XeHHbln cepTudukar.

Tun cepeepa <
MDMServer
SCEPServer
SocketServer
WinMDM Enroliment
‘WinMDM Management

LRL CepTHiMEATEL
https: }ft70,uemsm, ru: 443 ca

https: {/t70,uemsm. ru: 8082 SCEP_CERT
t70.uemsm. ru:S0070 ca

https:/{10.17.7.70
https: 10,17 7.70:5444

SCEPServer

* LRL

CepeepHEIE CEpTMEMKATE

Pazpen «lMopgknioyeHune Kk cepBepam»

https: //t70.uemsm.ru; 2082

ca
sCEp

A pdc.safemobile.ru

V| SCEP_CERT
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S

SAFEMOBRL

3. B pasgene «Hactponkn SCEP» 3apgatb HacTponku ans cepeepa. (cMm. «HacTtponkn SCEP»)

4. Tpwu HacTponke npodunen Wi-Fi cnegyet ucnonb3oBatb HacTporku SCEP, BmecTto KnmeHTCKoro

ceptudmkara (k 01.12 Takke Exchange akkayHTa u VPN IKEv2 ons iOS).

lpumep:

B pa3sdene «[lpogunu» cosdame npoghunb muna « Todka docmyna WiFi 802.1X Androidy.

3anonHumpe ceoUuMU 3HaYEHUSIMU OIS

e VMg mouku docmyna

o YuemHsbie OaHHbIe (8bIb6pamb U3 CrUCKa).

U HasHavyume nipogurb Ha yernesbie ycmpoticmea.

Twn
* HaWMeHoBaHHe

OnucaHue

NMp1MeYaHHe

* WMA Toukn gocryna (SSID)

* CKpeITan CeTk

* BLINONHWTE NOMNLITKY 3BTOMaTHUECKOrD NOAKMIoUeHus
* Tun BezonacHoCTH

* MNaponk

*Tun EAP

* YYETHLIE JaHHEe (KITHEeHTCKHA CepTUDdHKET MK
HaCTpOHKK SCEP)

CepTHdHKaT YAOCT0BEpPAKILEro LeHTpa WIF ceTu
MMA nonezoeaTens

Maponke None30eaTens

* BropanA dasa ayTeHTudHKaUMe

MCeBA0HMM, MCMONESYEMBIR EMECTO MMEHMW NOMNLZ0EaTENA B
nepeoii thaze PEAP

SNT-EAP
SNT-EAP
Het w7
fa hd
Enterprise hd
TLS v

pdec.safemobile.pro

»

{{employee.exchange.emp_emai_domain}}\{{employee.exchange.em|

CoszpaHue npodmnsa - Tun «Toyka goctyna WiFi 802.1X Android»
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5Y COpr,EI,HVIKa OOIMKHbI ObITb 3aMONHEeHbI NOMA:

e E-mail JomeH

e E-mail Nlormu»

o aTM gaHHBIM NponcxoauT 3anpoc ceptudmkarta B YLI.

Obwme
E CoxpaHuTe
= DaMUNKA eaHoe
* HMmA MeaH
CTYecTED MeTpoBkd
OomEH0CTs
Aaomed safemobile.pro
M8 nonez0BaTENA Lserfl
E-mail

Hactpouku cotpyaHuka, B pasgene «CoTpyaHUKN»
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>

Hactpownku SCEP

Pasgen «Hactpoinku SCEP» npegHasHadeH gns yyéta M pacnpoCTpPaHEHUs KIMEHTCKUX
ceptnucdmkatoB C€ HacTpanmBaembiMM napametTpamu nocpeactsom SCEP B cooTBeTcTBUM C

pucyHkom 2.123.

Viom yBuexta Waton cepriukata

dent
1175 p3B0Ts Cepsepa SCEP M0MeH GuiTs YCTaHOBNEH 1 HACTDOEH 3reHT PernCTpaL

X500 certficate_template. Hacrpoiiku SCEP

e 6yaer npovTHopHpOBaHo YL

Tonkniouenme K ceppepy SCEP

* Mopiniouess K cepsepau scepserver e

ToniioueHme K cepsepy YIocToBepsioliero LieHTpa AD

Orobpaxerme 16436 40 |v.

OkHo «HacTtpouku SCEP»

B Tabnvue ¢ nepevHemM ceptudukaToB oTobpaxatoTcsa cnegytowme ctonoubl:

¢ HawnmeHoBaHne — HaMMeHoBaHWe cepTudmkaTa (Mo ymonyaHuo, otobpaxaeTcs B Tabnuue);
o Uwmsa cybbekta — chopmart ceptudumkata (no ymonyaHuio, otobpaxaercsa B Tabnuue);
e LlabnoH ceptudukata — wabnoH wucnonb3yemoro ceptudukata (MO  yMOSYaHUIO,

oTobpaxaeTtcs B Tabnuue).

B npaBon yactu pabo4yero akpaHa oTobpaxkatoTcsl HaCTPOWKK, BbIOpaHHOW B Tabnumue HacTPOKM

SCEP un cocToaT ua crnegyowmx nonen gaHHbIX:

e HacTtpounkun SCEP:
o HaumeHoBaHMe — HavMMeHOBaHNE HAaCTPOWNKK;
o Wma cybbekta. Ecnu ncnonb3syetca wabnoH ceprtucpukarta, 6epywmn
AaHHble cyobekTa 3 AD, none byaeTt npourHopupoBaHo YLI.
- 910 oTnnunTensHoe nms (DN), cogepxaliee naeHTUMOUUNPYHOLLYHO
nHpopmauuio 06 o6bEKTE, KOTOPOMY BblAaH cepTudmkat. Nms cybbvekta
MOXeT BbITb CO30aHO N3 CTaHA4APTHbLIX KOMNOHEHTOB kaTanora LDAP, Takux

Kak o0LMe uMeHa 1 opraHnsaLnoHHble noapasaeneHnsi. 9T KOMMOHEHTbI
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onpegeneHbl B X.500. [None He 3anonHAeTcs, ecnv AaHHble nonb3oBaTens
BepyTcsa n3 AD (cMm. npumevaHune).
Mpumep:
/CN=user/OU=department/OU=root/DC=example/DC=com/E=user@example
.com.
B nmeHun cybbekta MoryT 6bITb MCNOMb30BaHbI crieaytoLne nogcTaHOBKM:
1. /{{distinguishedname}} - cneunanbHas nogctaHoBka (HaumMHaeTtcsa ¢ /"),
KOTOPYIO HY>XHO MCNONb30BaTb YTOObI NOACTaBUTL MNOMHOE UMS NOSb30BaTENS.
2. {{mail}} - nogcTtaHoBKa agpeca 351IeKTPOHHOM MOYThI.
Mpumep ncnonb3oBaHUA NOACTAHOBOK:
/{{distinguishedname}}/E={{mail}};
LlLabnoH ceptucdukata — wabnoH ceptudukaTa, NO KOTOpomy OyayT
BbIMyCKaTbCs cepTUdUKaThl ANs YCTPONCTB (JOMmKeH BbITh 3apaHee co3faTth B
AD);
Yuncno nonbiTok nonnuHra. KomnuyecTBO NOMNbITOK  CKayaTb
BbINyLWEHHbIA cepTUudUKaT, KOTOopble MnpeanpuMMeT KIIMEeHT, nocne
OoTnpaBKM 3anpoca Ha nonyvyeHuwe ceptucdpmkara. B 3aBucmmoctn ot
HacTpoek, YLl MoxeT BbinucbiBaTb cepTtudukatr He cpasdy, a nocne
NoaATBEPXAEHUS agMUHUCTpaTopom YL,
Bpemsa mexay nonbiTKamMu MonnuHra (MUH) - MHTEpBan BpeMeHu Mexay
obpaLleHnaMN MOHMTOPA 3a rOTOBbIM CEPTUGMKATOM;
Anroputm wucgpoBaHusa — RSA (Bcerga);
Challenge. O6wun cekpet cepBepa SCEP. He HyxeH ecnu ncnonb3yeTtcs
BCTPOEHHLIN cepBep;
Ha3HauyeHue knro4va — JOCTYMHbI 3HAYEHUS:
» LlundposaHue, MNMoagnuce, JNoboe;
Pasmep kniouya. 3HavyeHue 4096 noppepxuBaeTcAa B Bepcusax: iOS He

Hunxe 14.0, Android He Huxe 11.0;

e AnbTepHaTMBHOE UMSA CybObekTa:

O

Cnucok Email appecoB (RFC 822). [pumep: {{mail}} wnu
user@example.com— oguH 1 6onee email agpecos (He 3anofHAETCs, ecnu
AaHHble nonb3oBaTens 6epytca ns AD (CM. npymeyaHue);

Cnucok UPN. NMpumep: {{userPrincipalName}} nnu user@example.com—
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oanH wn 6onee UserPrincipalName (He 3anonHaeTcs, ecnu [gaHHble

nonb3osartensa 6epytcs u3 AD (CM. npumevaHue);

o Cnucok DNS wumeH. lNMpumep: user.domain.ru— oguH n 6onee DNS (He
3anosiHAeTCs, ecnuv AaHHble nonb3oBatens 6epytca s AD (CMm. npymevaHme);
o Cnucok URI. MNMpuwmep: https:/luser.domain.ru/uri — oguH n 6onee Uniform

Resource Identifier (He 3anonHseTcd, ecnu gaHHble nonb3oBaTens 6epyTcs n3a

AD (cm. npumeyaHme));

MopkntoyeHue k cepBepy SCEP:

o [MogkntoyeHus k cepsepam — BbIbop 13 cnucka cepsepoB SCEP;

NMoakntoueHune K cepBepy YaoctoBepsowero LleHtp AD:

o URL kopnopatusHoro YL — agpec pacnonoxeHusi koprnopatueHoro YLi;

o [lepwop 3anpocos k YL, (MvH) — 3agaeTca B MUHYTaX.

lpumeyvaHue.

B ceolicmeax «wabrnoHa cepmucbukamay 6 YL dormkeH bbimb yka3aH
UcmoYHUK OaHHbIX ronb3oeamens: AD unu 3anpoc cepmugbukama.
Ecnu e wabrnoHe ykaszaHo, Ymo bpame daHHble criedyem u3 AD, mo sce,
ymo eeedeHo 8 rnonsax SN u SAN ueHopupyemcs u 6epemcs u3 AD.
Ecnu xe ykazaHo bpamb u3 3arpoca cepmugukama, mo Hy>Ho, 4mobbi
8 3arpoce bbir1o 3aronHeHo xoms 6bl 00Ho u3 ronet: SN unu SAN
uHa4ve YL| eepHem owubKy co30aHus cepmugukama.

B none «Ums cybvekma» u nonsx 6roka «AnbmepHamusHoe UMs
cybbekma» Qornyckaemcsi  UCrofib3ogaHue 8cex [00CmaHO80K,
yKa3aHHbIX 8 «Pykoeodcmee admuHucmpamopa» 2.6.8.2 Hacmpolka

napamempos rnpogurisi.
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HNo6aBneHne HoBow HacTpouku SCEP

MepenTtun B pasgen «Hactponkn SCEP»
2. HaxaTtb kHomnky «[Jo6aBuTb» B NaHenu MHCTPYMEHTOB BEPXHEN YacTu OKHa. 3aTeM

3anoJiHUTb (bopMy B I'IpaBOI7I 4acCTun OKHa.

Hacrpo#ikn SCEP -

* HavmeroBaHWe

istinguishedna
OU=department/QU

(]

WM cyfrexTa. Ecnu ncnonezyetca wabnos
=example/DC=com/E=user@example.com

cepTudKkaTa, Gepylwmil fasHee cyfbekta Uz AD, none
ByNeT npourkoprposaHo YU,

* WabnoH cepTdukaTa ‘ |

* UWCNO NONSITOK MOMNWATA. KONMUECTBO MONLToxX [
CKAYaTh BoINYLUEHHEI CEDTUEMKAET, KOTOpEE
NpeanpHMET KMMEHT, MOCNE OTNPABKM Z3MDOCa Ha
NONYUeHUe CEPTHDMKETE

* BDEMA MEKAY MOMLITKEMM MOMMMHTE (MUH) [

ANropUTM WhPOBaHUA

Chzllenge. OBwmi# cekpet cepaepa SCEP. He Hywex
BCMM MCMONBIYETCR BITPOEHHIA CEDBED.

HazHauenmne Koqa TNioboe b4

Pazmep knkua. 3raueHne 4096 NoANSDKUEIETCR B 1024 S
BepOMAX: 105 He Hike 14.0, Android He Huxe 11.0

AnbTEPHAaTMBHOE UMA CYOBEKTa Ecnn ucnonkayeTca wabnod ceptudmkara, Gepywii AaKHee cyfbekTa 1z AD, none GyaeT npourHopposasHo ¥l

Crmcok Email agpecos (RFC 822). Mpemep: {{mail}} BESOMTE SHEUEHHE W HEXKMWTE 10028MTE
wnm user@example.com

Crmcok UPN. Mpumep: {{userPrincipalName}} nnu BESAWTE ZHaUEHWE W HEXMWTE 10028KMTE
user@example.com

Crmcok DNS uMeH. Mpumep: user.domain.ru BEepuTe sHaUeHWe W HaXMWTe 1oBasuTe

e &6 © ©

Cnucok URL. Mpumep: hitps:/fuser.domain.ru/uri BEE[IMTE ZH3UEHHE M HIKMUTE J0B3BMTE

NMoaKntoueHue K cepeepy SCEP

* MOAKNKIYEHUS K CEDEEDAM [BeiBepuTe cosmumerme ¢ cenaepom,,, >

MoAKAYEHHE K CEPBEPY YAOCTOBEpsatowWEro LieHTpa AD

* URL kopnopatuexsoro YL “.‘l-:‘-\e-i \H32BaHMe YOOCTOBEDRKILLEND LIEHTDE |

* MNepuog 3anpoecos K YL (MuH) {

®dopma c HacTporkamu SCEP

3. lNocne 3anonHeHus CbOprI HaXaTb KHOIMKY «COXpaHI/ITb» N HOBbIE HaCTpOVIKM

SCEP oTtobpasntcsa B Tabnuue.
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NMoaroTroBKka KOMNbIOTEpPA AN areHTa perncrpaumm

PerncrtpaunoHHbIv areHT npegcraensaet cobon Windows cepBuC, KOTOPbIN JOIMKEH YCTaHAaBNMBaTLCA Ha

komnbtoTep ¢ OC Windows B MHpacTpyKType 3akasuumka.

Ccbinka Ha AnucTpmbyTuB areHTa peructpauun: https://safemobile.store/android/scep/scep.zip

MHcTannsauma «AreHTa perucrpaumm»  BbIMOMHAETCA Nonb3oBaTteneM C npaBaMv  JOMEHHOro
afMVHUCTpaTopa, a He NOKanbHOro T.K. JIOKanbHbI aAMUHUCTPATOP He MOXEeT co3faBaTth 3anpochbl Ha
cepTudukat B OOMeHHOM YLl AOMUHUCTpaTOp [OOSMKEH npuHagnexaTb TOMY >Xe€ [OOMEHY, 4YTO U

KOMMbIOTEP, HA KOTOPbIV YCTaHABMMBAETCS areHT.
[na nHcTannaumm AreHta pernctpaumm Heo6xo4MMO BbINOMHUTL crieayloLme AencTBus:

1. YctaHoBka AreHTa perncTtpaunn goJjikKHa npon3BoanTbCA Ha KOMNbOTEP, BKINKOYEHHbIN B TOT Xe

AomeH, 4uTo n cepsep CA.
2. Bce gencteusa JoMmKHbI BbINOMHATECA OT UMEHW JOMEHHOro agMUHUCTpaTopa.

3. Ckavatb n yctaHoButb nakeT .NET Framework 4.7.2, ecnvn gaHHbI NakeT eLlle He Gbin

yCTaHOBJIEH.

4. CkayaTb u yctaHoBuTb AreHT pernctpaummn. @amn «SafeMobileEnrolimentAgentSetup.msi»

BxoguT B kKomnnekT MO gna yctaHoekn « UEM SafeMobile» no TpeboBaHuio 3akasuumka.

5. CospgaTb JOMEHHOrO Nosb3oBaTens, OT UMEHU KOTOporo GyaeT 3anyckaTbes cryxba AreHTa

perncrpaumun. Co3pgaHHbIn Nonb3oBaTenb LOMKEH UMETb NMONTHOMOYNS MHTEePaKTUBHOIo BXoaa.

6. [ob6asuTb nonb3oBaTens B rpynny CERTSVC_DCOM_ACCESS unu Certificate Service DCOM

Access, Ha KOHTposiepe JOMEHa UK Ha NloOOM KOMMNbIOTEPE AOMEHA C YCTaHOBIMEHHbIM RSAT.

7. Ha komnbloTepe ¢ ycTaHOBMNEHHLIM AreHTOM pernctpaummn crieqyeT BbiNOMHUTL crieaytoLme

JENCTBUA:
e 3anycTuTb OocHacTKy Services (mmc.exe services.msc).

e B napameTtpax cnyxbbl areHTa peructpauun SafeMobile EnrolimentSrv

HaCTpoOUTb BXO4 B CUCTEMY OT MME€HU CO34aHHOro nonb3oBaTens.

8. B katanore yctaHoBku areHTa pernctpauum (obsidHo C:\Program Files
(x86)\NIISOKB\SafeMobile Enrollment Agent) HacTpouTb napameTpbl nogkntoveHms K CA u B[] B

danne conf.yml:

10


https://safemobile.store/android/scep/scep.zip
https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net472-web-installer
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http://jenkins:8080/view/Windows/job/Windows_EnrollmentAgent/
https://www.microsoft.com/en-us/download/details.aspx?id=45520

UEM SAFEMOBILE =

PYKOBOACTBO MO YCTAHOBKE SCEP SAFEMOBILE

10.

11.

# SafeMobile database connection settings
ca:
pdc.safemobile.pro\safemobile-PDC—-CA

enrollmentTemplate: EnrollmentAgent #template certificate for

enrollment agent. Default EnrollmentAgent
db:

type: postgresqgl

user: sphone

password: 111

host: 10.11.12.1

port: 5432

name: sphone # "database name" for posgresql

lMpumeyaHue.

B npumepe KoHuaypayuoHHo20 ¢halina ykasaH wabrnoH no ymondaHuto — EnrollmentAgent.
Ecnu e opaaHu3ayuu ucrnions3yemcs opyaou wabroH, mo e conf.yml criedyem ykaszampb “Vimsi

wabnoHa” (“Template name”), a He “Omobpaxaemoe ums wabnoHa“ (“Template display name®).

ALpec yaoCcToBepsIloLLEro LIEHTPa MOXHO NOCMOTPETL B dhaiine

C:\Windows\System32\certsrv\certdat.inc (nepemeHHas sServerConfig) Ha cepepe CA.

Ha cepeepe CA B ocHacTke mmc Component Services BbibpaTb cBoMCTBa KOMnoHeHTa: Console
root -> Component Services -> Computers -> My computer -> DCOM config -> CertSrv request.
B 3aknagke Security B cBonctax Launch and Activation permissions Bei6pate Customize ->
Edit. Y6eaunTcs, uto gomeHHon rpynne CERTSVC_DCOM_ACCESS unu Certificate Service
DCOM Access paspelueHbl npaBa: Remote Launch n Remote Activation. [1nsa ceoncTtea Access
Permissions rpynne CERTSVC_DCOM_ACCESS wvnu Certificate Service DCOM Access

OOITKHbI ObITb pa3peLleHbl NpaBa Remote Access.

Ha cepepe CA B ocHacTke mmc Certificate Templates BbiGpaTth wabnoH Enroliment Agent B
3aknagke Security 3agatb Ans nonb3oBaTensi Cny0bl areHTa pernctpaunm paspelennsi: Read

u Enroll.

11
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12. Ha cepBepe CA B ocHacTke mmc Certification Authority B katanor Certificate Templates
nob6asutb WabnoH Enroliment agent, ecnu ewe He fobasneH.

MpoBepunTb gocTynHocTb CA MOXHO crnegyowwmm o6pasom:

e 3anycTuTb UHTEpPNpeTaTop KOMaHAHOW CTPOKN OT MMEHM CO34aHHOro

nonb3oBatensi. Hanpumep, runas /user:uma nonb3oBatena@aomeH cmd.

e B komaHgHOM MHTepnpeTaTope HabpaTb: certutil -ping -config "<Aapec

yAaocToBepsowero LeHtpa>".

e Ecnu HacTporikn BbINONHEHBbI NpaBuUIbHO, To 6yaeT pesynbtat: CertUtil: -ping —

command completed successfully.
13. Ha komnbloTepe areHTa peructpauum sanyctutb cepsuc SafeMobileEnrolimentSrv.

14. MNepenTn B CUCTEMHbIN XypHan cobbITUIA KOMMNbIOTEPA areHTa perucrpaummn n yéeanTbcs, 4To B
BeTke: Event viewer -> Windows Logs -> Application HeT coGbITUI OLWMBOK OT UCTOYHMKA

SafeMobile Enroliment Agent

B3aumopencrteue SCEP knueHTa u cepBepa

1. KnwueHT 3anpawwmsaet y cepepa SCEP “ceptudukat CA”. ITOT cepTumKaT Ucnonb3yeTcsa s
3awmTbl knoven wudgposaHna CSR BHyTpy SCEP 3anpocos (cM. Huxe). NockonbKy Hal cepeep
SCEP pacwudpoBbiBaeT 3anpochkl, To “ceptudukat CA” (B TepmuHax npotokona SCEP) — ato
ceptudmkat cepepa SCEP. 310 cneumanbHbIi, NpakTUYeCcKn BeYHbIN cepTudmKaT, KOTOPbIN
nexuT Ha cepBepe SCEP. Ncnonb3oBaHWe CpoYHbIX CEPTUAMKATOB UK CEPTUAUKATOB

BHelWwHuX YL B kavectBe “ceptudmkata CA” Ha cepBepe SCEP He npegycmaTtpuBaeTcs.

2. KnneHT moxeT npoBepuTtb xaw ceptudmnkata CA. B ctpyktype npoduns SCEP gns iOS gna
aToro ectb none CAFingerprint. Mbl 3TO BO3MOXHOCTbIO HE MONb3yeMCS, MOTOMY YTO Mbl CaMu
OTNpaBnsiemM YCTPOMUCTBY CepTUdUKaT Hallero cepsepa. Ecnv KNUMeHT no Kakum-To NpuynHam
nony4unT gpyron ceptudumkar, Haw cepsep SCEP npocTo He cMOXeT paclumdpoBaTb €ro

3anpoc.
3. KnwueHT reHepupyeT kniovesyto napy n CSR.

4. KnwueHt cpopmupyet SCEP 3anpoc. KnveHT nognuceisaeT Teno SCEP 3anpoca:

o Ceptndukatom ns CSR, ecnu 3anpalumBaeTcs HOBbIM cepTUduKarT.
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o [lencTeyloWwKnM cepTumnKaToM, ecrnm 3anpallmBaeTcsa HOBbIN cepTudmkaT, Koraga

TeKyLw M ewé gencTeyeT (nepeBbinyck ceptudmkaTa

5. BHyTpu Tena SCEP 3anpoca nepegaétcs 3awmngpoBaHHbI 610K AaHHbIX, B KOTOPOM

nepenaétca CSR BmecTe ¢ challenge. Takke BHyTpu Tena SCEP 3anpoca nepenaétcs kntoy

AN paclungpoBkM 3amMdpoBaHHOrO 6oka AaHHbIX. TOT KMoy 3alindpoBaH ny6nmMyHbIM

Knto4om u3 “ceptudpmnkara CA” (B Hawem cnyyae — ceptudmkatom cepsepa SCEP).

6. CepBep B OTBET Ha 3anpocC KIMeHTa MOXEeT BEPHYTb OAMH U3 TPEX OTBETOB:

¢ Reject. Owwnbka:

O

HenpaBunbHbI pa3mep kntoya. Owmnbky moxeT BepHyTb CA, ecnu pasmep B
3anpoce He COOTBETCTBYET pa3mepy B LLabroHe.

HenpasuneHbin challenge. Ownbky Bosspallaet cepeep SCEP, ecnn 3anpoc
npuwén c challenge, KOTOpbIN eMy HensBecTeH. ATo cobbiTne He nuweTcsa B B/.
Ero akTyanbHo nepegaBaTthb B syslog.

CA He moxeT npoBepuTb 3anpoc. B opuruHane The CA could not validate the
request. Ckopee Bcero Bo3spallaeTtca cepsepom SCEP, ecniv emy npuwién He
SCEP 3anpoc.

SCEP 3anpoc nognucan ceptudukaTom, koTopoMy CA He goBepsaeT. Owmnbka
BO3HMKAET, ECNN CTapbI cepTuduKaT KNMeHTa 0TO3BaH, KITMEHT 00 3TOM eLlé He
3HaeT, hopMMpYyeT 3anpoc Ha NepeBbINyCK cepTuduKaTa u NoANUCLIBaeT ero
cTapbiM (yXe 0TO3BaHHbLIM) cepTudMKaTOM.

CA He MOXeT aBTOpM30BaTb aTpmbyThl 3anpoca. Hanpumep, OMEHHOro

nosib3oBaTtens 386J'IOKVIpOBaJ'IVI NI OTKIMKOYUIN.

e Pending. CeptudukaT eLwé He BbinyLweH. [Ina KnMeHTa 3TOT OTBET O3HAYaET, YTO HYXXHO

nogoXxanatb U 06paTVITbCFI K cepBepy NOBTOPHO 4Yepes BpeMA NonJinMHra.

o Success. Ceptudumkar BeinyLeH. B aTom cnyyae ceptudumkaT BO3BpaLLaeTcs B Tene

oteeTa Ha SCEP 3anpoc.

7. Ecnu ceptndukat cepsepa SCEP uctekaeT, B NpOTOKOSE 3anoxeHa BO3MOXHOCTb Bblnycka

1.

shadow cepTtudumkarta. Cpok gencremsa shadow ceptudumkata HauMHAETCS C MOMEHTA UCTEYEHUS

TekyLlero ceptudukaTa. KnmeHTsl MOryT ucnonb3osaTb shadow ceptudumkar ona reHepaumm

HOBbIX KIIMEHTCKNX cepTudmKaToB, KOTOpPbIE MOXHO ByaeT ncnonb3oBaTb, korga shadow

cepTuUdmKaT CTaHeT OCHOBHbIM. [11151 HAC 3TO He akTyanbHO, NOTOMY YTO cepTudmKaT cepeepa

SCEP (ceptudumkaTt “CA”) y Hac ycroBHO BEYHbIN.

Ocob6eHHOCTU peanu3auumn B SafeMobile

SCEP 3anpocbl dopmupytoTcst MobunbHbeiMmu yctponcteamm iOS 1 Android. MNMprBaTHBIN KoY,
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oTHocsawmnca k CSR u ceptudmkaTy, He nokngaeT MobunbHOE YCTPOMCTBO.

2. SCEP cepsep npuHumaeTt n pacwmdposbiBaeT SCEP 3anpochkl, nocne vero coxpaHsieT CSR B
0a3y AaHHbIX. [lanee perncTpaunoHHbIA areHT BO BHYTPEHHEN ceTu Bhirpyxaet CSR un
obpawaetca B CA no DCOM. MHdpacTpykTypa 3akasddmka He 3HaeT Hudero npo Haw SCEP. Ons
Heé BeCb MPOLIECC BbIMMAAUT KaK BbINYCK CEPTUDUKATOB CEPBUCHOM YHYETHOM 3anuckio no DCOM.

3. [ns aBTopmsauumn npu obpauleHnn k cepeepy SCEP ncnonb3ytoTcs cnyyainHble challenge.
SafeMobile reHepupyeT aAng kaxxgoro yCTpoucTBa CriyYarHbIfn YHUKamNbHbIA 128-0UTHLIN

challenge.

Cnucok noacTaHoOBOK
B KayecTBe 3Ha‘-IeHVII7I CTPOKOBbIX NapaMeTpoB MOXHO UCMOJIb30BaTb NOACTaHOBKW.

lMNoacTtaHoBKN — CTPOKM cneunanbHOro Bunga, BMeCTO KOTOPbIX nepen npuMeHeHnem noacTaBiiATCA

NepCcoHNMULMPOBaHHbIE AaHHbIE.
B kaxxgom cTpokoBOM napameTpe [onyckaeTcsl UCMoNb30BaHWEe O4HOW UMM HECKOSbKMX NOACTAHOBOK.

Knou nogctaHoBKKM B TEKCTE JOIMKEH HaunHaTbeA ¢ npedmkca "{{" 6e3 KaBblueK, a 3akaH4YMBaTbLCS
noctdukcom "}}" 6e3 kaBbIYEK.

Hanpumep, 0nisi mozo 4ymobbi 3HavyeHue rnapamempa codepxano OOMeH\I02UH MOIb308amerisi, Hy>XHO
yKasamp crieQyowyto CIpoKy:

{{employee.exchange.emp_email_domain}}\{{employee.exchange.emp_email_login}}

Cnucok Knyen NnogcTaHOBOK:

o {{employee.surname}} - dammnunsa coTpyaHuka.
o {{employee.name}} - uMsa coTpyaHuKa.
¢ {{employee.patronymic}} - oT4eCTBO COTPYAHMKA.
e {{employee.exchange.emp_email}} - email coTpyaHuka.
o {{employee.exchange.emp_email_login}} - nornH coTpygHuka.
e {{employee.exchange.emp_email_domain}} - nomeH coTpygHuka.
e {{noncompliance_rule.name}} - HaumeHoBaHWe nNpasBuna HECOOTBETCTBUS.
e /IMnopTupoBaHHble aTpubyThl M3 AD:
o {{userPrincipalName}}
o  {{sAMAccountName}}
o  {{displayName}}
o  {{mail}}
o  {{title}}
o  {{company}}
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o {{sn}}

o  {{givenName}}
o  {{middleName}}
o  {{objectGuid}}

lpumeyaHue.

e [loOcmaHosKu mMo2ym bbimb UCMOIb308aHbl MOJILKO 8 Mo/siX 8goda muna
«Cmpoka» unu «Maccue cmpok». B Hacmpolkax SCEP, nodcmaHosku
Moaym 6bimb UCo/1b308aHb! 8 CIeQYOWUX MOsX OaHHbIX:

o Wwms cybbekma

o Email adpec (RFC 822)
o UPN

o DNS umsa

o URI ums

e [lpu omcymcmeuu 3Ha4dyeHuss nodcmaHoeKU 6 Heobs3amesibHOM Oris
3arnosiHeHusi rose eeoda, nodcmaHosKka 3aMeHsIemcsi Ha nycmyto CmpOoKy
yOarnsiemcsi rnosi 8so0a, rocsie 4yez2o rosie egoda obpabambieaemcsi Kak

gsarniudHoe.
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N3BecCTHbIe NpobnemMbl U cNOCcoObl UX peLueHuUs

Owwmbka: Enroliment Agent certificate not found

I'Ipo6nema BO3HMKaeT, Korga W3 XpaHunuiwia CepTVICbI/IKaTOB yoandawT  euwe ,El,el‘/'ICTByI'OLLl,I/IIZ

cepTudomkaT areHTa permcrtpauum.
Peluenue:
Mpn nosienexHnmn ownbkun Enrollment Agent certificate not found Heo6xoaNMO BbINOMHUTE EACTBUS:

1. Ha komnbrloTepe, Ha KOTOPOM pacrnonaraeTcs «PernctpaunmoHHbln areHT» (ganee PA),
HaWUTW B peecTpe BETKY:
Computer\HKEY _USERS\S-1-5-21-XXXXXXXXXX-XXXXXXXX-XXXXXXXXXX-
XXXX\Software\NIISOKB\SafePhone Enrollment Agent
WNckaTb Hy>kHO no HassaHuio nanku SafePhone Enroliment Agent.

2. B aTon BeTke yoanutb Bce nogkaTtanoru.

3. Cpenatb pectapt PA, nocne 4ero PA 3aHOBO 3anpocuT cepTudukarol.

4. Ecnu owmnbka BOCnpom3BeaeTCs NpUcnaTb HaM COAEPXKUMOE 3TOM BETKM peecTpa.

Owwubka: CertUtil: Cepep RPC HegocTyneH

B npouecce HAacCTpoWKkKn areHTa permcrpaumm, Npu BbINOAHEHUN NPOBEPKK (war 12); «8 KoMaHOHOM

uHmeprnpemamope Habpame: certutil -ping -config "<Adpec ydocmoeepsitowje2o yeHmpa>"» -
Ha HekoTopbix Bepcusax Microsoft Windows Server MoXeT BCTpeTUTbCS OnMbka HegOCTYNHOCTU cepBepa
RPC:

Cepeep HedocmyneH: Cepsep RPC HedocmyrieH. 0x800706ba (WIN32: 1722
RPC_S SERVER_UNAVAILABLE) -- (156ms)

CertUtil: -ping komarda HE BbIITOJIHEHA: 0x800706ba (WIN32: 1722
RPC_S_SERVER_UNAVAILABLE)

CertUtil: Cepsep RPC HedocmyrieH.
PeweHne:

[lo6aBbTe nonb3oBaTens, OT MMEeHW KOTOpOoro ByaeT 3anyckatbes cnyxba AreHTa permcrpaumm B

AomMeHHyto rpynny (builtin) "Monb3oBatenn DCOM". MNMocne go6aBneHns NOBTOpUTE MPOBEPKY.
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