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1. YcTtaHOBKa cepBepHOro KOMNnoOHeHTa

TpeboBaHus:

e Windows 10+;
e CPU2gppa2.0+ITL, O3Y 8 T'b, anck 256 IG.

Ha BM, npegHasHadeHHon ana SCEP-cepsepa, Npy NpoxoxaeHuM mactepa nepeoHayanbHON

HacTpoWku setup.sh, cnegyet BbIGpaTh:

epn.key.pem'

3anonHue Common Name cBOUM 3Ha4YEHUEM.
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2. Hactpouka B APM agmMuHucTparopa

1. Mpwn ncnonb3oBaHUM camonognucaHHblx cepTugukatos Ha URL-ax cepsepa SafeMobile, B
pasgene «CepBepHble cepTuduKaThbl» crieqyeT 3arpy3utb https-ceptndukar, kotTopbin byget

npoBepsTbes KnueHTom npu obpalleHnmn k cepeepy, Ha nopT 443.

&) Aofaente & YaanmTs

HawmeHosaHe ®opmaT haiina.. CyGbexT WzaaTens MepHo, ASHCTENA, HE NOSAHEE
ca PEM CN=5afephone Root CA CN=5afephone Root CA 10.11.2031 14:25:10

OcHoBHOE
scep FEIM Chi=safemabile-PDC-CA,  Chi=safemabile-PDC-CA, 19.06,2032 10:27:46

DC=safemabile, DC=pra  DC=safemabile, DC=pro

*
ca PEM Chi=safemobile-POC-CA,  CHesafemobile-PDC-CA, 19,06.20%2 10:27:46 H3MMEHOBaHIE: SCEP_CERT
pdc. safemobile. ru DC=safemobile, DC=pro  DC=safemobile, DC=pra

. OTREYaToK CepTitikaTa

SCEP_CERT PEM CH="*,usmsm.ru CN=R3, O=Let's Encrypt, C=U5  28.08,2022 21,3334

@opmat thalina

%009

CyGrexT

BepcuA

CEpMFHEIR HOoMED

Meprog AEACTEMS, HE paHee
Meprog AEACTEMA, HE No3sHEE

MzaaTene

Mapone

MpMEATHBIA KoY

Pasgen «CepBepHble cepTUdUKaTbi»

2. MNpun ncnonb3oBaHUK camonognucaHHbix ceptudunkatoB Ha URL-ax cepBepa SafeMobile, B
pasgene «[logkntoveHune k cepsepam» HacTpouTb URL nogkntouennsa kK SCEP-cepBepy 1 Ha3HaunTb emy

paHee 3arpyxeHHbln cepTudmkarT.

Tun cepeepa < LURL CepTHHKaTE
MDMServer https:ft70.uemsm. 443 ca
SCEPServer https: {/t70,uemsm. ru: 8082 SCEP_CERT
SocketServer t70.uemsm. ru:S0070 ca SCEPServer
WintDM Enrollment https:/{10.17.7.70
WRMDM Mariagement https: (/10,17 7.70:8444 *URL hittps: /{£70.uemsrmn. ru: 8082
CepeepHeIE CEpTHMEIMKATEI ca
scep

A pdc.safemobile.ru

| SCEP_CERT

Paspen «lMopakntoyeHune kK cepBepam»
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3. B pasgene «Hactporikn SCEP» 3agatb HacTporiku ang cepsepa. (cMm. «HacTtporikun SCEP»)

4. Tlpun Hactponke npodunen Wi-Fi cnegyet wucnone3oBatb HacTpounkun SCEP,

knuneHTckoro ceptudukara (k 01.12 tawke Exchange akkayHta n VPN IKEv2 ansa iOS).

lpumep:

BMECTO

B pa3sdene «[lpoghunu» cozfame rpoghusib muna « Touka docmyna WiFi 802.1X Android».

3anonHumb cgouMu 3Ha4YeHUsIMU 110115

o Vms moyku docmyna

o YuemHbie OaHHbIe (8bI6pamp U3 CrUCKa).

U HasHayume npogurnes Ha uesesblie ycmpolicmea.

Tun
* HaWMeHOBaHHE

QnucaHue

MNpuMeuaHre

* WMA Toukk goctyna (S5I0)

* CHpBITaR CeTk

* BeINONHWTE NOMLITKY 3BTOMaTHUYECKOrD NOAKNIOYeHus
* Tun BezonacHocTH

* Naponke

* Tun EAP

* YUETHBIR AaHHBe (KTHMEHTCKWA CepTUDMKET MK
HacTpoikn SCEP)

CepTrdMKaT yADCTOREPAKWErD LeHTPa WIF ceTu
WMA nonkzoeaTens

Mapone nons20gaTens

* Bropas thaza ayTeHTUhHKaLMK

MCeBaoHMM, MCMOMESYEMbIA EMECTO MMEHW NOMES0BATENA B
nepeoi daze PEAP

SNT-EAP
SNT-EAP
Her N
fa v
Enterprise N
TLS kg

pdc.safemobile.pro

w

{femployee.exchange.emp_emai_domain}\{{employee.exchange.em|

CospnaHue npocdunsa — tun «Touka goctyna WiFi 802.1X Android»
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5. Y CoTpyaHuka gOMmKHbl ObiTb 3anonHeHbl NOs:

e E-mail JomeH

e E-mail Jlornu»

Mo aTMM AaHHbIM NPOUCXOANT 3anpoc cepTudukaTa B YLI.

Dbuwme
B CoxpaHuTb
* DaMUNKA leaHoe
* HMA MeaH
CTYeCTED MeTpoBky
OomsHoTs
Oomed safemobile.pro
Mg nonezoBaTENA Lserfl
E-mail

HacTpoiiku cotpyaHuka, B pasgene «CoTpyaHUKU»
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2.1. Hactpownku SCEP

Pasgen «Hactponkm SCEP» npegHasHauyeH gnsi ydéta M pacnpoCTpaHEeHUs1 KIMEHTCKUX
cepTumkaTtoB C HacTpamBaembiMM napameTpamu nocpeactsom SCEP B cooTBeTCTBUM C

pucyHkom 2.123.

T @ VTS

W oybeeirs Wanon cepriduacara

By ceprbcaos 47 HaeTIbreacis KveTos ner
Znn patorw Cepuepa SCEP A0MXeN BTk YCTaNOSMEN i MACTPOEN areHT PerMCTPaLINA
THe %500 cemticate_templte v b " v

Chsb.safe-mobie.ru user. .
Hacrpoiirn SCEP
ca.safemobie.on user

2peepa SCEP. He Hymen
Wi Cepaep.

Hask e K0 Moboe

042, BaueHine 4096 NOAACPHCIBIETCR S 2048
e Hake 14.0, Android He Hike 11.0

MR CyBBeNTa Ecni ernonksyeTen Wanos cepTiuxata, BepyuMi Rae CyfaRTa W3 AD, none ByneT

822). Mowrep: {{mai}} &

errincpaName)} unn |

Cncox URL Mpisiep: https://uses

cpaap [1 | W1 2 ratpenene 1424 0w | Nlomwmouenne K copaepy SCEP

OkHo «HacTpoukn SCEP»

B Tabnuue ¢ nepedHemM cepTudukaTtoB oTobpaxkatoTcsa criegyrowme ctonbubl:

e HaumeHoBaHue — HaumeHoBaHue cepTudurkarta (Mo ymonyaHuo, otobpaxaeTtca B Tabnvue);
e Umsa cybbekTa — popmat ceptudukarta (No ymonyaHuio, otobpaxaeTcsa B Tabnvue);
e LUlabnoH ceptudukata — wabnoH ucnonb3yemoro ceptudukata (N0  yMONYaHuio,

oTobpaxaeTtca B Tabnuue).

B npaBon 4yacTtu pabouyero skpaHa oTobpakatoTcsl HACTPOWKN, BbIOpaHHOW B Tabnunue HaCTPOMKN

SCEP 1 cocToaT M3 cnegyowmx nonen aHHbIX:

e Hactpounkun SCEP:
o HaumeHoBaHMe — HaMMeHOBaHNE HACTPOWKMY;
o Wma cybbekta. Ecnu ncnonb3yetca wabnoH ceptudukara, 6epyLumm
AaHHble cybbekTa s AD, none byaeTt npourHopupoBaHo YLI.
- 310 otTnnuntensHoe ums (DN), cogepxallee MAeHTUPULMPYIOLLYIO
nHpopmauuio 06 o6beKTE, KOTOPOMY BblAaH cepTudmkat. Nms cybbekta

MOXeT ObITb CO34aHO U3 CTaHOapPTHbIX KOMMNOHEHTOB KaTtaliora LDAP, Taknx
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Kak obLme nmeHa n opraHnsaumoHHble nogpasgerneHns. AT KOMMOHEHTbI
onpegeneHbl B X.500. [Mone He 3anonHsaeTcs, ecnuv AaHHble NoSib30BaTeNs
6epyTtca n3 AD (cM. npumeyaHue).
Mpumep:
/CN=user/OU=department/OU=root/DC=example/DC=com/E=user@example
.com.
B umeHun cybbekta moryT 6biTb MCNOMb30BaHbI creayroLmne nogcTaHOBKM:
1. /{{distinguishedname}} — cneuynansHas nogctaHoBka (Ha4yMHaeTcsa ¢ /"),
KOTOPYIO HY>XHO MCNONb30BaTb YTOObI NOACTaBUTL MOMHOE NMS NOSIb30BaTENS.
2. {{mail}} — nogcraHoBka agpeca 3neKTPOHHOW MOYThI.
Mprmep ncnonb3oBaHUsA NOACTAHOBOK:
H{distinguishedname}}/E={{mail}};

o WabnoH ceptudmkata — wabnoH ceptucukaTa, Mo KoTopomy OyayT
BbINyCKaTbCA cepTUduKaThbl A1s YCTPOUCTB (JOSMKeH ObiTh 3apaHee co3aaTh B
AD);

o UYmcno nonbiTOK nonnuHra. KomnuyecTBO NONbITOK cCKa4vaTb
BbiNYWeEHHbIA cepTUUKaT, KOTOpble MNpeanpuMeT KIMUEeHT, nocrne
OoTNpaBKW 3arnpoca Ha nony4vyeHue ceptucdpmkara. B 3aBucumoctn ot
HacTpoek, YL| mMoxeT BbiNnUCbIBaTb cepTudukat He cpasy, a nocne
noaTBepXaeHnss agMmuHucTpaTopom YLI;

o Bpemsa mexay nonbiTKaMu NOMSIMHra (MUH) — MHTEPBAN BPEMEHU MexXay
obpalleHnamMn MoOHMTOpa 3a roToBbIM CepTUdMKATOM;

o Anroputm wudpoBaHua — RSA (Bcerga);

o Challenge. O6wumn cekpeT cepBepa SCEP. He HyxeH ecnu ucnonb3ayeTtcsi
BCTPOEHHLIN cepBep,;

o HasHa4yeHue knroyva — JOCTYMNHbI 3HAYEHUS:

» Llundpposanue, MNMoagnuce, Jtoboe;
o Pa3mep knroya. 3HayeHue 4096 noppepxuBaetTcs B Bepcusix: iOS He

Huxe 14.0, Android He Huxe 11.0;

e AnbTepHaTUBHOE MMS CyObekTa:
o Cnucok Email appecoB (RFC 822). [pumep: {{mail}} wvnu

user@example.com— oguH n 6onee email agpecoB (He 3anofHAETCS, ecnm
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AaHHble nonb3oBaTtens 6epyTtcs n3 AD (CM. npyMedaHue);

o Cnucok UPN. Mpumep: {{userPrincipalName}} nnu user@example.com—
oouH u 6Gonee UserPrincipalName (He 3anonHseTcs, ecnu AdaHHble
nonb3oBaTens 6epyrtcs n3 AD (CM. npumeyaHune);

o Cnucok DNS wumeH. Mpumep: user.domain.ru— oguH n 6onee DNS (He
3anorsiHAeTCs, ecnu AaHHble nonb3oBaTtens 6epytcsa ns AD (CM. npuMmevaHue);

o Cnucok URI. Mpumep: https://luser.domain.ru/uri — oguH n 6onee Uniform
Resource ldentifier (He 3anonHseTcs, ecny gaHHble nonb3oBatensd 6epyTca 13
AD (cMm. npumevaHune));

o [lopkntoyeHune Kk cepBepy SCEP:
o [MoakntoyeHuns k cepsepam — BbIOOp M3 crnvcka cepBepoB SCEP;
o [lopkntouyeHune K cepBepy YaoctoBepsowero LleHtp AD:
o URL kopnopaTusHoro YL — agpec pacnosnoxeHunsa kopnopatneHoro YLI;
o [lepuop 3anpocos Kk YL (MWH) — 3agaeTcsa B MUHYyTax.
lpumevyaHue

B ceolicmeax «wabrnoHa cepmugbukama» 8 YL| dosmkeH bbimb yKka3aH
ucCmoY4HUK QaHHbIX rnonb3oeamens: AD unu 3anpoc cepmugukama.
Ecnu e wabroHe ykaszaHo, Ymo 6pame daHHble criedyem u3 AD, mo sce,
umo egedeHo 8 rnonsx SN u SAN uesHopupyemcs u bepemcs u3 AD.
Ecnu xe ykazaHo bpame U3 3arpoca cepmugukama, mo Hy>Ho, 4Ymobbi
8 3aripoce bbIrio 3arnofiHeHo xoms 6ol 00HO u3 noned: SN unu SAN
uHa4ve YL sepHem owubKy co30aHusi cepmugukama.

B none «Umsi cybbekma» u nonsx 6ri0ka «AnbmepHamueHoe UMs
cybbekma» Oorlyckaemcsi  UCo/b308aHUE 8CeX 00CMaHOBOK,
yKkasaHHbIx 8 «Pykoeodcmee admuHucmpamopa» 2.6.9.2 Hacmpolika

napamempos rnpogurisi.
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SAFEMOBILE

2.2.

[No6aBneHne HoBon HacTponkn SCEP

Mepentn B pasgen «Hactporkn SCEP»

HaxaTtb kHomnKy «[Jo6aBWTb» B NaHenn MHCTPYMEHTOB BEPXHEN YacTu OkHa. 3aTem

3alnoJiHUTb cbopmy B I'IpaBOI7I 4acCTu OKHa.

Hacrtpo#ku SCEP

* HaumeHoBaHWE

Wms cyfrexTa. Ecnu nenonssyetcs wabnos
cepTutinkata, Gepywwil fasHse oyfibekta us AD, none
BygeT npowrsoprpoaato Y.

* lafinon cepTudmkaTa

* UWCNO NONSITOK NOMNWATE, KonvUecTBo Nonsmox
CKaYaTh BoINYLUEHHEIH CEDTMEMKET, KOTOpEE
NpeanpHMET KMWEHT, MOCNE OTNPABKKM 33MPOCa Ha
nonyyeHre cepTdMKaTa

* BpeMA MEXJy MONbITKaM4 NONNKHTE {(MAH)
ARFOpHTM WMBPOBIHUA

Challenge. OBwwi cekper cepaepa SCEP. He HyxeH
ECTM MCMONL3YETCH BITPORHHLIA CepBep.

HazHadeHue Knmioua

Pasmep kn:o4a. 3Hadveqmne 4096 nogaepxMBzeTca B
BepouAx: 105 He Hike 14.0, Android He ke 11.0

AnbTepHaTHBHOE UMA CyObeKTa Ecim ncnonsayercs wabnod ceptndmkara, Bepywii fanHse cybtekTa uz AD, none Byaer npourHoprposato YU

Crmcok Email agpecos (RFC 822). Mpemep: {{mail}}
wnu user@example.com

Crmcok UPN. Mpumep: {{userPrincipalName}} unm
user@example.com

Crmcox DNS umen. Mpumep: user.domain.ru

Crmcok URL Mpumep: https:/fuserdomain.rufuri

Moaknrouenue K cepsepy SCEP

* MOAKNKIYEHUR K CEDBEDAM

[distinguishedname
=department/0

E={{mail}} nm
ot/DC=example/DC=com/E=user@example.com

Nioboe

1024

BEenuTe ZHaUEHWE M HEKMUTE J06aBMTE

Beepg

MTEe 3HAUEHWE W HawMuTe Jo6aBMTL

BBepuTe 3HaueHne ¥ HaxMuTe Jo0asuTe

Beef

MTe 3HAUEHWE W HaWMUTe Jo6aBMTL

e & © ©

{Bbfepn're coe,

JHHEHWE C CEDBEPOM...

Mopawnrouenue K cepsepy Yaocrosepatowero LieHtpa AD

* URL KopnopaTueore Y1

* Mepwog 3anpocos K YL (Mus)

‘J-J‘-WE-{'HEBBE—ME YOOCTOBEPAKILLETO LIeHTpa

l

®dopma c HacTporikamu SCEP

lNocne 3anonHeHusi (bOprI HaXaTb KHOIMKY «COXpaHI/ITb» n HOBblIE HaCTpOIZKVI

SCEP oTobpasutca B Tabnuue.

10
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3. YcTaHOBKa M HacTpoMKa areHTa perucrpauum

3.1. Wuterpaums c Microsoft CA

PernctpaumoHHbii  areHT npeactaenser cobon  Windows cepBuC, KOTOPbIN  OOIMKEH

ycTaHaenumeaTbcs Ha komnbtoTep ¢ OC Windows B nHdpacTpyKkType 3akasuuka.

Cchbinka Ha gucTpubyTuB areHTa pernctpaumm: https://safemobile.store/android/scep/scep.zip

MHcTannsauma «AreHTa perncrpaumm» BbINOMHAETCA Mosib3oBaTenem C npaBaMuv OJOMEHHOro
agMyHUCTpaTopa, a He NOKanbHOro T.K. fIOKarnbHbIM agMUHUCTPATOP HE MOXET co3daBaTb 3anpochbl Ha
cepTudukat B AOMeHHOM YL|. AOMUHUCTpaTOp [OOSMKeH npuHagnexaTb TOMY >Xe [OOMEHY, 4YTO U

KOMMNbKOTEP, HaA KOTOprIZ yCTaHaBNMBAETCA areHT.
,D,J'IFI MHcTannsaunn AreHTta pernctpauunmn HGO6XO,EI,VIMO BbIMOJIHUTb Cclneayrowmne NEencTBuA:

1. YcraHoBka AreHTa perncrtpaunn gojikHa npon3sognTbCA Ha KOMNbIOTEDP, BKMNKOYEHHLIN B TOT

Xe oomeH, 4to u cepeep CA.
2. Bce penctsuda gomkHbl BbIMOMAHATECS OT MMEHN OMEHHOIo agMUHUCTpaTopa.

3. CkayvaTb n yctaHoBuTb nakeT .NET Framework 4.7.2, ecnu gaHHbIN nakeT eLle He Obin

YCTaHOBMEH.

4. CkavaTb M yCcTaHOBUTb AreHT pernctpaumm. damn
«SafeMobileEnrolimentAgentSetup.msi» Bxogut B komnnekT N0 gna ycrtaHoekn « UEM

SafeMobile» no TpeboBaHMO 3akasumka.

5. Co3sgaTb AOMEHHOrO Monb3oBaTens, 0T UMEHU KOTOpOro ByaeT 3anyckaTbes cnyxba AreHTa
perncTpaummn. Co3aaHHbIN Nonb3oBaTeNb AOMMKEH MMETb NMONTHOMOYUS UHTEPAKTUBHOMO

BXoJa.

6. [Hob6asutb nonb3oBatens B rpynny CERTSVC_DCOM_ACCESS wvnu Certificate Service
DCOM Access, Ha KOHTponepe AOMEHa Unu Ha NiboM KOMMNbIOTEPE AOMEHA C

ycTaHoBneHHbIM RSAT.

7. Ha komnbloTepe ¢ ycTaHOBMNEHHbIM AreHTOM pernctpaummn cnegyeT BbiNoMHUTL crieayrolme

JencTeus:

11
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¢ 3anycTuTb OCHACTKy Services (mmc.exe services.msc).

¢ B napameTpax cnyx6bl areHTa pernctpaumm SafeMobile EnrolimentSrv

HaCTpoOuUTb BXO4 B CUCTEMY OT MMEeHN CO3aHHOro nosfib3oBaTtesis.

8. B kaTanore yctaHoBku areHTa pernctpauun (obei4Ho C:\Program Files
(x86)\NIISOKB\SafeMobile Enrollment Agent) HacTpouTb napameTpbl NoaknoyYeHnss K CA n
B[ B dpanne conf.ymi:

# SafeMobile database connection settings

ca:

pdc.safemobile.pro\safemobile—-PDC-CA

enrollmentTemplate: EnrollmentAgent #template certificate for

enrollment agent. Default EnrollmentAgent
db:

type: postgresqgl

user: sphone

password: 111

host: 10.11.12.1

port: 5432

name: sphone # '"database name" for posgresqgl

lpumeyaHue.

B npumepe KoHgbuzypayuoHHo20 ¢hatina ykasaH wabrnoH rno ymondaHuro — EnrolimentAgent.
Ecnu e opaaHusayuu ucrnonb3yemcsi Opyeol wabnoH, mo & conf.yml cnedyem ykazamb “‘Ums

wabrnoHa” (“Template name”), a He “Omobpaxkaemoe ums wabnoHa“ (“Template display name”®).

9. Appec yooCToBepSHOLLEro LieHTpa MOXHO NOCMOTPETL B (hawne

C:\Windows\System32\certsrv\certdat.inc (nepemeHHas sServerConfig) Ha cepsepe CA.

10. Ha cepBepe CA B ocHacTke mmc Component Services BblIbpaTb CBOMCTBA KOMMOHEHTA:
Console root -> Component Services -> Computers -> My computer -> DCOM config ->

CertSrv request. B 3aknagke Security B cBoncTBax Launch and Activation permissions

12
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BbIOpaTb Customize -> Edit. Y6eautcs, uto gomeHHon rpynne CERTSVC_DCOM_ACCESS
unu Certificate Service DCOM Access paspelueHbl npaBa: Remote Launch n Remote
Activation. [Ins ceonctea Access Permissions rpynne CERTSVC_DCOM_ACCESS unu

Certificate Service DCOM Access OomkHbl ObITb pa3peLleHbl NpaBa Remote Access.

11. Ha cepBepe CA B ocHacTke mmc Certificate Templates Bbi6paTtb wabnoH Enroliment
Agent B 3aknagke Security 3agatb Ans nonb3oBaTensi Crnyx0bl areHTa peructpaumnm

paspeweHna: Read un Enroll.

12. Ha cepBepe CA B ocHacTke mmc Certification Authority B kaTanor Certificate Templates
pobaeuTb WwabnoH Enrollment agent, ecnu ewle He gobaBneH.

MpoBepuTtb gocTynHoCTb CA MOXHO crieaytoLmm obpasom:

° 3aI'IyCTVITb MHTEepnpeTaTop KoMaHaHOM CTPOKMU OT MMEHU CO3aaHHOro

nonb3oBartens. Hanpumep, runas /user:ums nonb3oBaTena@pomMeH cmd.

¢ B xomaHaHOM uHTepnpeTaTope HabpaTts: certutil -ping -config "<Aapec

yaocTtoBepsilowero yeHtpa>".

e Ecnn HacTpoliku BbIMOMHEHLI NpaBuUnbHO, To OyaeT pesynbrtart: CertUtil: -ping —

command completed successfully.
13. Ha komMnbloTepe areHTa perncrpaumm 3anyctutb cepsuc SafeMobileEnrollmentSry.

14. lNepenTn B CUCTEMHBIV XXypHan cobbITUI KOMMblOTEPA areHTa pernctpauum n ybeautbcs, 4To
B BeTke: Event viewer -> Windows Logs -> Application HeT coGbITui ownboK oT

nctoyHuka SafeMobile Enroliment Agent

13
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3.2. WHTerpaumsa co SberCA

[na aBTOMaTU3auUKM BbINyCKa KIMEHTCKMX cepTudmkaTtoB Ha SberCA HyXHO YCTaHOBUTbH W

HaCTPOUTb KOMMOHEHT «PerucTpaumoHHbIi areHT ans SberCA». 3anpocuTb akTyanbHbI oUCTpubyTmB

MOXHO Ha nopTtarle TEXHUYECKOM noanepPXKkKu.

Mprmep KOHpUrypaumoHHoro gainna:

: mockCA
: cert.pem
: cert.pem
: https://localhost:2443/
: safemobile
: safemobile
: safemobile

: "{{distinguishedname}}"

: "{{mail}}"
- "{{mail}}" |
P———
: r-ndm—wifi

: "{{distinguishedname}},E={{mail}},OU=AirWarch"
: "{{mail}}"

- "{mail}}"

- "{{userprincipalname}}"
: empty

: Debug

14
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4. B3s3anmopeuctBue SCEP knueHTa u cepBepa

1. KnueHT 3anpawwumBaeT y cepBepa SCEP “ceptudpmkar CA”. 10T cepTuduKkaTt ncnonb3yeTcs
AnA 3awmnTsl Ktoden wndposanns CSR BHyTpu SCEP 3anpocoB (CM. Hke). NocKonbKy Halwl
cepeep SCEP pacwugpoBbiBaeT 3anpocsl, To “ceptucumkat CA” (B TepMrMHax npoTokona
SCEP) — 310 cepTtudukat cepeepa SCEP. 310 cneuunanbHbIi, NPakTUYECKN BEYHbIN
cepTudmKkaT, KOTopbIn NeXnT Ha cepBepe SCEP. Ncnonb3oBaHMe CPOYHbIX CEPTUUKATOB NIK
ceptudmkaToB BHeLWHMX YL B kavecTBe “cepTtndukata CA” Ha cepBepe SCEP He

npegycmaTtpuBaeTcsi.

2. KnneHT moxeT npoBepuTb X3l ceptudmnkara CA. B ctpyktype npodmnsa SCEP gns iOS ansa
aToro ectb none CAFingerprint. Mbl 9TO BO3MOXHOCTbIO HE MOMNIb3yEMCH, MOTOMY YTO Mbl
camu OTnpaBfisieM YCTPOUCTBY cepTMdMKaT Hallero cepesepa. Ecnu KMMeHT no Kaknm-To
npUYKHaM NonyYnT gpyron ceptudmkart, Haw cepsep SCEP nNpocTo He CMOXeT

paclumngposatk ero 3anpoc.
3. KnueHT reHepupyeT kniovesyto napy n CSR.

4. KnuneHt popmupyet SCEP 3anpoc. KnneHTt nognuceisaet teno SCEP 3anpoca:
o Ceptucumkatom ns CSR, ecnu 3anpawumBaeTcs HOBbIN cepTudmkar.
o [lencteyowmm ceptudmkaTtoM, €CNKU 3anpallmBaeTcsl HOBbIN cepTudunkar, korga
Tekywmin ewé gencteyeT (NnepeBbinyck cepTudmkata
5. BHyTpu Tena SCEP 3anpoca nepegaétcs 3awmdppoBaHHbIi 6roK aHHbIX, B KOTOPOM
nepenaétcsa CSR BmecTe ¢ challenge. Takke BHyTpu Tena SCEP 3anpoca nepegaéTtcs Knwou
AN pacwndpoBKKn 3awnppoBaHHOro 6rioka AaHHbIX. ATOT KN4 3awmdpoBaH nyernmMyHbIM

Kntoyom 13 “ceptndukata CA” (B Hawem crnyyae — ceptudukatom cepsepa SCEP).

6. CepBep B OTBET Ha 3anpocC KNMeHTa MOXeT BEPHYTb OAWH U3 TPEX OTBETOB:
¢ Reject. Ownbka:

o HenpaBunbHbIn pasmep krtoya. Owmnbky MoxeT BepHyTb CA, ecnn pasmep B
3anpoce He COOTBETCTBYeT pa3mMepy B LiabroHe.

o HenpaBuneHbin challenge. Ownbky Bo3Bpaluaet cepsep SCEP, ecnu 3anpoc
npuwén c challenge, koTopbIN eMy Heu3BecTeH. ATO cobbiTue He nuweTcs B B/.
Ero akTyansHo nepegasaTh B Syslog.

o CA He moxeT npoBepuTb 3anpoc. B opurnHane The CA could not validate the
request. Ckopee Bcero Bo3spaluaetcsa cepsepom SCEP, ecnu emy npuwwén He
SCEP 3anpoc.
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3.

o SCEP 3anpoc nognucaH ceptudumkatom, kotopomy CA He gosepsieT. Owmnbka
BO3HMKaET, eCnv CTapbin cepTudmKaT KIMeHTa 0To3BaH, KNMEHT 06 3TOM eLé He
3HaeT, (bopMUpyeT 3anpoc Ha NepeBbINyCK cepTudukata n NoanucobiBaeT ero
cTapbiM (y>Ke 0To3BaHHbIM) CEpTUDMKATOM.

o CA He MOXeT aBTopu3oBaTb aTpubyThl 3anpoca. Hanpumep, AZOMEHHOro
nonb3oBaTtens 3abnokMpoBanu NN OTKITHYNUIN.

e Pending. Ceptudukar eLwwé He BbinyweH. [1na KnMeHTa 3TOT OTBET 03HAYaEeT, YTO HYXXHO
nogoxaaTb U 0BpaTUTLCH K cepBepy NOBTOPHO Yepes BpeMs NOMMuHra.
e Success. CeptudukaT BbinyLleH. B aTom cniydyae cepTtudumkaT Bo3BpaLLaeTcd B Tene

oteeTa Ha SCEP 3anpoc.

Ecnn ceptudbukat cepsepa SCEP uctekaeT, B NpoTOKOMe 3anoXeHa BO3MOXHOCTb BbIMycka
shadow cepTtudumkara. Cpok gencreumsa shadow ceptudmkata HauMHAETCS C MOMEHTa
ncTeveHuns Tekylero ceptudukarta. KnmeHTbl MoryT ncnonb3doBaTb shadow ceptudpmkar ans
reHepawmm HOBbIX KITMEHTCKMX CEPTUIUNKATOB, KOTOPbIE MOXHO ByaeT ucnonb3oBaTtb, Koraa
shadow cepTudumkart ctaHeT OCHOBHbIM. 1111 HAC 3TO He akTyanbHO, MOTOMY YTO cepTuduKaT

cepBepa SCEP (ceptudumkat “CA”) y Hac yCcnoBHO BEYHbIN.
OcobeHHOoCcTM peanu3auum B SafeMobile

SCEP 3anpocbl hopMunpytoTca MobunbHbiMK ycTponcteamm iOS 1 Android. MNMprBaTHBIN KoY,
oTHocsawmnca K CSR u ceptudumkaTy, He nokngaeT MOBUNbHOE YCTPOMCTBO.

SCEP cepsep npuHumaet n pacwmdposbiBaeT SCEP 3anpockl, nocne vero coxpaHsiet CSR B
6a3y faHHbIX. [lanee perncTpaunoHHbIN areHT BO BHYTPEHHeN ceTu Bbirpyxaet CSR un
obpawaetcsa B CA no DCOM. UHppacTpyKkTypa 3akasumka He 3HaeT Hu4ero npo Haw SCEP. [nga
Heé BeCb NPOLECC BbIMMAANT Kak BbIMyCK CepTUMKATOB CEPBUCHOM YY4ETHOM 3anunceio no DCOM.
[nsa asTopmsaumm npun obpaweHunn k cepeepy SCEP ncnonbaytoTcs criyqyanHbele challenge.
SafeMobile reHepupyeT Ans KaXgoro yCTponcTea CryvanHbI yHUKarnbHbIN 128-6UTHbIN

challenge.
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5. Cnucok noactaHOBOK

B kayecTBe 3Ha4YeHUN CTPOKOBbIX nNapamMeTpoB MOXXHO UCMNOJ1Ib30BaTb NOACTAHOBKU. lNogcTaHoBKM
— CTpPOKM cneunanbHOro Bwuaa, BMeCTO KOTOpbIX nepen npuMeHeHnemMm noactaBATCA

NepCcoHNULMPOBAHHbIE AAHHbIE.
B kaxkaom CTpOKOBOM napameTpe [onycKaeTcsl UCMONb30BaHMe OAHOW UMM HECKOMNbKMX NOACTAHOBOK.

Knto4 nogcTtaHoBKM B TEKCTE JOSMKEH HaYMHaTbesa ¢ npedumkca "{{" 6e3 kaBblvek, a 3akaH4YMBaTbLCS
noctgukcom "}}" 6e3 kaBblvek.

Hanpumep, 0nsi moe2o 4ymobsi 3Ha4yeHue napamempa cooepxxarno 0oMeH\T02uH 10/1b308amerisi, Hy)XHO
yKasamb crieQyrouyto CmpoKy:

{{employee.exchange.emp_email_domain}}\{{employee.exchange.emp_email_login}}

Cnucok Knr4yen noacTaHOBOK:

o {{employee.surname}} — hamunums coTpygHuka.
o {{employee.name}} — umsi coTpygHuka.
o {{employee.patronymic}} — oT4ecTBO COTpyaHMKA.
o {{employee.exchange.emp_email}} — email cotpygHuka.
o {{employee.exchange.emp_email_login}} — noruH cotpygHuka.
o {{employee.exchange.emp_email_domain}} — nomeH coTpyaHuKa.
o {{noncompliance_rule.name}} — HanmeHoBaHNe NpaBula HECOOTBETCTBUS.
e MmnopTtupoBaHHbie aTpnbyThbl 13 AD:
o {{userPrincipalName}}
o  {{sAMAccountName}}
o  {{displayName}}

o {{mail}}

o  {{title}}

o  {{company}}
o {{sn}}

o {{givenName}}
o  {{middleName}}
o  {{objectGuid}}
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e [TlodcmaHosku Moaym 6bimb UCMO/Ib308aHbl MOJIbLKO 8 r10/151X 88o0da murna
«Cmpoka» unu «Maccue cmpok». B Hacmpolikax SCEP, nodcmaHosku

Mo2ym 6bimb UCNO/b308aHb! 8 CIEQYOWUX M015IX OaHHbIX:

Ums cybbekma

Email adpec (RFC 822)
UPN

DNS ums

URI umsa

e [lpu omcymcmeuu 3Ha4yeHuss nNodcmaHoeKu 6 HeobssamesibHOM Ors
3arionHeHusi rose 8eoda, nodcmaHoeKka 3aMeHsIemcsi Ha ycmyt CMpPOKY
yOarnsemcsi rnosid eeoda, rnocsie 4yez2o rose egoda obpabambigaemcsi Kak

gasiuoHoe.
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6. W3BecTHble NpobrnemMbl U cNOcobbl NX peLueHns

Owwmbka: Enrollment Agent certificate not found

MNpoGrnema BO3HMKAET, Korga W3 XpaHunuvuia cepTUdUKaToB YyAansioT ewe OeACTBYHLLMIA

cepTudmKaT areHTa permctpaumm.
PeweHne:
Mpwn nosiBneHnn owndkm Enrollment Agent certificate not found Heo6xoaMMo BLINONHUTL AENCTBUS:

1. Ha komnbloTepe, Ha KOTOPOM pacnonaraeTcsa «PerncrpaunoHHbIn areHT» (ganee
PA), HanTu B peecTpe BETKY:
Computer\HKEY _USERS\S-1-5-2 1-XXXXXXXXXX-XXXXXXXX-XXXXXXXXXX-
XXXX\Software\NIISOKB\SafePhone Enrollment Agent
MckaTb Hy>XHO No Ha3BaHuo nankm SafePhone Enroliment Agent.

2. B aToun BeTke yganutb BCe nogkaTanoru.

3. Cpenatb pectapTt PA, nocne 4yero PA 3aHOBO 3anpocuTt cepTudunkaThbl.

4. Ecnu owmnbka BOCMNpousseneTcd npucnatb Ham coaepxmmoe 3TOM BETKU peecTpa.

Owwubka: CertUtil: CepBep RPC HepocTyneH

B npouecce HacTpoViku areHTa perncrpawumm, Npy BbINOAHEHUN NpoBepku (war 12): «8

KomaHOHOM uHmeprnpemamope Habpams: certutil -ping -config "<Adpec ydocmosepsitow,e2o yeHmpa>"»
— Ha HekoTopbIx Bepcusax Microsoft Windows Server moxeT BCTpeTuTbCa oumnbka HegoCTyNMHOCTU

cepeepa RPC:

Cepsep HedocmyneH: Cepgep RPC HedocmyneH. 0x800706ba (WIN32: 1722
RPC_S_SERVER_UNAVAILABLE) -- (156ms)

CertUtil: -ping komaHOa HE BbIMOJIHEHA: 0x800706ba (WIN32: 1722
RPC_S SERVER_UNAVAILABLE)

CertUtil: Cepeep RPC HedocmyrieH.
PeweHne:

[obGaBbTe nonb3oBaTens, oT UMEHM KOTOPOro BydeT 3anyckaTbCsa crnykba AreHTa perucrpauum B

aomeHHyto rpynny (builtin) "Monb3osatenn DCOM". Nocne nobasneHns NOBTOPUTE NPOBEPKY.

19



